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Overview and Objective

e Cybersecurity fundamentals * |dentify specific activities to apply cybersecurity to

e Critical infrastructure threat landscape protect functional safety systems

* Existing standards and frameworks ) w}t%ngfgel;gggzﬁc&r?i:E:ety practitioners dealing
 Safety AND security culture « Approx. 100 Minutes

* Cybersecurity and safety compatibility

e Safety/security risk management

e Security architectures

e Access control

» Asset/configuration management

* Vulnerability and threat management

* Release management

* Incident Management

* Security testing



The problem

US FBI Director back in 2012 said “There are only two types of companies: Those
that have been hacked, and those that will be.”

Does this now, in 2018, apply to safety systems?
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Cybersecurity Fundamentals safety association
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Cybersecurity Fundamentals

The air-gap illusion

e Traditional safety systems have relied on an “air-
gapped” architecture*

 IT-OT security incidents show the fallacy of isolation
e Security by obscurity versus managed disclosure
* Vulnerability in bypasses by people
* Vulnerability of hidden architectures/dependencies
» Exploitation of core technology vulnerabilities
e Open architectures and protocols

e Technology designed on the premise of connectivity
e Walls and moats have never been a lasting defence?

*NIST, ISACA, ICS-CERT OAnderson, J - The wall is the wall: why fortresses fail
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Critical infrastructure threat landscape

£
INTENTIONAL UNINTENTIONAL SAC)
e 2000- Maroochy water treatment SCADA e Gas pipeline suffered
e 2010 — STUXNET targeted exploitation of Siemens PLCs shutdown on patch

' ' * Various security
e 2015..17 - Ukraine power grid, BlackEnergy, Industroyer,
Dragonfly ICS speci?ic malware (from The Register) software false

positives
e 2017 - WannCry, NotPetya ransomware in OT systems e Penetration testing

e 2017 — Intel i5 chipset vulnerability in PLCs c1ipp|ed operational
e Dec 2017 — Triton TRISIS — Saudi ESD compromised s ant b
¢ 2018 — Meltdown & Spectre speculative execution 017 Melbourne

speed cameras patch
added malware
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Technology Layer exploits/vulnerabilities

e Security threats look for new Typical layer Attack example
exploitation vectors

Black Energy/Dragonfly

Applications

 Protection difficulty increases Heartbleed-OpenSSL

Middleware

with layer depth (e.g. Meltdown : Blue%%r;ggﬂ Use,
and Spectre ICS-ALERT-18-011- UNEE Krack — WFA2

01)

* Ingrained vulnerability zero-days BIO> NSA SMB toolkit
(e.g. ix86 SPECint95) CPU Firmware

CPU Hardware

WannaCry, Petya

AMT vulnerability
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ISACA Model

Lockheed-Martin Model

Cybersecurity kill chain

Intelligence Target Social Initial

Threat landscape

Privilege
escalation

Foothold gained

gathering selection engineering exploitation

Network Adapt
persistence configuration

Stage 1: Reconnaissance
Stage 2: Weaponization
Stage 3: Delivery

and know yourself.

Sun Tzu, The art of war
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Cause havoc Block recovery

Safety integrity
risk

-----
...Know your enemies,

Stage 6: Command & Control

Stage 7: Actions on Objectives
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Threat landscape

ICS Exploit case studies

m Exploitation path Vulnerabilities Attribution

: : Disgruntled
Maroochydore 2000 Release of raw  Physical (_epr0|t only Lack of asset/a_cce'ss I
sewage Rogue wireless RTUs control & monitoring (Boden.V)

Configuration exposure, MSO08-067,

Stuxnet 2010 ?:::;?ue teos ICS netwotk compromised MS10-061, Nation state(s)
& Simatic PLCs compromised  MS10-073
i:(aac:(nEc;‘:srtgr:’) 2;15 Ukraines energy Phishing campaign, local CVE-2014-4114, Nation state
ye blackout accounts, HMI takover CVE-2014-0751
Dragonfly
: Lateral movement using

Petya 2017 Locking of health | o 4w PsExec, WMI, NSA  MS17-010 SMB Cybercriminals &
Aka-NotPetya, files and . o .

. derived EternalBlue/ vulnerability (NSA)  Nation state(s)
WannaCry(ptor) infrastructure

EternalRomance

ULl Shutdown of DISTILOEI ! Al Triconex firmware
HatMan, TRISIS program to one ESD through Nation state

Triconex ESD

MAR-17-352-01 compromised TriStation A2



FBI analysis of APT29 attacks
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Standards and frameworks

What do standards require in protecting operational technology

21/05/20128  2018ASSCTutor ial - Bruce Hunter
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Standards & frameworks

Cybersecurity standards and frameworks

e NIST
e NIST Framework for Improving Critical Infrastructure Cybersecurity - Cybersecurity Framework
e SP 800-160, Systems Security Engineering
e SP800-82 Guide to ICS security

° ISA/ISO/IEC
IEC 62443, Security for industrial automation and control systems

e |SO/IEC 27001, Information technology — Security techniques — Information security management
systems — Requirements

* |SO/IEC 27035, Information technology — Security techniques — Information security incident
management

* |SO/IEC 27036 Information technology — Security techniques Information security for supplier
relationships

e Other
e EINSA Communication network dependencies ICS/SCADA

* |CS-CERT Recommended Practice: Improving Industrial Control System Cybersecurity with Defense-
in-Depth Strategies
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Security-safety domain standards @ \“ﬁJ

Aeronautics

: ‘ ‘ IEC TR l J3061/

Cybersecurity IEC 63074 IEC 62859 EN 501592 Booﬂ 'Soﬁ
IEC 62443 H‘ e e !

\\ ...... -~ | - -= -----

a

-~

- e 4 S
| ¥ v v ¥ Sw !
'EzLRzg::gﬁg IEC 61511 H IEC 62061 H IEC 61513 H EN 50126-8 H IEC 62304 H so 26262 ||| Safety
PROCESS ~ MACHINERY  NUCLEAR RAIL MEDICAL VEHICLE —

A * [
| I - I I

H
Explains and provides guidance on the common application of IEC61508 and IEC62443 in the area
of industrial-process measurement, control and automation

IEC 61508
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ISA/IEC 62443 series

IECITS B2443-1-1

IECITR 62443-1-4

IECITR 682443-1-2 IECITS 6244313

P
Concepts and modets I..a%: gl':_"'sfa'?' of -

life-cycle
lerms G

* |IEC 62443 de facto |
IACS security 4
standard

. [ECITR 62443-2.2 IECITR 62443.2.3 IEC 62443-2-4 IECITR 62443.2.5
e Comprehensive :
n 3
V E IA E reqif::eun:?nfsl?uglr EII;J.“CS IACS protection levels Falch management n rﬂqsuﬁiﬂvnpbﬁgrnlarcs Imiplementation guidance
CO e a ge Of CS =] et Eniie ! - ) - the IACS environment sa:lrl.-:u:e A for IACS as=et owners
o~ i 2
. . o
design, operation & . TBD =~
support -
IECITR 62443-3-1 IEC 62445 -2
* Countermeasures § \ " _
; Sacunly f=chnologies Securily risk ass=ssme rfqlr::rc;mn'::ﬂ-lgtn"d
must meet 0 for IAGS and system design gy Ie\:r:is

designated security Ed 1.0

level (SL) based on R o
assessed risk _ EC t2taa-44 ¥ Changing to - Security

e 7/14 published ‘

Froduct sacurity
developrnent ife-cycle
reguirements

Technical secunty
requirements for LACS
componerts

2018-12
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.
NIST Cybersecurity Framework

7 Core
activities TR

I Protect

Protected
ICS safety
and
reliability

Respond

Establishing and Improving

1. Prioritise and . 3. Create
2. Orient .
scope current profile

4. Conduct risk 5. Create target
assessment profile

Recover

6. Determine, analyse and
prioritise gaps

7. Implement action plan

———— — — — . — — — — — — — — — — — — — — — — —

\__________________________//

NIST Framework for Improving Critical Infrastructure Cybersecurity V1.0 2014
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NIST Cybersecurity Self-Assessment

— safety aspects

* Identify safety system * Detect safety system cybersecurity

* Assets, roles, dependencies, events

functions, regulations, * Monitor for events, anomalies,

e Related risks, communication, vulnerabilities and threats
S liers, impacts
UPPTIESS, IMp * Respond to protect system safety

* Protect safety system * Align security response with safety
e Access, awareness, network response
» Configuration baseline and changes, e Ensure fail-safe as well as fail-secure
bac_kUp systems , * Recover operation
* Incident response plans, fail-safe :
strategies * To safe operating state

e Joint lessons learnt and improvement

21/05/2018 2018 ASSC Tutorial - Bruce Hunter 16



Standards & frameworks

Cybersecurity documentation elements

e Required cybersecurity documentation in standards

oocument " Guiding standard and clause | _—_Fole

Safety Manual - cybersecurity
dependencies

Security policies and procedures

Business continuity plan
Patch test result
Hardening guidelines

Network design document
Cybersecurity requirement
Product security requirements

21/05/2018

I[EC 61508-3 Annex D

IEC 62443-2-1 clause 4.3.2.6
IEC 62443-2-1 clause A.3.2.5
IEC 62443-2-3 clause 7.5

IEC 62443-2.4 clause 12.4

IEC 62443-2.4 clause SP.03.03
IEC 62443-3-2 4.7
IEC 62443-4-1 6.4

2018 ASSC Tutorial - Bruce Hunter

Equipment manufacturer or
supplier
Operator

Operator
Supplier

Equipment manufacturer of
supplier
System integrator

System designer
Product designer
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Safety and security interaction

How do safety and security differ and how do we ensure they remain compatible?

21/05/2018  2018ASSCTutor ial - Bruce Hunter
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The safety/security divergence

e Failure rate/integrity prediction

* May be calculated from component
or system reliability (wear-out) 1]

 May be claimed if rigour
requirements are met [2

Patched-in-use

Reliability

Failures/Exploits
Proven-in-use

e Exploitation rate dependant on
e Evolving threat actor capability

e Evolving vulnerabilities and
exposures 3] >
e Minimised by applying security [1]EC61508-1 Time
requirements 13 [2] IEC 61508-3, IEC TR 61508-3-1
[3] ] IEC TR 62443-3-1 IEC 62443-3-3

Security
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Safety/Cybersecurity Review and Assessment

e Converge reviews and assessment

Standard and clause Safety and security interaction

Hazard and risk analysis IEC 61508-3 clause 7.4 Ensure risk of malevolent and unauthorised actions are considered and
assigned to security detailed threat and risk assessment.

Functional safety assessment I[EC 61508-3 clause 8 Ensure safety assessment includes the adequacy of security protection of
safety functions and compatibility of security countermeasures employed.

High level security risk assessment |EC 62443-3-2 clause 4.3 Ensure identification of cybersecurity risks in PHAR
Ensure security risk context and perimeter includes safety aspects

Detailed cyber security risk IEC 62443-3-2 clause 4.6 Ensure detailed threat and risk assessment includes safety consequences
of threats and incompatible countermeasures

assessment

Security implementation review IEC 62443-4-1 clause 6.6. Ensure the security implementation adequately protects and is compatible

IEC 62443-4-1 clause 8.1 with the functional safety of the system.

Security operation review IEC 62443-2-14.4.3.2 Review continued protection of and compatibility with countermeasures
with functional safety.

Incident response review IEC 62443-2-1 clause 4.3.4.5 Review safety functions have been protected during the incident, safe

state has been maintained during disruption and functional safety has
been re-established with the system.
Operation and maintenance I[EC 62443-2-1 clause 4.1.5 and  Review that the operator of the initial or transferred system has the
el . 416 necessary resources to operate and maintain the system in a safe and
clleel ez T secure manner with all essential documentation and tools.

Overall operation and IEC 61508-3 clause 7.7 Ensure operation and maintenance planning includes cybersecurity
. . countermeasure maintenance and incident response
maintenance planning
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Safety & security compatibility

Cybersecurity countermeasure risks

* Include countermeasure risk in safety risks

Countermeasure/ Activity Risk to safety function Possible mitigations

Penetration testing
Patching incompatibility

AV false positive
PKI certificates expiry

Firewall policy changes

Password expiry policy

Intrusion Protection System

21/05/2018

Could disrupt safety system or cause
uncommanded dangerous operation
Could disrupt safety system or cause
uncommanded dangerous operation

Could stop safety functions
Could stop safety functions

Could stop safety communications

Stop operator from enacting safety-
related command

Could stop safety functions

2018 ASSC Tutorial - Bruce Hunter

Have safe and proven penetration testing
tools — isolate dangerous operation

Verify path in pre-production platform

Verify AV update in pre-production
platform

Validate and control firewall policy
especially in safety conduits
Ensure effective access control
management

Isolate IPS from critical safety zones

21



Managing safety and security risk

Bridging the risk management of safety and security
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IEC 61508 Hazard and Risk Analysis extras...

7.4.2.10 ...shall consider the following: For cybersecurity should include

* hazardous event and the components e cybersecurity events
that contribute

e consequences and likelihood of the * safety consequences from

event sequences for the events cybersecurity risks
e tolerable risk for each hazardous e security/safety risk tolerability
event aligned

* measures tak_en to reduce or remove e cybersecurity countermeasures
hazards and risks

e assumptions made during the analysis

of the risks e cybersecurity countermeasure
* rates and equipment failure rates failure/ conflict

e cybersecurity assumptions
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IEC 61511-1 Security risk assessment

8.2.4 A security risk assessment shall be carried out to identify the security vulnerabilities
of the SIS. It shall result in:

a description of the devices covered by this risk assessment (e.g., SIS, BPCS or any other
device connected to the SIS);

* a description of identified threats that could exploit vulnerabilities and result in security
events (including intentional attacks on the hardware, application programs and related
software, as well as unintended events resulting from human error);

* a description of the potential consequences resulting from the security events and the
likelihood of these events occurring;

* consideration of various phases such as design, implementation, commissioning,
operation, and maintenance;

e the determination of requirements for additional risk reduction;

. dhescLiption of, or references to information on, the measures taken to reduce or remove
the threats.
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Safety/security risk management

Safety/Security Risk Approach

e Improve risk coverage
e Broad context establishment
e Risk cooperation across domains

e Risk communication across domains
e Address cognitive bias

e Prevent risk regression

Inherent risk

In-built controls

Impact

Residual risk

é Risk reduction
 Change management review =
« Lifecycle risk review & *
e Address evolving vulnerability exposures = R
* Allow for nondeterministic likelihood Likelihood
e Rely on multiple layers of separation

21/05/2018

2018 ASSC Tutorial - Bruce Hunter

25



Safety/Security Risk — interaction

FTA, HAZOP,

Cybe rsecu rlty SafEty FMECA, RBD...

Threat & risk assessment
Security threats

Inherent risk E

Align context

. . Safety hazard analysis
Associate risks : J

and impacts Hazardous events

Random, systematic &

EUC risk

3. Harmonize
and maintain
controls

Consequence

L

Likelihood

(70)
)
—
=
§a)
®
n
>
@®
S
c
)
S
S
o)
')

Threats & vulnerabilities

Compatibility risk management

Target sevurity level(SL-T) Tolerable risk target ALARP, SFAIRP
Security countermeasures Safety-related protection "e°pt'§(;g’;g;;§; and

Og

Safety integrity level (SIL) Proven failure rate

2?03';3; Security Level (SL)
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Example [EC 61508/IEC 62443 risk alignment

(7]
8 ! H Risk (R,,) = F,, X C Risk < R, where T, = F,x C) +
% | | Consequence of the C
b 3 hazardous event i
§ 3 EUC I Safety-related protection system required to achieve| Tolerable risk
E -z Frequency of the + > risk . the necessary risk reduction - target
(S
® S hazardous event Foo o Necessary risk reduction P
> (=] < >
= =
g EUC and .. %P , .
2 S EUC control system i — _ i T
S = I Safety integrity of the safety related protection system SIL ! 23
"‘% IEC61508-5 Annex D | matched to the necessary risk reduction ! = g,,
| | n | ] - - | ] - ! ©
" n " n n u n n - . g_ g
IEC62443-3-2 Clause 4 : Security level of the cybersecurity technical countermeasures sSL.C SL-EC EE
. ' to meet tolerable risk target O ?_:’
Cybersecurity threa t ZCR-5.3 s i
(;or'lsequence and f IEC 62443-3-3 5
ZCR-5.1 impact of the security + I Compatre residua! rli(sk with .
Exploitable EUC event - Unmitigated ZCR_EJ??bE fis Tolerable risk/
vulnerability Ly, Likelihood of th > cybersecurity risk ) SL-T target
ikelihood of the .
ZCR-5.2 security event ZCR-54,5 ] .
EUC/SuC environment ZCR5.4 Residual cybersecurity rlskH ] 'T,Z?; :::n?!t
* y urity
I ZCR-5.10 |_countermeasures |
Mitigating cybersecurity Re-evaluate likelihood and ZCR-5.12
|IEC 62443-3-2 process detail countermeasures ‘ impact
ZCR-5.83 | ZCR-5.9
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Identify Safety/security risk management

Example security addition to Hazard log

 Cross link potential cause of hazard with cybersecurity threat

e Show security countermeasure status in hazard log

e Revisit security risk and countermeasures with exploit alerts or attack
surface changes

* Revisit hazard log with changes to security risk
* Include risk of security countermeasure causing safety risk

& |Froposed Safequard shall be detail spacified iy
Subaystam g Tollciming slage !
Hazard Hysham | H E— Effectial & it| Desian - Design subsivsian | speadicstiom raf
Ackivity HMezard Descripbion | Location g ) {2} Conatmaciion « Conmirocton Plan Remarks
10 |catngary :“-m-": FAHNN | Comsmmmcu 3} Tandliig & Commiasioning « TAC scifvity | Beat
sty - E - o raceed | check ! procadurs ral |
Eh' 2| E|= f £ ) D&M - Cparation | Maintonanes procedurs rof g B
N B 3 I
2183355 HEER HEE
28

21/05/2018 2018 ASSC Tutorial - Bruce Hunter



Asset and configuration management

* |f you don’t know your assets you can’t control their risk!
* |f you can’t control them, someone else will!

 Manage all physical and information assets e.g. equipment, whitelists

Asset/
Configuration

Planning

_t

Include
__safety/security
assets and
configuration

21/05/2018

Asset/

Configuration
Identification

i}

Identify
information&
| physical

safety/security
assets and
baselines

Asset/
Configuration

Control

¢

Include impact
and
— authorisation
of safety and
security

Asset/

Configuration

Status

— 1

Include

validation and

— release status

of safety and
security

Asset management

Asset/
Configuration
Audit

1

Verify
configuration
— of safety and
security
baselines

NIST SP800-160 Systems Security Engineering CM1-5

2018 ASSC Tutorial - Bruce Hunter
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Protecting safety systems

2018 ASSC Tutorial - Bruce Hunter



m Safety & security culture

Cybersecurity culture

* Like safety, system insecure unless proven otherwise
e Security policies are key to protecting the system

e Human behaviour is a key vulnerability
e Temptation is still to click on links, even when warned
» Social engineering exploitation of choice

e Human awareness is a key security asset
e Threat Landscape awareness
e Kill chain awareness and indications
* |Incident response awareness and roles

* Need to have security culture as strong as safety culture
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| Protect _
Fostering security awareness

e Cross-train domain specialist

e cybersecurity risks
* Industry specific assets, threats, vulnerabilities, exploits

 safety risks
* Impact of cyber attacks on system safety

e Address human vulnerabilities
e Social engineering, Accidental exposure
* Insider attacks — suspicious behaviour, police checks

e Educate operational staff on system specific cybersecurity
* E.g. SANS, ISACA, ACS
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m Security architecture
Security Architecture —

Industrial Control System

e As in warfare, walls and moats don’t endure

e Better to have a defence-in-depth strategy
e Level 4 — Enterprise zone — webservers and WAN

Demilitarized Zone — proxies and logs

Level 3 — Plant control zone - HMI

Level 2 — operation zone — PLC, DCS, Engineering

o
y zone

|
. |
e Level 1- Typical :
e BPCS — HMI, Eng. Workstation exploitation
* Isolated Safety zone — SIS points |\ -

Layer O — field devices — fieldbus Application Layer~ =

Read-only firewall R~ 0
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Security architecture

Network protocol security

HTTP (iiemet Application
Application Layer

s Application LAYER 7
Read v fi I —  PORUERTU ADU e pata (ADU) | (Appiication)
eaa-oniy rirewa . e il
Authentication ﬁ ‘ (Preseniszon)
. . . Fm DETUne Session [AYER 5
Firewall filtering SR | foeiae) SdiEsd
TCP Frame '4‘ (V350 Ayl Max:"*
TCP Header TER-LAYER 4
[Fort Numbers )i TP Cinta vy {Transport Layer)
20 B §
IF Frame '+ : wes) *
P Header P-LAYER 3
(IP Addresses| I Data Array (Metwork layer]
Ethemet Frame Y (20 Hytes] *
. . . - Ethemet Header Fos Ethiernet - LAYER 2
Str|Ct dEVICe address'"g [Etharmat Addresses) Eiliemet Bata Ay (Chacksum]| (Datz Link Layer)
(14 Bytes) =  Meda Access Contol (MAC) * (4 Bytes}
[ e e A T o LT L e L o e e A T R e T e L= B e L T T =i L o 1
: La¥ER 1
| & o
e T e e, o e o _____1 (PhysialLayen
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m Security architecture
Security components

e Zone - grouping of logical or physical assets based upon risk or other criteria, such
as criticality of assets, operational function, physical or logical location, required
access

* Conduit - logical grouping of communication channels that share common
security requirements connecting two or more zones

e Firewall - inter-network gateway that restricts data communication traffic to
and/or from one of the connected networks

* Proxy server — relays a protocol between client and server computer systems, by
appearing to the client to be the server and appearing to the server to be the
client

e Demilitarized Zone (DMZ) - isolation zone between a protected control network
(CN) and external users, such that all production traffic “flowing” between the CN
and those external users actually flows through a firewall to a proxy server and,
where required by functionality, again through a second firewall
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| Protect _ Access control

Access control

e User
* Physical and logical access security

e Based on least privilege
* Role/Rule-based Access Control (RBAC)

* Zone equipment
e Servers, workstations, devices

e Conduit communications
e VLAN, WiFi, VPN, protocols etc.

e Authentication
* Password policy enforcement — multifactor identification
e PKI and certificate management

* Must meet safety needs

e [EC61511-111.7.3.2 The maintenance/engineering [and operating] interface shall provide
the following functions with access security protection to each...
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m Vulnerability/threat management
Cybersecurity exploits

ICS-CERT Alerts and Advisories

: : 200
e Risks moving from IT to OT

e Expanding vulnerabilities and exploits 150
e Anticipated flood of risk to loT

100
But...

* Improved support from vendors 50
e Improved support from agencies 0

2012 B

2010 H
2013 B
2014 1
2015 B
2016 N
2017 W

e Improved standards

i
-
o
N
|

ALERT ADVISORY
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m Vulnerability/threat management
Vulnerability and threat management

e A system is as insecure as the vulnerabilities not addressed

e Monitoring for new common vulnerabilities and exposures (CVE)

e Monitor vulnerabilities and exploit authorities (CERT, ICS-CERT, MITRE)

e Ensure awareness and actioning equipment manufacture security alerts
Assess applicability, risk and urgency of security patches and updates
Managing OS and application updates
Managing malware security software patches and updates RT

 Validating patches and updates
e Patches not validated may impact reliability
e Have roll-back if patches and updates have false positives
e Baseline proven patches and updates, and roll-out to system assets
e Update deployed system asset configuration baseline

AUSTRALIA
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m Vulnerability/threat management

IEC TR 62443-2-3 security patch model

States used by the IACS asset owner

Directly used
by asset owner
t In Internal
Available | Released > P Authorized
Test Passed
A internal Patch
: tests authorized
Used in lACS N = e :
A _D!-strlbuted to| Eailed for use
asset owners kel 1
tests
L 4 Effective
Passed Test = m::.t :
In Test 3 Approved applicable Baich
- installed
Failed . - <
Ll o Not Installed
‘applicable Authorized
Not Not
Approved Applicable

States used by the IACS product supplier
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Typical vulnerability exposure:
Profibus Telnet CVE-2014-6617

e Vulnerability Details : CVE-2014-6617

Softing FG-100 PB PROFIBUS firmware version FG-x00-PB_V2.02.0.00 contains a hardcoded password for the root account, which allows remote attackers to obtain
administrative access via a TELNET session.
Publish Date : 2018-03-09 Last Update Date : 2018-03-26

e CVSS Scores & Vulnerability Types

CVSS Score: 10.0
Confidentiality Impact: Complete (There is total information disclosure, resulting in all system files being revealed.)

Integrity I.mpc?t;t: Complete (There is a total compromise of system integrity. There is a complete loss of system protection, resulting in the entire system being
compromised.

Availability Impact Complete (There is a total shutdown of the affected resource. The attacker can render the resource completely unavailable.)
Access Complexity: Low (Specialized access conditions or extenuating circumstances do not exist. Very little knowledge or skill is required to exploit. )
Authentication: Not required (Authentication is not required to exploit the vulnerability.)

Gained Access: None

Vulnerability Type(s): CWE ID 798

* Products Affected By CVE-2014-6617

# 1; Product Type — OS; Vendor - Industrial.softing; Product - Fg-100 Pb Profibus Firmware ;Version — Fg-x00-pb V2.02.0.00 ;

e Number Of Affected Versions By Product

Vendor Product Vulnerable Versions Industrial.softing Fg-100 Pb Profibus Firmware 1

e References For CVE-2014-6617

https://www.compass-security.com/fileadmin/Datein/Research/Advisories/CSNC-2014-005_softring_backdoor_account.txt

e Vulnerability Conditions

Vulnerability is valid if product versions listed below are used TOGETHER WITH(AND)
. Industrial.softing Fg-100 Pb Profibus Firmware Fg-x00-pb V2.02.0.00
¢ Industrial.softing Fg-100 Pb Profibus
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m Vulnerability/threat management

Vulnerability Patching

Changes &
Enhancements

Safety Functions

Changes &
Enhancements

Safety Functions

Security Re-validation

Security Re-validation

Must not
Compromise

Must not Must Continue to
Compromise Protect

Must Continue to
Protect Must not
Compromise

Must not
Compromise

Baseline
Baseline

Security Controls Security Controls

Patches & Patches &
Updates Updates
Zero-day window Zero-day window
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m Vulnerability/threat management

Release management

e Control release process so that only safe and secure baselines are operated
e Example platform process staging

Roll-back

Production
Platform

Test/Release
Platform

Development
Platform

Proven safe and
secure
operating
configuration

Product
baseline

Allocated
baseline

Functional
baseline

Operating
baseline

Security
patches
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Handling safety/security incidents

How to handle cyber attacks and still keep the system safe
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Detect
Incident Management — Safety aspects

Stage 1:
Reconnaissance

protect

Plan the required
(safety) response

21/05/2018

Stage 3: Delivery

Stage4: Exploitation

Kill Chain

qguarantine safety
functions

Stage 5: Installation

respond

Incident and event management

(Lockheed-Martin)

Stage 6: Command
and Control

Stage 7: Actions on

Objectives

[Cybersecurity framework }

(IEC/TR 63069 tbd)

Critical failure
response tasks

=

Safety actions
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Safety shutdown
actions

re-establish safe
operations
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Detect Respond Recover Incident and event management

Cybersecurity and safety forensics
* Interacts with Accident Investigation if harm results
e Forensics rules applies to whole process — chain of custody

Logs, credentials, Harm to people, Incident
files, configuration, and event analysis
physical events Attribution, Causal analysis

Media - Datq ————p |nformation —> Evidence NIST SP800-86
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Detect Incident and event management
Penetration testing — the safer way...

206.47.124.114
Tall Pines .Scrnml
* Used to prove effective isolation of system ol s
. . . . * Details
* Protect critical functions — misuse can be risky o
e test off-line
* isolate actuation Lastance 10 Tade
Object Mame: RTU-A
° DO not expose architectu re Vendor Name: Reliable Controls Corporatiod=) i
H . . Application Software: 1.32 Scpn Tl Profie  Help
* isolate from internet before testing RS | & a &= 5
° C|O nOt use C|Oud-based tOOIS Model Name: MACH-FroWehSys Pl S - Comomand Ward  Sivo Scan - Opsn Scan | Repart & bug Halp
. d t t t d t I Frierme Sean on scanme manng LTLET 253 1000 10 wap yumanst sarder surmnet K |__ o
O not use u.n ruste (o]0] S Terget: i -uwmumlzaunz:runar.:l:lﬂ Profie: - | Dferse Scan EI lE
¢ do NOT use intense scanning COMMANE. (MR T A0 a55Ha <A ECaI: a1 L7167 22,3 10,0510 wap pueni it Farsesyurs
e Discovery tools e an e i =
¢ beware — this may expose data used in search ::*‘Fm - @ i
¢ SHODAN HQ - searching for exposed equipment by name, port or function b arnoy 2z Akered potst 0 :
< 1lodnlo ad pofs:
* Google dorks — beware — this will expose data used in search R ::m:_pm: :
¢ NMAP-ZENMAP — mapping of network architecture — can be used off-line B sandonutiaat 1 Uptime 03058 |
Lest boot Bk Ot 27 10;38:07 2007
* Traffic monitoring tools Tibthesas
e Wireshark il
e tcpdump = Hostnsss
Hame - Type:  sranmenmapery - FTR
T Operalbeyg Systass =
Hpme: e 26201 [Fdern Tore 51
Trend Micro “The SCADA That Didn’t Cry Wolf” *Kyle Coffey et al 2018 _ b Parts udag i
M |2
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Summary

e Safety systems are now a prime target for cyber attack

e Air-gapping or security-by-obscurity is no longer a certain protection
e Safety and security practitioners must cooperate to be effective

e Take a broad and coordinated approach to risk assessment

e Ensure cybersecurity countermeasures and safety are compatible

e Ensure robust safety plan for cybersecurity incident response

e Allow for cybersecurity forensics in accident investigation

* An insecure system is an unsafe system!
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Questions
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References - literature

* N. Mansourov, D. Campara. “System Assurance: Beyond Detecting
Vulnerabilities”. ISBN: 9780123814142

e Anderson, J 2018 -The wall is the wall: why fortresses fail”
warontherocks.com

e |CS-CERT Recommended Practice: Improving Industrial Control System
Cybersecurity with Defense-in-Depth Strategies

e https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-

chain.html
e Trend Micro - Who's Really Attacking Your ICS Equipment?

e [SACA 2017, “Exposing the Fallacies of Security by Obscurity - Full
Disclosure”
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References — Case studies

e Ralph Langner’s Deep Dive on Stuxnet
https://www.youtube.com/watch?v=zBimm48zwQU

e |CS-CERT (ICS-ALERT-14-281-01E) — “Ongoing Sophisticated Malware Campaign
Compromising ICS”

. Erenvcs/ I\I/Ifi’gro “Who’s Really Attacking Your ICS Equipment?” and “The SCADA That Didn’t
ry Wo

e US-CERT Alert (TA17-181A) — “Petya Ransomware”

e US-CERT Alert (TA18-074A) “Russian Government Cyber Activity Targeting Energy and
Other Critical Infrastructure Sectors”

e Dragos Inc.,TRISIS Malware - Analysis of Safety System Targeted Malware

e T. Mahler and e. al, “Know Your Enemy: Characteristics of Cyber-Attacks on Medical
Imaging Devices,” 2018

e Kyle Coffey et al., “Vulnerability Analysis of Network Scanning on SCADA Systems”, 2018
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References — threat/vulnerability libraries

* |CS-CERT The Industrial Control Systems Cyber Emergency Response
Team - https://ics-cert.us-cert.gov/ - alerts, advisories & guidance

e Common vulnerabilities and exposures (CVE) - https://cve.mitre.org/

e CVE details - https://www.cvedetails.com/

e The register — security news and views -
http://www.theregister.co.uk/security/

e The Risk Digest — forum for safety and security risks -
http://catless.ncl.ac.uk/Risks/
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References — useful training providers

* ISACA

e CSX Cybersecurity Fundamentals certificate (on-line training available)
e Certified Information Security Manager (CISM)

e CSX Practitioner certificate (on-line training available)

e CSX Virtual Cyber Academy including security labs

* ACS

e Certified Professional (Cyber Security) and Certified Technologist (Cyber
Security) certifications

* SANS

* SANS Engineer Security Awareness training
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References - standards

e |EC 61508: 2010, “Functional safety of electrical/ electronic/ programmable
electronic safety-related”

e |[EC 62443, “Security for industrial automation and control systems”

e Proposed IEC/TR 63069 Ed. 1.0 “Framework for functional safety and
security”

e [EC 61511: 2016 Functional safety — Safety instrumented systems for the
process industry sector

e AS 7770:2018 Draft, “Rail Cyber Security,” RISSB, 2018

e NIST, “Framework for Improving Critical Infrastructure Cybersecurity”
(Cybersecurity Framework) 2014

* NIST SP 800-160, “Systems Security Engineering”
* NIST SP800-82, “Guide to ICS security”



Preview of IEC 62443 standards

The following pages summarise key safety related aspects of the |[EC 62333 series.
IEC 62443 is available for purchase from IEC webstore https://webstore.iec.ch/
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I[EC 62443 requirement ontology 4asts

IEC 62443-2-1
new

IEC 62443-4-1

i

IACS Component

supplier security Security level
(SL)

8 practices :
IACS Asset owner Foundational

maturity 4 Types EC 6244332 requirements
(app, net, host, embed) derives (FR)

related

52 CR’s

|IEC 62443-3-3
value '

Component

IACS h . System
IEC 62443-2-4 ave requirements derives !
7 Components (CR) requirements
defines maintain relates

(SR)
include
IEC 62443-4-2 I

Requirement
enhancements

IACS Service
provider security

Risk and system
design

(RE)

enhance — Gy - ===—=—" 17 ZCR’s 12 DRAR'’s

Adapted from IEC 62443-4-2 Figure 2
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IEC 62443-3-2 Risk assessment 1

|EC 61508-1 H&RA 7.4

and FSA clause 8

Initial h i Updated system architecture diagrams|
nitial system architecture diagrams| |ZCR 1 Identify the System| _ _ _ _ _ _ and inventory with IACS external
and inventory Under Consideration (SUC) 77T services & support identified

N IS I S . . . .

Existing PHAs, functional safety and
other relevant risk assessments,

v

intelligence and corporate risk matrix

ZCR 2 - Perform a high-
level security risk
assessment

.

> Initial evaluation of risk
e

|EC 62443-2-1 CSMS

v

supplier guidelines, criticality  |_ _ _ ,| ZCR3 - Partitonthe SUC | _ _ _ _ Initial or feViS;gnggfr‘r? and conduit

assessments, data flows, functional into zones and conduits
specifications, etc. T —

Standards and best practices, policies,

ZCR 3.2 - Separate
business and control systemf---------------1
assets

ZCR 4 - High-level
risk exceeds
tolerable risk?

ZCR 3.3 — Separate safety
related assets
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Safety/security risk management

IEC 62443-3-2 Risk Assessment 2

?zcm

Historical data and other
information sources

/

// _________

ZCR 5.1 Identify threats

v

Vulnerability assessments,
prior audits, vulnerability
databases, efc.

/ ......... :

ZCR 5.2 Identify
vulnerabilities

v

Threats, vulnerabilities,
existing PHA, other risk
assessments

/ ......... :

ZCR 5.3 Determine
consequences and impacts

v

Lists of threats and
vulnerabilities

/
/
/

ZCR 5.4 Determine
unmitigated likelihood

Likelihood, impact,
corporate risk matrix
J

Corporate risk matrix

with tolerable risk
J

21/05/2018

v

ZCR 5.5 Determine
unmitigated cybersecurity
risk

v

ZCR 5.3 Determine security
level target (SL-T)

List of threats
J

List of vulnerabilities
J

Assessment of impact
J

Assessment of
likelihood

J

Assessment of
unmitigated
cybersecurity risk

IEC 61508-1 7.4

Hazard and risk
analysis

Security level target

J
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IEC 62443-3-2 Risk assessment 3

IEC 62443-2-3 capability
security levels (SL-C)

|IEC 61508-1 7.12
Other risk reduction

ZCR5.7 - No
Unmitigated risk
exceeds tolerable

risk??

ZCR 5.1 -Are all
residual risks at or
below tolerable risk?

No measures —
specification and

realisation

IEC 62443-2-3 capability ZCR 5.8 - Identify and _ ZCR 5.12 - Identify
security levels (SL-C) [ == evaluate existing | — — | Listofcountermeasures L additional cybersecurity [« ----
- countermeasures L I countermeasures
|
I

t{Updated] List of ZCR 5.9 — Re-evaluate Updated likelihood and impact | |

countermeasure likelinood and impact | | assessment B IEC 62443-2-1 CSMS
-2-
*

v

|
. . . 1
Up dated |'k9|t'h°_°i7 'mi’?Ct andl ] zcR 5.10-Determine | _ _ _,| Residual cybersecurity risk ZCR 5.13 - Document Detailed risk assessment report
corporate risk matrix residual risk and communicate results /~
é ZCR 6.1
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IEC 62443-3-2 Risk assessment 4

ZCR5.13
Company policies, regulations, ZCR6 - Document Cybersecurity requirements
tolerable risk guidelines, etc. [~ = ~ — | cybersecurity requirements, |- — = - specification (CRS) =
assumptions and constraints
ZCR 7 - Asset Owner
Approval

IEC 61508-3 D.24

Safety manual contents
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|[EC 61508-1EC62443 risk interaction

IEC 62443-3-3 foundational requirements

Foundational requirement Purpose and description

FR 1 — Identification and
authentication control (IAC)

FR 2 — Use control (UC)

FR 3 — System integrity (SI)

FR 4 — Data confidentiality (DC)

FR 5 — Restricted data flow (RDF)

FR 6 — Timely response to events
(TRE)

FR 7 — Resource availability (RA)

21/05/2018

10

11

Identify and authenticate all users (humans, software processes and devices)
before allowing them to access to the control system.

Enforce the assigned privileges of an authenticated user (human, software
process or device) to perform the requested action on the IACS and monitor
the use of these privileges

Ensure the integrity of the IACS to prevent unauthorized manipulation

Ensure the confidentiality of information on communication channels and in
data repositories to prevent unauthorized disclosure

Segment the control system via zones and conduits to limit the unnecessary
flow of data

Respond to security violations by notifying the proper authority, reporting
needed evidence of the violation and taking timely corrective action when
incidents are discovered

Ensure the availability of the control system against the degradation or denial
of essential services
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|[EC 61508-1EC62443 risk interaction

IEC 62443-4-1 development practices

Foundational requirement Clause | Purpose

Practice 1 — Security
management

Practice 2 — Specification of
security requirements)

Practice 3 — Secure by design

Practice 4 — Secure
implementation

Practice 5 — Security verification
and validation testing

Practice 6 — Security defect
management

Practice 7 — Security update
management

Practice 8 — Security guidelines
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10

11

12

ensure that the security-related activities are adequately planned, documented
and executed throughout the product’s life-cycle

document the security capabilities that are required for a product along with the
expected product security context

ensure that the product is secure by design including defence in depth

ensure that the product features are implemented securely

ensure that all of the security requirements have been met for the product and
maintained.

handling security-related issues of a product that has been configured to employ
its defence in depth strategy

ensure security updates associated with the product are tested for regressions
and made available to product users in a timely manner

provide documentation that describes how to integrate, configure, and maintain

the defence in depth strategy of the product
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