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Computer Glitch Grounds 
Flights in Southern California 
On Wednesday April 30, 2014 between 1413hrs and 
1530hrs, all flights at Los Angeles International Airport 
(LAX) were grounded. Flights were also grounded at 
Bob Hope Airport in Burbank, John Wayne Airport in 
Santa Ana, Long Beach Airport and Ontario 
International Airport. 
According to a local news report, FAA issued a “ground 
stop” order because of technical problems at a regional 
air traffic control facility. 
According to media reports citing the FAA, the FAA’s 
Los Angeles Center air traffic control facility 
experienced technical issues and stopped accepting 
additional flights into the airspace managed by the 
facility for about an hour. 
According to NBC, at LAX alone, there were 27 
cancellations of arriving flight, 212 arrival delays, 27 
diversions to other airports, 23 departure cancellations, 
and 216 delayed departures. 
Since that incident it has emerged that the failure 
happened because electronic data from a single 
plane's flight plan, a flight plan for a military U-2 spy 
plane in fact, confused the system's software. 

 
According to an Associated Press article, an FAA 
spokesperson conceded that the incident related to an 
individual flight plan and the way it was coded. There 
was no confirmation that it was the U-2 flight plan. 
Since the incident, the FAA has been analysing what 
went wrong with its ERAM (En Route Automation 
Modernization) system. ERAM allows air traffic 
controllers at several dozen "en route centres" around 
the country to identify and direct planes at high 
altitudes. The Los Angeles en route centre is located at 
the Palmdale Regional Airport, about 40 miles north of 
Los Angeles. It controls high altitude air traffic over 
southern and central California, southern Nevada, 
south-western Utah and western Arizona — except 
airspace designated for military use. 
According to Reuters (NEW YORK), opinion from 
insiders was that the incident was caused by a 
common design problem in the U.S. air traffic control 
system which made it possible for the flight data for the 

U-2 spy plane to spark the computer glitch that recently 
grounded and delayed hundreds of Los Angeles area 
flights. 
The Reuter’s article went on to say that the $2.4 billion 
[ERAM] system made by Lockheed Martin Corp, 
cycled off and on trying to fix the error, triggered by a 
lack of altitude information in the U-2′s flight plan. 
According to an NBC article, ERAM is intended to keep 
commercial airliners and other aircraft from colliding 
with each other. The flight plan did not contain an 
altitude for the flight, and even though the U-2 was 
flying at 60,000 feet, ERAM was attempting to keep it 
from colliding with all other planes even though they 
were actually miles beneath it. 
Hopefully the FAA will eventually analyse the incident 
and publish a report so that learnings may be made 
from this incident. 

 
4th Australian System Safety 
Conference a success! 
See Page 3. 

 

Society for Risk Analysis – 
Australia and New Zealand 

(SRA-ANZ) 7th Annual 
Conference 

Palmerston North 
New Zealand 

26 to 27 August 2014 

For more information about the conference please 
visit: http://sraanz.org.nz/Home/ 

 

Annual General Meeting Notice 
When? 11.30am Wednesday September 03, 2014 

Where? Software Improvements, National Press Club 
Building, Unit 20, 16 National Circuit, Barton ACT 2600. 

Members who expect to attend are requested to pre-register 
via e-mail to George Nikandros. 

 
 

https://email.qr.com.au/owa/?ae=Item&a=Open&t=REPORT.IPM.Note.NDR&id=RgAAAADEqpnioFTTEYfxAgDwlgBRBwAxJqYIWebSEYfWAADBEEwdAAAA6kh0AADXgskaKaAgQpqD%2fSLwKffeAJB%2faoSbAAAX
http://www.nbcnews.com/#/news/investigations/spy-plane-fries-air-traffic-control-computers-shuts-down-lax-n95886
http://muscatinejournal.com/news/national/u--was-in-area-during-faa-computer-problem/article_5884a1d2-7809-5972-953d-104873047f46.html
http://www.nbcnews.com/#/news/investigations/spy-plane-fries-air-traffic-control-computers-shuts-down-lax-n95886
http://sraanz.org.nz/Home/
mailto:george_nikandros@acslink.net.au
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From the Chair 
The year 2014 seemed to start just as slowly as 2013.  
However, just as in 2013 things soon started to speed up, and 
by mid-April there was an atmosphere of confidence – but 
there still weren’t all that many registrants for ASSC 2014.  
The ASSC program committee became very concerned, but 
by the beginning of May much of the stress had dispersed and 
ASSC 2014 began to smell of success.  Phew!  By mid-May it 
was clear that everything had come together well with around 
60 registrations for the conference and around 40 for the 
tutorials.  The keynote speakers comprising Nancy Leveson, 
Dines Bjorner, Colin O’Halloran and Peter Lindsay, certainly 
did their part in providing a significant spread of views and 
ideas surrounding the conference topic Software Safety: New 
Challenges and Solutions.  All direct and indirect feedback 
indicates yet another successful joint conference. 

My introduction reminds me that I need to apologise to all the 
other speakers at ASSC 2014 for not having thanked them 
appropriately during the conference wind-up – which was 
rather clipped.  Obviously, all speakers at ASSC 2014 
contributed to the software safety body of knowledge (SSBoK) 
to various extents.  Their ideas and experiences were no less 
interesting for not being keynote speakers.  So, thank you all 
for your efforts, many of which, no doubt, involved family and 
employer support and associated sacrifices.  A special thank 
you must go to Peter Okech who, under difficult 
circumstances, managed to make his way to Melbourne all the 
way from Kenya to deliver his paper/talk. 

Further special thanks go to Christine Cornish and Tom Beer.  
Chris, who was recently elected Director Computer Systems & 
Software Engineering Board of the Australian Computer 
Society, gave an inspiring discourse on why managerial and 
technical professionalism, and ethics, together with well-
defined skill sets are essential to creating true ICT 
professionals.  Tom, in his role as President of the ANZ 
Chapter of the Society of Risk Analysis (SRA) presented a 
great rundown on what the SRA is all about, and highlighted 
some of the synergies with aSCSa and the Australian Chapter 
of the SSS.  Sadly, Tom will not only be stepping down as 
president of the SRA this year, but also leaving his position 
within the CSIRO as an eminent Environmental and Climate 
Research Scientist (and joint Nobel peace prize winner).  

Please see more about ASSC 2014 elsewhere in this edition 
of the newsletter. 

What else has occurred lately concerning aSCSa activities?  
Please read on. 

For the tenth year in a row, the joint aSCSa, Australian 
National University (ANU) and University of York (UoY) 
masters course on “Systems Safety Management” was 
conducted at ANU in April.  A total of 30 students attended the 
course - 25 masters students enrolled at ANU and 5 industry 
participants from various organisations/companies around 
Australia.  David Pumfrey and Dr Andrew Rae (both from UoY) 
again delivered the lecture component of the course, and 
Lenny Bruce and myself helped conduct the tutorial 
component.   

Some changes are to occur in regard to the frequency of 
running this excellent course in the future.  The aSCSa 
committee had intended an annual frequency – and indeed 
that has occurred for the last 10 years.  However, 
circumstances for the ANU have changed to the extent that 
the course is viable only every second year.  So, ANU intent at 
this point in time is to run the course every even year, starting 
this year.  So the next time the course will be offered as part of 
the Masters of Computing program, and therefore to industry, 
is in 2016. 

As to whether aSCSa (alone) will take on running the course 
every odd year is yet to be discussed by the aSCSa 
committee.  Currently it appears that the easiest option is to 
fall in line with the ANU and also offer the course to industry 

people every even year.  However, an opportunity now 
presents itself for aSCSa to consider offering a somewhat 
different course on systems/software safety engineering every 
other year, using local experts.  I intend for the result of these 
considerations be published in the next aSCSa newsletter in 
December. 

As many readers of this newsletter know I’ve been Chair of 
aSCSa for the last 5 years.  Some may not know that I’ve 
been on the aSCSa committee for the last 12 years.  However 
there are longer standing committee members, including 
George Nikandros (immediate past chairman, who very 
capably chaired aSCSa for around 8 years), as well as Kevin 
Anderson, Chris Edwards and Tony Cant who’ve occupied 
committee positions for well more than a decade.  Fortunately 
there have been one or two keen young people (Tariq 
Mahmood and Anthony Acfield) and a few middle-aged guys 
(Bret Martin, Derek Reinhardt and Luke Wildman) and an old 
sailor (Alan Coxson) who’ve joined the committee more 
recently (i.e., 4-6 years ago) and thus provided new blood and 
energy to the organization.  This relatively slow evolution of 
the aSCSa committee is good from my perspective, but the 
evolution needs to continue.  For myself, I would like to step 
down as chair anytime from now.  I believe I am past my ‘use 
by’ date, especially as this year I am of a significant age (and 
noticing how frequently I forget things and lose my train of 
thought).  That doesn’t mean that I wish to retire from the 
committee.  It’s the collegiate nature of the people on the 
committee that keeps us all involved and ever ready to 
participate in the continuing (albeit not super-galactic) 
successes we achieve each year.   

So, continuing the theme of the last paragraph, I invite all 
aSCSa members to seriously consider being part of the 
ongoing success that is aSCSa and to participate in the annual 
general meeting (AGM) by (at least) nominating to be 
members of the committee, including the position of Chair.   
The AGM will be held in conjunction with the next (regular) 
aSCSa Committee meeting.  Date, time and location for the 
AGM can be found later in this newsletter. Nominations from 
financial members are welcomed. 

Dr Clive Boughton 
Chairman aSCSa 
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ASSC 2014 Conference Dinner 

 

Association Matters 
National Committee 
Clive Boughton Chairman (ACT) 

Kevin Anderson Secretary (VIC) 

Chris Edwards Treasurer (ACT) 

Tony Cant Conference Program Chair (SA) 

George Nikandros (QLD) 

Anthony Acfield (ACT) 

BJ Martin (ACT) 

Tariq Mahmood (VIC) 

Derek Reinhardt (VIC) 

Luke Wildman (QLD) 

Web Site www.safety-club.org.au 

The term of the current committee expires 30 June 
2014. Nominations are now open. The Chairman and 
committee members will be confirmed and the Annual 
General Meeting, on September 03, 2014 (see notice 
on Page 1). 

Research Award 
 

In the December 2006 
Newsletter, the aSCSa 
announced the establishment of 
student research award. The 
rules governing the award and 
associated forms are available 
from the aSCSa website. 

The purpose of this annual award 
is to encourage Australian 
research in the science of 

software/system engineering or the application of that 
science for safety and/or mission critical software-
intensive systems. At $5000, it is a substantial award. 

The nominated closing date requirement has now been 
removed; nominations can now be made any time. 

Bulletin Boards etc 
ACM Risk Forum on Risks to the Public in Computers 
and Related Systems – http://catless.ncl.ac.uk/Risks. 

Safety-Critical Mailing List Forum hosted by the 
University of York. Need to join using the form located 
at www.cs.york.ac.uk/hise/text/sclist/form.php for 
access. 

For more information about the Society for Risk 
Analysis please visit: 
 http://www.acera.unimelb.edu.au/sra/ 
 

 
4th Australian System Safety 
Conference a success! 
The fourth two-day Australian System Safety 
Conference held in May 2014 continued the success of 
the three previous conferences. The conference hosted 
by the aSCSa and the Australian Chapter of the System 
Safety Society attracted an attendance of 70 and 
included representatives from the USA, UK, Denmark, 
Kenya and Turkey. 

 

 

The theme of the conference was Software Safety: 
New Challenges & Solutions. 

There was representation from a broad cross section of 
the safety-related industry; procurers, developers, 
safety assurance, government, academia, and private 
industry, associated with the defence, aerospace, civil 
aviation, and rail road transport. Conference sponsors 
were: 

• RGB Assurance 
• Nova Systems 
• Defence Materiel Organisation 
• AdaCore 
• Australian Computer Society (ACS) 

Feedback from the delegates indicated that the 
conference achieved its aims to share research, 

http://www.safety-club.org.au/
http://www.safety-club.org.au/content/view/14/17/
http://catless.ncl.ac.uk/Risks
http://www.cs.york.ac.uk/hise/text/sclist/form.php
http://www.acera.unimelb.edu.au/sra/
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government and industry knowledge and practice in the 
field of systems and software safety. 

As had been the norm for conferences since 2002, this 
conference was supported by several keynote speakers 
from USA, UK and Australia. 

The conference was also supported by three pre-
conference tutorials: 

• Challenges in certifying autonomous systems for aircraft 
software - Dr Colin O’Halloran, D-Risq Ltd, UK (hosted 
by Evans & Peck) 

• From Domains to Requirements - Prof. Dines Bjorner, 
Technical University of Denmark, Denmark 

• STPA: A New More Powerful Hazard Analysis 
Technique” – Prof. Nancy Leveson, Massachusetts 
Institute of Technology, USA 

 
The tutorials were well attended with a total of 40 
attendees at each. 

The conference papers will be published under the 
CRPIT banner Volume 156 in due course. Conference 
delegates will be provided with a link to access pre-
publication versions and the presentation slides. The 
conference papers for the 2013 conference have been 
published as Volume 151 under CRPIT. 
 

Professional Development 
Systems and Software Safety1 

 
For the tenth consecutive year, the aSCSa and the 
ANU facilitated the University of York’s High Integrity 
Systems unit’s 5 day intensive course on systems and 
software safety. The course is an elective within the 
ANU Master of Engineering and Master of Computing 
program and industry participants are encouraged to 
attend through advertising by aSCSa. 

This year there were 30 participants. There were 25 
MSE students (32 in 2013) and 5 industry participants 
(10 in 2013). Over the ten years 353 people have 
undertaken the course. 

Whilst overall participation continues to trend upwards, 
industry participation remains relatively low; a trend that 
began in 2009. 

Although there is student demand the relatively low 
number of industry participants has contributed to the 
decision by the ANU offering the course only every 
second year (see From the Chair). So, the ANU intent 
is to run the course every even year, starting this year.  
So the next time the course will be offered as part of the 
Masters of Computing program, and therefore to 
industry, is in 2016. The aSCSa Committee has yet to 
decide if it will host the course the other years. 

                                                      
1 ANU College of Engineering and Computer Science, Course 
COMP8180 

Course Participation
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System Safety Engineering Courses 

Engineering Education Australia (EEA), on behalf of Engineers 
Australia in partnership with AMOG Consulting, offer a System 
Safety Engineering. This five day intensive master class 
delivers the critical aspects of system safety engineering and 
management. The key delivery areas of system safety 
engineering, development and maintenance of the safety 
case, hazard identification/analysis and risk reduction, and 
software safety management, are brought to life by detailed 
case studies, practical trouble shooting and real life worked 
examples. 

Next Management Master Class course 
08 to 12 September 2014 in Sydney 

Next Application Master Class course 
25 to 29 August 2014 in Canberra 

For details and future course dates see AMOG 
Consulting or EEA website 

 

High Speed Rail Accident – 
Spain 2013 – Official Report 
Source: - IRJ (June 05, 2014) 

SPAIN's Transport Ministry in June 2014 published the 
final investigation report into the Santiago de 
Compostela accident on July 24 2013, when a train 
derailed while travelling at 180km/h on an 80km/h curve 
killing 79 people (see article published in the December 
2013, aSCSa newsletter). 

The 266-Page Official Investigation Report (in Spanish) 
points to the driver as the cause of the derailment. The 
driver's lack of attention, caused by a telephone call 
answered seconds before the derailment, has been 
determined as the only contributing cause of the 
accident. 

 

http://crpit.com/
http://crpit.com/Vol151.html
http://www.anu.edu.au/
http://cs.anu.edu.au/student/comp8180/
http://cs.anu.edu.au/student/comp8180/
http://www.amogconsulting.com/amog/index.php/training/system-safety-engineering-course
http://www.amogconsulting.com/amog/index.php/training/system-safety-engineering-course
http://www.eeaust.com.au/eea/page/60
http://www.railjournal.com/index.php/europe/driver-error-only-cause-of-santiago-accident-says-report.html
http://www.safety-club.org.au/images/stories/pdf/news_dec13_1v1.pdf
http://www.safety-club.org.au/images/stories/pdf/news_dec13_1v1.pdf
http://www.railjournal.com/index.php/europe/driver-error-only-cause-of-santiago-accident-says-report.html
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Accident Site – Official Accident Report 

 

 
The report, according to IRJ, makes no mention of the 
lack of working on-board ETCS equipment as a 
contributory cause. Had it not been disconnected in 
June 2012 due to compatibility problems, the on-board 
ECTS equipment would have triggered an alert when 
the train was passing the final ETCS balise (a 
transponder mounted between the rails) on the high-
speed line, located 4km from the crash site, obliging the 
driver to acknowledge the train position, and triggering 
an emergency brake application if he had failed to do 
so. 

 

Drone Attack 
On November 16, 2013 the US Navy guided missile 
cruiser, USS Chancellorsville was struck by an errant 
target drone, a Northrop Grumman BQM-74, during a 
qualification test of the Navy’s Aegis combat system 
weapons system off Point Mugu. 

 
Ticonderoga-class guided-missile  

cruiser USS Chancellorsville 

The drone, which came from a training and testing 
facility at Point Mugu (California USA), flew out to do 
exercises with the ship. It was remotely controlled from 
Point Mugu. 

 
Location – Point Mugu 



 

aSCSa Newsletter – Jun 2014  6 

 
BQM-74E drone launches 

The training drone punched a hole through the ship's 
thin skin and penetrated deep into the heart of the 
vessel resulting in minor burns to two crew members 
and causing sufficient damage which was estimated to 
take six months to repair and cost around $30 million 
dollars. The ship’s portside computer room was heavily 
damaged by the impact. 

 

 
Image USS Chancellorsville (CG-62) following a 

collision with a BGM-74 target drone 

 

In an article published June 29, 2014 by the San Diego 
Military News, the drone crash was caused by a 
malfunctioning control system and human error. From 
the US Navy report, the target control team at Point 
Mugu launched the drone directly at the USS 
Chancellorsville to test its ability to defend its crew 
against enemy missiles. The launch team then ordered 
the drone to turn away from the ship – a command the 
system ignored. 

As the drone continued on its course, personnel on 
board failed to issue a “rogue drone” alert and ignored a 
recommendation by the ship’s weapons system to fire 
on the approaching aircraft; hence why the two Phalanx 
Close in Weapon Systems had not been activated. 

According to the Navy Report, the launch team knew 
that the drone control system had failed or had 
performed incorrectly several times that day, yet they 
decided to forge ahead with the launch and did not let 
those on the USS Chancellorsville know about the 
problems. 

 

Record Fines for GM 
On Friday May 16, 2014, the U.S. Department of 
Transportation's National Highway Traffic Safety 
Administration (NHTSA) announced that General 
Motors (GM) has agreed to pay a record $35 million 
civil penalty and to take part in unprecedented oversight 

requirements. This resulted from findings from 
NHTSA's investigation regarding the Chevrolet Cobalt 
and the automaker's failure to report a safety defect in 
the vehicle to the federal government in a timely 
manner. The defect resulted in the non-deployment of 
airbags in certain Chevrolet Cobalt and other GM 
models. This action represents the single highest civil 
penalty amount ever paid as a result of a NHTSA 
investigation of violations stemming from a recall. 

GM was ordered to make significant and wide-ranging 
internal changes to its review of safety-related issues in 
the United States, and to improve its ability to take into 
account the possible consequences of potential safety-
related defects. 

History 

Whilst the Chevrolet Cobalt was the focus of the 
NHTSA’s investigation, the problem surfaced in the 
Saturn Ion in 2003, which debuted two years before the 
Chevy Cobalt, the model most associated with the 
current recall of 2.6 million vehicles. The Saturn Ion 
was the first car with the defective ignition switch linked 
to at least 13 deaths due to the disabling of the airbags 
when the engines suddenly turned off. 

The Ion ignition switch was jointly development by GM 
and Delphi, a former GM subsidiary that became a 
separate company in 1999. The relationship was 
complex from the start. The U.S. Securities and 
Exchange Commission in 2004 began investigating the 
automaker's accounting practices in the early 2000s, 
including how GM had handled some transactions with 
Delphi. Relations between the carmaker and its supplier 
were often strained by issues involving money. Both 
companies were struggling with high labour and 
material costs and eventually declared bankruptcy later 
in the decade. In the early 2000s, cost reduction was a 
mantra at both companies.  

Delphi alerted GM that the switch did not meet the 
automaker's standards by early 2002, yet the Ion 
development program rolled on. Delphi informed GM 
that the switch did not meet the requirements for 
torque, the rotational force needed to keep the switch in 
the "run" position. But GM signed off on use of the 
switch in February, 2002. 

The first Saturn Ion rolled off the production line six 
months later. Problems cropped up almost immediately 
with the Ion's ignition switch. GM sent a service bulletin 
to Saturn dealers in December 2002, when the Ion had 
been on the road for just four months, telling 
technicians how to replace the ignition lock cylinder. 

Another service bulletin in June 2004 addressed issues 
with engines failing to start. A third bulletin in March 
2005 advised technicians about "inadvertent turning" off 
of the switch, which caused engine stalling. 

GM already had updated the switch for the launch of 
the Ion's sibling, the Cobalt, and recommended to 
Saturn dealers that it replace older ignition switches 
with the newer one. Even then, owners complained 
about keys accidentally switching off the ignition and 
engines stalling. Crash fatalities mounted. 

The first Ion crash fatality occurred in December 2003, 
according to GM and NHTSA records. 

A brand-new ignition switch was considered, then 
rejected in September 2005 by GM because the new 

http://www.nbcsandiego.com/news/local/Human-Error-Contributed-to-Drone-Crash-Into-Navy-Ship-265062361.html
http://www.nhtsa.gov/
http://www.nhtsa.gov/About+NHTSA/Press+Releases/2014/DOT-Announces-Record-Fines,-Unprecedented-Oversight-Requirements-in-GM-Investigation
http://www.reuters.com/article/2014/04/11/us-gm-recall-saturn-insight-idUSBREA3A1KJ20140411
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switch would have required $400,000 in new tooling 
and added 90 cents to the cost of each car. 

Missed signals 

Neither GM nor federal regulators told the public until 
early this year about the faulty switch, although there 
were plenty of warning signals over the past decade. 

Saturn Ion drivers in complaints to the National 
Highway Traffic Safety Administration described putting 
their lives at risk when engines inexplicably stalled. 
There were more than 550 complaints for the 2003 Ion 
alone. 

Despite this the NHTSA repeatedly stated that it did not 
have enough evidence to show a defect trend. 

In late February 2014, GM recalled its entire five-year 
production run of Saturn Ions and said it will replace the 
faulty ignition switches with a newly manufactured 
version. 

The problem 

The problem occurred when drivers would turn the key 
from the "off" position, through the "accessory" position 
to the "on" position. However, the switch's detent 
plunger and spring inside allowed the ignition switch to 
turn back to the "accessory" position when the key was 
either bumped or there was too much weight hanging 
from the key's head. 

 

GM's recall involves a small part, 
called a detent plunger 

According to the on-line Wall Street Journal, General 
Motors Co acknowledged on March 12, 2014 that it 
knew of the faulty ignition switches dating back as early 
as 2001 – three years earlier than previously reported. 

 

 

 

 
From GM website 

 

 

We thank our 2014 System Safety Conference Sponsors 
 

 

 
   

 

http://online.wsj.com/news/articles/SB10001424052702304914904579435171004763740
http://www.gmignitionupdate.com/faq.html#L2
http://www.rgbassurance.com.au/
http://www.novasystems.com/
http://www.adacore.com/
http://www.defence.gov.au/dmo/
http://www.acs.org.au/
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