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From the Chair 
Since the last newsletter the aSCSa Committee has 
been very much preoccupied hosting the 2006 
Conference and identifying new activities for 2007 and 
beyond. 

From a content perspective, the 2006 Conference held 
in August in Melbourne was a success. The attendance 
of 45 was typical of recent years although somewhat 
disappointing as Melbourne was considered to be a 
popular venue given the support base for the aSCSa. 
More details can be found on Page 3. 

This newsletter includes items on activities currently 
being undertaken by the aSCSa. These activities 
include competency certification for those associated 
with safety-related systems containing software; 
publication of guidance notes; the 2007 ANU-HISE 
course; and 2007 Workshop. 

Seasons greetings to all and I wish everyone a healthy 
and safe 2007. 

George Nikandros 
National Chairman 

 

Association Matters 
Annual General Meeting 
The 2006/07 Annual General Meeting was held on 
Thursday, 31 August 2006 in conjunction with the 2006 
Conference at the Eden on the Park Hotel, Melbourne. 

The meeting was attended by 26 members and 
unanimously accepted the proposed amendment to the 
association’s mission statement. The mission statement 
is now: 

Raise the awareness of the engineering and 
wider community of the safety issues 
specific to software-intensive systems and 
to provide leadership and guidance. 

At the meeting the 2005/06 committee was re-elected.  

The next AGM will be held in Adelaide on 31 August 
2007 in conjunction with the 12th Australian Conference 
on Safety-Related Systems. 

Continues Page 2 

This is a newsletter of the Australian Safety Critical Systems 
Association. The opinions expressed within are not necessarily 
those of the Association or of the Editor.  Copyright for material 
included in this Newsletter remains with the Association and 
authors unless otherwise indicated. 

 

ANU-HISE (University of York) Course 

Introduction to System Safety 
Engineering and Management 

Day 1 • Introduction and Safety Concepts 
• Development for Safety 
• Preliminary Hazard Identification & Case 

Study 
• Modelling Event Sequences 
• Case Study: Chemical Containment 

Fault Tree 
• Risk Assessment 

Day 2 • Functional Hazard Assessment 
• Case Study: ARP4761 WBS FHA 
• HAZOP 
• Case Study: Process Plant HAZOP 
• Systematic failure 
• Safety Integrity levels 

Day 3 • Safety Analysis techniques 1 
• Case Study:  AGV Fault Tree and FMEA 
• Safety Cases 1 
• Case Study: Safety Case Construction 
• Safety Cases 2 

Day 4 • Safety Analysis Techniques 2 
• Preliminary System Safety Assessment 
• Case Study: ARP 4761 WBS PSSA and 

SSA review 
• Common Cause Analysis 
• Safety case: Common Causes 
• Introduction to Software Safety 

Day 5 • Safety Management 
• Case Study:  AGV Safety Management 
• Human factors 
• Safety Culture 
• Conclusions 
• Bibliography 
• Glossary 

Australian National University 
16 -20 April 2007 

Register Now! 
www.safety-club.org.au

Early bird discount available 
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Association Matters 
(continued) 
Constitution 
The aSCSa Constitution has been updated to include 
the accepted mission statement. 

National Committee 
George Nikandros Chairman (QLD) 
Kevin Anderson Secretary (VIC) 
Chris Edwards Treasurer (ACT) 
Tony Cant Conference Program Chair (SA) 
Clive Boughton Certification & Canberra Chapter 

Chairman (ACT) 
Robert Worthington (VIC) 
Peter Hartfield (VIC) 
Allan Coxson (VIC) 
Alex Moffatt (VIC) 
David Goedecke (VIC) 
Web Site www.safety-club.org.au
 

The term of the current committee expires 30 June 
2007. As per the constitution the 2007/08 chairman will 
be elected by the outgoing committee and all other 
committee positions are declared vacant. 

Membership 
Membership renewal notices for 2006/07 were issued in 
June 2006. To date the number of renewal payments 
received have been somewhat disappointing, although 
not unexpected as many became members to attain 
discounts for events. 

The 2006 Workshop attracted a small number of new 
members. 

An update on member numbers will be provided in a 
future newsletter. 

Continues Page 3 

2007 Conference 
Once again the aSCSa will be hosting a workshop 
along the same lines as recent conferences. 

The 2007 (12th) conference - to be held 30 -31 August 
2007, in Adelaide – will have a human factors theme. 
The two day programme will include up to four invited 
internationally-renowned speakers: 

Following on its success in Sydney (2005) and 
Melbourne (2006), the programme will include a dinner 
function on the Thursday evening. The dinner event 
rates extremely well in the feedback from delegates. 

See advert this page. 

 

12th Australian Workshop 
30 - 31August 2007  

ADELAIDE SA 

CALL FOR PAPERS 

The Australian Safety Critical Systems Association announces 
its 12th National Conference on Safety Related Systems.  The 
2007 workshop will be held in Adelaide and will have a human 
factors theme. 

Critical functions e.g. safety, security, mission success and 
financial transactions are often entrusted to software intensive 
systems. These systems are operated and maintained by 
people. Human factors are key to these systems providing the 
safety expected. 

As with recent conferences there will be a number of 
international keynote speakers. 

Important Dates 
 Abstract: 9th March 2007 (text, rtf, MS-Word, pdf) 
 Submission: 27th April 2007 (rtf, MS-Word, pdf) 
 Notification of acceptance: 8th June 2007 
 Camera-ready copy: 20th July 2007 (pdf only) 

For paper format details see www.crpit.com. 

Questions? More Information? 

Dr Tony Cant (Program Chair) 
Trusted Computer Systems Group 
Information Networks Division 
Defence Science and Technology Organisation 
PO Box 1500, Edinburgh SA 5111 Australia 
Phone: +61 8 8259 6700, Fax: +61 8 8259 5589 
Mobile: (0412) 348 367, 
Email: Tony.Cant@dsto.defence.gov.au  

(Workshop Chair) 
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Event Report –  
2006 Conference 
The 2006 Australian Conference on Safety Critical 
Systems was held in Melbourne on 31 August 2006 and 
01 September 2006 at the Eden on the Park Hotel. This 
was the 11th such conference. 

The two-day conference had a safe software 
architecture theme. The programme included four 
invited international renowned speakers: 

• Klaus Marius Hansen – Dr Hansen is an 
Associate Professor at the Computer Science 
Department, University of Aarhus, Denmark 

• David Garlan – Dr Garlan is a Professor in the 
School of Computer Science at Carnegie Mellon 
University. 

• Tim Kelly – Dr Kelly is a Lecturer within the 
Department of Computer Science at the University 
of York and Deputy Director of the Rolls-Royce 
Systems and Software Engineering University 
Technology Centre funded at York.  

• Jakob Gärtner – Jakob is the Technical Director 
of Esterel Technologies (Germany).  

At the request of the ACS, David Garlan’s presentation 
was recorded and made available as a video 
presentation to the ACS membership. 

One observation which captured the theme of the 
conference was a slide in Klaus Hansen’s presentation. 
The slide contained statistics on the research papers 
published in relation to software safety and software 
architecture. Whilst the number of research papers was 
significant for each category, the number of research 
papers in safe software architecture was extremely low 
in comparison. 

Wishing to advertise a 
course or event? 

 
Then place your advert here 

for $110.00 (incl. GST) 
 

Contact aSCSa Secretary 
kevin.anderson @ 

hyderconsulting.com

Attendance at the conference was 45. 

The conference content was not quite its usual 
excellence according to the feedback. The feedback in 
relation to the relevance of the topics and their quality 
was marginally lower than in previous years. However 
this may be more a reflection of the conference theme, 
than the presentations as 97% said they would attend 
again. There is lot of effort required to put together such 
a quality event. For this we thank the Program Chair, 
Tony Cant. 

The conference again included a dinner event which 
was rated very high and contributed to the high rating of 
the networking benefit of the conference. 

The event’s success would not have been possible 
without the generosity of the event sponsors: 

   

 
CEDISC (Centre of Excellence in Defence and Industry 
Systems Capability is sponsored by the Government of 
South Australia and the University of South Australia). 

In order to improve the workshop, survey forms were 
issued to all attendees. The committee received 22 
responses. The feedback is summarised in Figures 1 
and 2. 

The results show that the event well met the 
expectations of the attendees. 
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Figure 1:  Delegate Feedback re conference value 

[Rating range is from 1 (poor) to 5 (excellent)] 

The feedback in relation to the registration fee was the 
best result for some time. 
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Figure 2:  Delegate Feedback re event  

 

From the feedback, direct email and colleagues are the 
more productive means for advertising the conference, 
accounting for 73% of attendees. 

The papers for the conference will be made available 
through the ACS Conferences in Research and 
Practice in Information Technology website 
(http://crpit.com/) as Volume 69. 

Hard copies will be distributed to workshop attendees 
and financial members who did not attend. 

The presentations for which we have obtained 
permission will also be made available via the aSCSa 
website. 

Association Matters 
(continued) 
Website 
The website will be undergoing a change in the near 
future. The focus of the change is to have more 
resources available from the main page via menus. 

Profile within the ACS 
Some gains have been made in raising the profile of the 
aSCSa within the ACS. An article titled Interested in 
safety critical systems? was published in 
August/September 2005 edition of Information Age. In 
case you missed it, it is on Page 70. 

The ACS Webmaster was requested to provide a link to 
the aSCSa website on the “Related Societies and ACS 
Groups” under the ACS Contacts page. This link has 
now been provided. The direct web page link is 
www.acs.org.au/about_acs/relsocs.htm. 

Research Award 
One of the objectives of the aSCSa is to provide prizes 
and funds for the purpose of promoting education, 
research and excellence in relating to safety and/or 
mission critical software-intensive systems. 

Commencing in 2007, the aSCSa will be offering a 
Research Award for all Australia citizens undertaking 
research at an Australian University as a student. 

The rules governing the award and associated forms 
will soon be available from the aSCSa website. 

In the interim please contact a member of the aSCSa 
committee. 

CS&SE Board 
The aSCSa originated as a Technical Committee under 
the Computer Systems and Software Engineering 
(CS&SE) Board of the ACS in 1992. Coincidentally that 
was the same year as Karl Reed became the director of 
that board. 

Due to changes in the ACS rules, Karl is no longer 
eligible to continue as the CS&SE Board Director. So, 
after some 14 years as director and some 32 years of 
serving on committees and boards, Karl’s term as 
director ends 31 December, 2006. 

On behalf of the aSCSa, the committee thanks Karl for 
his support over the years and wish him well in his 
future endeavours. To quote Karl himself: 

“I’m 63 years old, and need to get some 
research done before my brain stops working.” 

Chris Avram, the current Secretary of the CS&SE 
Board, was appointed as the Director of the CS&SE 
Board at the November ACS Council Meeting. The 
aSCSa looks forward to working with Chris to progress 
the aims of the CS&SE Board. 

Airbus A380 Delays 
Delays to the A380 are making headlines in the world’s 
media. Postings to the Risks Digest Volume 24, Issue 
45 by Mike Martin and Peter Ladkin suggest that the 
4.8 billion euro 2 year plus delay in the delivery 
program is due to a software design tool version issue. 

According to Martin, Bloomberg has reported that the 
wiring problems that have delayed A380 deliveries yet 
again are related to incompatibility between versions of 
CAD software being used: 

Engineers in Germany and Spain stuck with 
an earlier version of Paris-based Dassault 
Systemes SA's Catia design software, even 
though the French and British offices had 
upgraded to CATIA 5.  That meant the 
German teams couldn't add their design 
changes for the electrical wiring back into the 
common three- dimensional digital mock-up 
being produced in Toulouse, [Charles] 
Champion [former head of the A380 program] 
says. Efforts to fiddle with the software to 
make it compatible failed, meaning that 
changes to the designs in the two offices 
couldn't be managed and integrated in real 
time, he says.  ``The situation worsened when 
construction and tests of the first A380s 
generated demands for structural changes 
that would affect the wiring. The changes in 
configuration had to be made manually 
because the software tools couldn't talk to 
each other. 

According to the latest report on 3 Oct 2006, 
cost of the consequent two-year delay to 
Airbus is estimated to be 4.8 billion euros. 
Emirate Airlines accounts for 45 of the 159 
A380s currently on order and according to 
Bloomberg yesterday is said to be "reviewing 
'all options'". If it cancels, the whole program 
could be in trouble. 
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According to Ladkin: 

John Rushby pointed out that it had been 
reported that Airbus Hamburg and Airbus 
Toulouse were using different versions of 
CATIA software which had incompatible file 
formats. CATIA is the CAD-CAM software 
which Airbus, Boeing and Sikorsky, amongst 
others, have been using for a while. The 
reports say that engineers in Germany and 
Spain used Version 4, while those in the UK 
and France use Version 5, and it is "no 
secret" (Newton, see below) that those 
versions are "incompatible at the file format 
level". 

*Flight International* 10-16 Oct 2006 
attributes the wiring-matching problems in the 
Airbus A380 assembly to problems with 
design software, reported in an article by Max 
Kingsley-Jones on p5. 

The A380 aircraft has approximately 500 km 
(300 miles) of internal electrical wiring, which 
is aluminium rather than the traditional 
copper. It has been widely reported that the 
wiring harnesses on body parts fabricated in 
Hamburg, Germany did not match those of 
their neighbours built in France when they 
were mated in Toulouse. This has led to 
extensive delays in delivery dates, 
culminating in the resignation both of the 
former Airbus chief, Gustave Humbert, a few 
months ago and now his successor, Christian 
Streiff, this week, as well as the resignation of 
EADS co-chief Noel Forgeard, who as Airbus 
chief was largely responsible for the initial 
development of the A380. 

Airbus is forecasting that full production will 
not be achieved until 2010, and that only 39 

A380 aircraft will be delivered by the end of 
2009, "compared with 107 originally planned 
and 80 anticipated under the rescheduling 
announced in June 2006." 

Airbus claims to have underestimated the 
work required to install (press-speak: 
"complete the installation of") the harnesses. 
Kingsley-Jones cites Airbus: "The root cause 
of the problem is the fact that the 3D digital 
mock-up [software], which facilitates the 
design of the electrical harnesses installation, 
was implemented late and that the people 
working on it were in their learning curve." 

It looks as if Airbus is claiming that the wiring 
design software was a single point of failure. 
Given what we all know about the risks of 
developing new SW tools, it seems 
appropriate to ask why no risk-mitigation 
measures were put in place as the SW was 
developed. 

It now appears that this is more than just a 
software version issue – see Risks Digest 
Volume 24, Issue 51. 

 

Bulletin Boards 
ACM Risk Forum On Risks To The Public In Computers 
and Related Systems – http://catless.ncl.ac.uk/Risks. 

Safety-Critical Mailing List Forum hosted by the 
University of York. Need to join using the form located 
at www.cs.york.ac.uk/hise/text/sclist/form.php for 
access. 

 

 

A Review of ISO/IEC TR 
19759:2005 

Guide to the Software 
Engineering Body of 
Knowledge (SWEBOK) 
David Goedecke MIEAust CPEng 

Introduction 
I have recently had opportunities 
to be part of interview panels for 
candidate software engineers 
seeking admission to Chartered 
Professional Engineer (CPEng) 
status with the Institution of 
Engineers, Australia. Engineers 
Australia recognises a number of 
software engineering courses at 
Australian educational institutions 
as meeting the Stage 1 
competency levels required for a 
recognition as a Professional 
Engineer, all of which are four-
year degree courses. Engineers 
Australia is also a signatory to the 
Washington Accord which 

obligates parties to recognise 
accredited engineering programs 
of other signatory countries, 
including software engineering. 

As a graduate of what I only half-
jokingly call a “real” engineering 
discipline (chemical engineering), 
whose career has morphed into 
software engineering, I am 
interested in activities that provide 
a focus on what the term 
“software engineering” really 
means, and how it can be 
compared to and contrasted with 
other “traditional” engineering 
disciplines.  

The Guide to the Software 
Engineering Body of 
Knowledge 
The title of Engineer is generally 
recognised as a professional 
occupation and in some 
states/provinces of several 
countries such as Canada and the 
United States is legally protected. 

That is, a person cannot 
represent themselves as an 
engineer unless they have been 
accredited through some 
competency assessment 
program. However in many cases 
software engineering has not yet 
become part of those assessment 
programs resulting in a grey area 
for software engineering 
professionals who wish to use the 
title of Engineer. The Guide to the 
Software Engineering Body of 
Knowledge is an attempt to define 
the software engineering 
discipline and provide a basis for 
future programs of competency 
assessment. This document 
originates with the IEEE 
Computer Society and has been 
adopted by the ISO/IEC as 
Technical Report TR19759:2005. 

The Guide to the SWEBOK is not 
intended to be a normative 
reference book of software 
engineering principles and 

aSCSa Newsletter – Dec 2006  5 

http://catless.ncl.ac.uk/Risks/24.51.html
http://catless.ncl.ac.uk/Risks/24.51.html
http://catless.ncl.ac.uk/Risks
http://www.cs.york.ac.uk/hise/text/sclist/form.php


 

practices. This is clearly stated in 
the Introduction to the Guide 
(SWEBOK, p:1-1). It does 
however set out to define what is 
“generally accepted”; “general 
acceptance” is a key point and is 
pivotal to its successful 
acceptance as a legitimate 
description of the software 
engineering profession.  

The SWEBOK is divided into ten 
Knowledge Areas (KAs) some of 
which broadly reflect the software 
development lifecycle as it is 
traditionally understood, with each 
KA containing a number of 
knowledge sub-areas. In addition, 
reference is made to a number of 
related disciplines. These 
Knowledge Areas do not describe 
or mandate particular processes 
or tools, or infer any order of 
tasks. Statements such as “the 
software requirements process” or 
more generally “the software 
engineering process” do not imply 
that there is only one way to 
achieve the desired outcomes. 
Like all engineering disciplines 
there are many tools and methods 
that can be used. Similarly it is 
recognised that many 
practitioners will ultimately 
specialise in various parts of the 
profession throughout their 
software engineering careers, just 
as practitioners of other 
engineering disciplines do. The 
ten Knowledge Areas are 
(SWEBOK, p:1-2) 

• Software Requirements 

• Software Design 

• Software Construction 

• Software Testing 

• Software Maintenance 

• Software Configuration 
Management 

• Software Engineering 
Management 

• Software Engineering Process 

• Software Engineering Tools and 
Methods 

• Software Quality 

The content of some of these 
Knowledge Areas is highlighted in 
the following paragraphs. 

Software Requirements: This KA 
defines what a software 
requirement is, an overview of the 
requirements “process”, and the 
elicitation, analysis, validation and 

specification of requirements. 
Safety critical requirements are 
given a passing reference only, in 
the context of requirements 
specification where it is noted that 
software requirements notations 
should allow requirements to be 
described as precisely as 
possible. Surprisingly, system 
requirements (defined as those 
where software and non-software 
systems have a substantial 
interaction) are a considered 
outside the scope of this guide, 
the implication being that they do 
not form part of the software 
engineering discipline (SWEBOK, 
p:2-8). I disagree with this 
assertion: engineering is about 
systems, not simply the orderly 
combination of components, and 
a software engineer should 
recognise how their software 
creation activities fit into a bigger 
picture (including both software 
and non-software artefacts). 

With respect to the safety critical 
software-intensive systems 
consideration of dependability and 
integrity are dealt with in the 
context of Software Quality 
Management KA but it does not 
elaborate. The use of Formal 
Methods is described as one of a 
number of analytical techniques 
for Software Quality Management. 

Software Design: The Software 
Design KA provides descriptions 
of software design and 
architecture, design analysis, and 
design notations (both static and 
dynamic). It correctly 
distinguishes software 
architecture, being the 
relationships between 
components, from software 
design patterns which are means 
of expressing constructs for 
specific behaviours and structures 
(SWEBOK, p:3-3). Although it 
makes reference to the Software 
Requirements KA there appears 
to be no explicit identification of 
principles that link software 
requirements to software design. 
Analysis of a design to ensure 
that it is able to meet 
requirements is almost viewed as 
an after-thought. This is probably 
not intentional, but is a significant 
contrast of viewpoint to other 
engineering disciplines where the 
requirements of the system are 
foremost in mind when 
commencing the design. Imagine 
trying to design an aircraft wing 
and only at the end of the design 

process determining if it is able to 
support the weight of the aircraft.  

This KA does not make any 
reference to User Interface design 
(although this could be 
considered a requirement 
process), nor does it discuss 
concepts such as design for 
verification and validation which 
forms part of the Software Quality 
KA. 

Software Construction and 
Configuration Management: The 
Software Construction KA 
describes the principles of 
software coding and construction, 
and the management of 
construction activities. It correctly 
makes no assertion about 
programming languages, but does 
fail to recognise that some 
languages may be preferred over 
others for specific application 
domains and that it may require 
engineering judgement to decide 
on one language over other 
candidates. The choice of 
language is often not up to the 
individual software engineer but 
may be mandated by corporate, 
safety critical or other 
requirements and standards.  

Software Configuration 
Management is characterised by 
the Guide as a choice to be made 
by the software engineer 
(SWEBOK, p:7-4), although in 
practice this is rarely the case as 
ISO9001 and/or other internal 
processes in an organisation may 
dictate a particular process to be 
used. The skill of the software 
engineer then is actually the 
ability to fit the specific needs of 
the software engineering project 
into the existing organisational 
requirements, not the other way 
around. 

Software Engineering 
Management: The Software 
Engineering Management KA 
goes beyond project management 
to encompass the management of 
the software engineering process 
throughout its entire life. Focus is 
given to other IEEE and ISO 
standards, as well as the Project 
Management Body of Knowledge 
(PMBOK), but other management 
techniques such as 
PRINCE/PRINCE2 are not 
discussed. This KA also misses 
the concept of a Project Initiation. 
Although the first topic in the 
breakdown is Initiation and Scope 
Definition (SWEBOK, p:8-3) the 
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Guide launches into requirements 
determination, and feasibility of 
project completion. The key 
question of any software 
engineering project: “Should this 
project actually proceed?” is not 
considered either at the beginning 
of the project or at any point 
during its lifetime.  

Discussion 
I had originally set out to review 
this document in order to propose 
how it could be adopted, or its 
principles at least communicated, 
within my own organisation’s 
software engineers. However as I 
reviewed it more thoroughly, and 
researched others’ views on the 
SWEBOK efforts, I became aware 
of some serious flaws in its 
approach. Aside from any issues 
of specific content (inclusions or 
exclusions) the presentation of 
the material as little more than a 
dictionary of terminology without 
adding value to those definitions 
makes it a poor basis for its stated 
objective of being used as the 
basis for licensing and 
certification (SWEBOK, p:1-3). 

The software industry is very 
diverse and relatively immature 
when compared with other 
traditional engineering disciplines. 
To create the Guide to the 
SWEBOK the framework used by 
the Project Management Body of 
Knowledge (PMBOK) was 
adopted. Content was determined 
by the unusual approach of 
surveying the Tables of Contents 
of software engineering 
textbooks, and the curricula of 
undergraduate and post-graduate 
software engineering courses at a 
number of tertiary institutions 
(Notkin, Gorlick and Shaw, 2000). 
As highlighted earlier, emphasis is 
placed throughout the Guide on 
the term “generally accepted” 
knowledge as it is contended that 
a consensus on a body of 
knowledge is a requirement of a 
legitimised and recognised 
profession (SWEBOK, p:1-1).  

Criticism of the meaning of 
“generally accepted” has come 
significantly from Kaner (2003b) 
and the ACM (Notkin, Gorlick and 
Shaw, 2000) with the contention 
that what is taught in tertiary 
courses and published in 

textbooks does not necessarily 
equate to good or even accepted 
practice. If the Guide to the 
SWEBOK is to be used as the 
basis for the assessment of 
competency then it needs to be 
proved that those teachings and 
publications are not a significant 
departure from the real-world 
profession. This is especially 
important where licensing of 
professionals by examination is 
being considered as the practices 
and principles gained by a 
software engineer in the first four 
years after graduation are not 
going to conflict with the syllabus 
of that licensing examination. 
More dangerously, as Kaner 
(2003a) asserts, failure to act 
according to the SWEBOK leaves 
an engineer open to accusations 
of professional negligence, even 
though their principles and 
practices may be superior to 
those in the Guide.  

The diversity and rapid change of 
the industry makes the 
maintenance of the Guide to the 
SWEBOK problematic. The 
specialist domain knowledge 
required by professionals in the 
embedded, real-time and safety-
critical areas where peoples’ lives 
are dependent on the quality of 
the software is not addressed, 
and in fact the Guide to the 
SWEBOK specifically excludes 
such specialised knowledge 
(SWEBOK, p:1-3). Ultimately the 
ACM withdrew from the SWEBOK 
efforts citing its disagreement on 
the position of the licensing of 
software engineering 
professionals and its view that 
such certification would not 
improve the public’s perception of 
the quality of software and 
software-intensive engineered 
systems (ACM, 2000). 

Conclusion 

These criticisms however should 
not detract from the goal of 
defining the Software Engineering 
profession, within the context of 
the Information Technology 
industry, which is a legitimate aim. 
The assertion that the defining of 
a core body of knowledge is 
crucial to the development of a 
profession is, I believe, a correct 
one. The Guide to the SWEBOK 
though fails to articulate this 

adequately, instead presenting a 
lot of material in a too-shallow 
manner. Its unusual method of 
gathering content continues to 
indicate a level of uncertainty in 
the discipline to adequately 
describe a consensual body of 
knowledge. 

Perhaps different approaches are 
required. The creation of bodies 
of knowledge for specific software 
engineering domains may be a 
better approach if licensing of 
professionals is to be applied. 
Safety critical systems is one 
such domain, and its body of 
knowledge would enable 
experienced practitioners in such 
a field to be accredited and 
recognised. Alternatively, if there 
must be a more general software 
engineering body of knowledge it 
may benefit from being more 
concise rather than the verbose 
presentation of the Guide to the 
SWEBOK. This debate is a 
healthy one for the software 
engineering profession and I 
believe it should continue.  
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A synthesis of risk matrices 
Kevin Anderson 
Function Leader, Risk & 
Reliability 
Hyder Consulting, Australia 

INTRODUCTION 
This article provides a two-
pronged approach to validation of 
any risk matrix. Modern risk 
management perhaps can be 
traced to the admission by UK 
courts of the principle that risks 
shall be reduced to ’As Low As 
Reasonably Practicable’ in the 
1930’s, but the risk matrix seems 
to come even later than that. A 
search of images.google.com for 
‘risk matrix’ will find 830 
examples.  A thumbnail perusal of 
the first 100 found only one or two 

the same! How to deal with this 
plethora? 

MIL_STD-882C 
MIL-STD-882C 19 Jan 1993 
specified four hazard severity 
categories and five hazard 
probability levels are defined as 
per Tables 1, 2 and 3. 

IEC 61508 
IEC 61508: 2000 adds an extra 
frequency category to go from 5x4 
to 6x4 – see Table 4. 

Note with reference to Table 4 – 
‘Tolerable risk and ALARP’ that: 

- Intolerable (a change in 
terminology from 
‘unacceptable’) means risk 

cannot be justified except in 
extraordinary circumstances. 

- Undesirable means tolerable 
only if further risk reduction is 
impracticable or its cost is 
grossly disproportionate to the 
improvement gained. 

- Tolerable means diminishing 
proportion – as the risk is 
reduced, the less, 
proportionately, it is necessary 
to reduce it further to satisfy 
ALARP. 

- Negligible means risk is 
broadly acceptable, but it is 
necessary to maintain the risk 
at this level. 

 

 
Description Category Definition 
Catastrophic I Death, system loss, or severe environmental damage 

Critical II Severe injury, severe occupational illness, major system or environmental damage 

Marginal III Minor injury, minor occupational illness, or minor system or environmental damage 

Negligible IV Less than minor injury, occupational illness or less than minor system or environmental damage 

Table 1:  Hazard Severity Categories 

Description Level Specific Individual Item Fleet or Inventory 
Frequent A Likely to occur frequently Continuously experienced 

Probable B Will occur several times in the life of an item Will occur frequently 

Occasional C Likely to occur some time in the life of an item Will occur several times 

Remote D Unlikely but possible to occur in the life of an item Unlikely but can reasonably be expected to occur 

Improbable E  So unlikely, it can be assumed occurrence may not 
be experienced 

Unlikely to occur, but possible 

Table 2:  Hazard Probability Levels 

Hazard  (1) (2) (3) (4) 
Category  Catastrophic Critical Marginal Negligible 
Frequency      
(A)  Frequent      
X> 1e-1 

1A 
Unacceptable 

2A 
Unacceptable 

3A 
Unacceptable 

4A 
Acceptable with review 

(B)  Probable     
1e-1>X>1e-2 

1B 
Unacceptable 

2B 
Unacceptable 

3B 
Undesirable (MA 
decision required) 

4B 
Acceptable with review 

(C )  Occasional   
1e-2>X>1e-3 

1C 
Unacceptable 

2C 
Undesirable (MA 
decision required) 

3C 
Undesirable (MA 
decision required) 

4C 
Acceptable without 

review 

(D)  Remote      
1e-3>X>1e-6 

1D 
Undesirable (MA 
decision required) 

2D 
Undesirable (MA 
decision required) 

3D  
Acceptable with review 

by MA 

4D 
Acceptable without 

review 

(E)  Improbable    
1e-6>X 

1E 
Acceptable with review 

by MA 

2E 
Acceptable with review 

by MA 

3E 
Acceptable with review 

by MA 

4E 
Acceptable without 

review 

Table 3:  First Example Hazard Risk Assessment Matrix 
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AS 4360 
Australian Standard AS 
4360:1998 introduced a 5x5 
matrix, which at least squares 
things up – Table 5 

The 2004 version Australian 
Standard AS 4360 moderated the 
language somewhat – Table 6: 

Note that the range of the 
likelihood categories varies, 
sometimes by half an order of 
magnitude, sometimes by one 
order of magnitude. 
 
Consequence scales are given for 
a range of factors: profit 
reduction, health and safety, 
natural environment, social / 

cultural heritage, reputation and 
legal. 
 
Severity V applies for multiple 
fatalities and IV for a single fatality 
/severe irreversible disability.  III 
is moderate irreversible disability, 
II disability requiring 
hospitalisation and I no medical 
treatment required. 

 
 

Consequence 
Frequency 

Catastrophic Critical Marginal Negligible 

Frequent I 
(Intolerable) 

I 
(Intolerable) 

I 
(Intolerable) 

II 
(Undesirable) 

Probable I 
(Intolerable) 

I 
(Intolerable) 

II 
(Undesirable) 

III 
(Tolerable) 

Occasional I 
(Intolerable) 

II 
(Undesirable) 

III 
(Tolerable) 

III 
(Tolerable) 

Remote II 
(Undesirable) 

III 
(Tolerable) 

III 
(Tolerable) 

IV 
(Negligible) 

Improbable III 
(Tolerable) 

III 
(Tolerable) 

IV 
(Negligible) 

IV 
(Negligible) 

Incredible IV 
(Negligible) 

IV 
(Negligible) 

IV 
(Negligible) 

IV 
(Negligible) 

Table 4 (after AS 61508 Part 5 Table B1) – Example of risk classification of accidents 

Consequence 
Likelihood Insignificant 

1 
Minor 

2 
Moderate 

3 
Major 

4 
Catastrophic 

5 
Almost certain (A) High High Extreme Extreme Extreme 

Likely (B) Moderate High High Extreme Extreme 

Moderate (C ) Low Moderate High Extreme Extreme 

Unlikely (D) Low Low Moderate High Extreme 

Rare  (E) Low Low Moderate High High 

Table 5 (after AS 4360:1998, also HB 205-2004) 

Consequence e.g. health and safety 

Likelihood I - Insignificant 
( No medical 

treatment 
required ) 

II - Minor 
( Reversible 

disability 
require hospital ) 

III - Moderate 
( Irreversible 
disability )I 

IV - Major 
( Single  
Fatality ) 

V - 
Catastrophic 

( Multiple 
fatalities ) 

Almost certain (A) >1 pa Medium High High Very High Very High 

Likely (B) 1 per 3 yrs Medium Medium High High Very High 

Moderate (C ) 1 per 10 yrs Low Medium High High High 

Unlikely (D) 1 per 30 yrs Low Low Medium Medium High 

Rare (E) 1 per 100 yrs Low Low Medium Medium High 

Very Rare (F) 1 per 1000 yrs 

Almost Incredible (G) 1 per 10000 yrs 

Table 6 HB 436:2004 (Risk levels associated with F & G not defined in the Standard)  
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Logarithmic Risk Scores 
All of these standards say that 
they are informative and that the 
actual population of risk classes 
will be dependent on the sector 
and what the actual frequencies 
are for frequent, probable etc.  
Yet in many specifications, 
compliance has become gospel. 

The suggestion here is to number 
both likelihood and consequence 
scales from 1 to 5 and add the 

two numbers to get a risk number.  
If each scale item represents an 
order of magnitude difference 
from the previous and next, the 
product a*b is represented by Log 
(a*b) = log a + log b. 

Some safety management 
systems extend consequences to 
sixes and sevens for the truly 
disastrous and commensurately 
likelihood scales go to zero or 

minus (and if ‘Almost Certain’ is 
monthly L=5 what is daily? 

All of this requires logarithmic 
differences between qualitative 
categories (as compared to some 
standards going off two orders on 
magnitude on likelihood and 
others only half an order of 
magnitude between categories). 

 

 

Consequence Insignificant Minor Moderate Major Catastrophic 

Likelihood = 1 = 2 = 3 = 4 = 5 

Almost certain (A) = 5 6 7 8 9 10 

Likely (B) = 4 5 6 7 8 9 

Moderate (C ) = 3 4 5 6 7 8 

Unlikely (D) = 2 3 4 5 6 7 

Rare  (E) = 1 2 3 4 5 6 

Table 7 Simple (logarithmic) Risk Scores 

Frequency of N or more fatalities

1.00E-05

1.00E-04

1.00E-03

1.00E-02

1.00E-01

1.00E+00
0.0001 0.001 0.01 0.1 1 10

Series1

5+5=10

1+1=2

2+3=5

3+2=5

4+1=5

1+4=51+2=3

2+1=3 2+5=7

3+4=7

4+3=7

5+2=7 5+4=9

4+5=9

3+1=4

1+3=4

2+2=4

5+3=85+1=6

3+5=8

4+4=8

2+4=6

3+3=6

1+5=6

4+2=6

N=1 N=10N=1/10N=1/100N=1/1000

C=4 C=5C=3C=2C=1

L=5

L=4

L=3

L=2

L=1

1e 0

1e-1

1e-2

1e-3

1e-4

1e-5

 
Figure 1 - Logarithmic risk scores 
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The coloured squares indicate a 
suggested division here between 
risk classes.  

- Assign ‘Very high’ to a score 
or 9 or more (noting that 
more frequent scores or 
more disastrous outcomes 
could engender higher 
scores). 

- At the other end of the scale, 
say to assign ‘Low’ (green) 
to a score of 3 or less.   

- In between, 7 is clearly 
‘Medium’ (yellow) and  

- Assign ‘High’ (orange) to a 
risk quotient of 7. 

Note that the stated risk quotient 
(L+C) applies along the diagonal 
from top left to bottom right of 
each cell.  In a more precise 
computation using the actual F 
and N ordinates of the log-log 
graph, the top right corner is one 
order of magnitude higher and the 
bottom left one order of 
magnitude lower. Thus it is the 
hypotenuse of the triangles that 
defines the lines of constant risk. 

A conservative view would assign 
the higher value to the whole cell, 
at the risk (sic) of considerable 
overlap.  However, the diagram 
deliberately leaves the value of 
the cell undecided and instead 
several procedures are suggested 
below whereby it could be 
decided whether a quotient of ‘8’ 
is ‘high’ or very high’. Similarly, a 
‘6’ could be ‘medium’ or ‘high’ and 
a ‘4’ could be ‘low’ or medium’. 

To attempt an absolute view, here 
a single fatality has been 
assigned C=4 (0.1 to 1) and 
Almost Certain L=5 (1.0 to 10 per 
annum). Thus a risk score of 9 
equates on average to 0.33 
fatalities at a rate of 3.3 per 
annum or 1 fatality per annum. 
Not something that is defensible 
at a particular site or region, but 
could occur on a broader scale. 
Note: this suggests a need to vary 
the interpretation of the matrix 
depending on the scale of its 
application. 

Quantitative cause-
consequence modelling 
A log-log plot of the frequency of 
N or more fatalities has commonly 
been used to depict either the 
actual or the predicted risk profile 
of an organisation.  The ‘knee’ or 
the highest point toward the top 
right defines the highest risk 
quotient.  

I shall leave further exposition of 
this point to a later paper, except 
to say that any sensible 
recommendation for risk reduction 
that moves the dot by one square 
means to target 90% risk 
reduction.  Knowing the cost gives 
risk reduction per dollar spent and 
hence risk ranking. QED1 for the 
risk matrix. Moving the dot by two 
orders of magnitude implies 
necessary risk reduction of 99% 
which is getting into the IEC 
61508 territory of Safety Integrity 
Level 2 (SIL 2). 

Qualitative Stakeholder 
consensus 
Say to proceed with Stakeholder 
consultation and risk assessment 
of a particular system.  A 
particular hazard exists where it 
appears likely that a fatality or 
serious injury could ensue.  L=4, 
C= 4 giving R = 8. 

Both ‘Very High’ and ‘High’ 
warrant senior executive 
management attention, action 
plans and specification of 
management responsibility.  But 
is it ‘Immediate’ action; 
‘Heightened’ action; or ‘Business 
as Usual’?  Note: this hazard 
could be one of many under 
consideration. 

A variation of the Delphi2 
structured method of obtaining 
consensus from a group of 
                                                   

                                                  
1 QED – Latin phrase “quad erat 
demonstratum” – usually used at the 
end of a mathematical proof. 
2 The Delphi technique was 
developed in the 1950s by Rand 
Corporation.  

experts is the Shang Inquiry3, but 
what follows is my own version of 
techniques developed some years 
ago in relation to Airspace Risk 
Modelling: 

All that is established with 
assigning a risk quotient of 8 is 
that we think the risk is 
somewhere between 7 and 9.  
Each Stakeholder is asked to 
estimate high and low values 
within the range in a secret voting 
process. Three means are then 
computed: mean of lows, mean of 
all and mean of highs. 

A debate takes place, preferably 
with the outlying low and high 
voters justifying their positions. 
The group then votes again, but 
simply whether to adopt high of 
the mean (between mean and 
mean of highs) or low of the mean 
(between mean and mean of 
lows). A result lower than ‘8’ 
means a ’high’ risk, a result higher 
than ‘8’ means a ‘very high risk.  
The result can also be used to 
rank other risk with a notional 
score of ‘8’. 

The method has particular value 
where the debate elicits new 
information, especially if this 
relevant to establishing ‘due 
diligence’. 

Comments 
It seems that value added 
concepts can also benefit from 
safety-critical methods and 
techniques so this is to further 
suggest to extend the quantified 
matrix idea into the other three 
quadrants of positive L and 
negative C i.e. gain rather than 
loss. 

 

 
3 FORD, David (1975) Shang Inquiry 
as an alternative to Delphi: Some 
experimental findings, Technological 
Forecasting and Social Change, Vol. 
7, Nº 2, pp. 139-164. 

 

 

Risk 
Reliability 
Resilience 
Contact:  
mailto:matthew.smith@hyderconsulting.com  
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