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The inaugural two-day Australian System Safety 
Conference in May 2011 jointly hosted by the aSCSa 
and the Australian Chapter of the System Safety 
Society was by any measure a resounding success. 
Attendance was 91 the highest ever for a conference 
hosted by the aSCSa; the previous record was the 87 
attendance at the 2002 aSCSa conference. 

On behalf of the ACS CSSE Technical Board, my 
congratulations on an evidently successful ASSC 2011 

Prof Paul Bailes, Director ACS CSSE Technical Board 

 

The theme of the conference was Managing Systems 
& Software Safety Risks in Emerging 
Technologies. 

There was representation from a broad cross section 
of the safety-related industry; procurers, developers, 
safety assurance, government, academia, and private 
industry, associated with the defence aerospace, rail, 
process and mining industries. Conference sponsors 
were: 

 The University of Queensland 
 Airservices Australia 
 Ansaldo-STS 
 RGB Assurance 
 Invensys Rail 
 Nova Systems 
 Defence Materiel Organisation 
 Australian Computer Society 

Feedback (for results see Professional Development, 
Page 3) from the delegates indicated that the 
conference achieved its aims to share research, 

government and industry knowledge and practice in 
the field of systems and software safety. 

As had been the norm for conferences prior to 2009, 
this conference was supported by keynote speakers 
from Canada, UK and Australia. 

The conference was supported by two pre-conference 
tutorials; a one-day tutorial on human factors and 
system safety presented by Dr Carl Sandom, and a 
half-day tutorial on development of successful safety 
cases presented by Dr Neil Robinson and Brett Martin. 
The tutorials were also a success with a total of 44 
attendees. 

The success of the conference was very much due to 
the good collaboration between the aSCSa, the 
Australian Computer Society and the System Safety 
Society Australian Chapter. In particular, the excellent 
administration support provided by the Victorian 
Branch Office of the Australian Computer Society was 
very much appreciated by the organising committee; 
the ACS event management system had to be adapted 
to cater for this joint event. 

During the conference, Brenda Aynsley, the ACS Vice 
President Membership Boards, spoke of the ACS 
Certified Professional scheme and the ACS’s interest 
to extend this scheme to system safety professionals. 
On behalf of the ACS, Brenda offered to work with the 
aSCSa to establish criteria for such a certification 
scheme. 

The conference papers will be published under the 
CRPIT banner in due course. 

----------------------------------------------------------------------- 

Air France 447: What the 
Black Box Tells Us 

 

France’s BEA air-accident investigation bureau, issued 
a factual statement May 27 on its preliminary findings 
following the recovery of the Air France 447 black box. 
[See Page 4] 

Inaugural Australian System 
Safety Conference a success! 
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Association Matters 

National Committee 
Clive Boughton Chairman (ACT) 

Kevin Anderson Secretary (VIC) 

Chris Edwards Treasurer (ACT) 

Tony Cant Conference Program Chair (SA) 

George Nikandros (QLD) 

Robert Weaver (ACT) 

BJ Martin (ACT) 

Tariq Mahmood (VIC) 

Derek Reinhardt (VIC) 

Web Site www.safety-club.org.au 

The term of the current committee expires 30 June 
2011. As per the constitution the 2010/11 chairman will 
be elected by the outgoing committee and all other 
committee positions are declared vacant. 

Membership 

Membership numbers are currently uncertain. Prior to 
the 2011 System Safety Conference there 134 
members, although only 100 have valid contact details, 
and of those 30 are financial for 2010/11. The aSCSa 
Chairman offered “free” membership for all delegates to 
the 2011 Australian Systems Safety Conference. 
Delegates are being polled to confirm their acceptance 
of the offer. 

Website 
The committee is currently seeking quotations to 
update the website by adding more feature pages and 
resources. 

 

Annual General Meeting Notice 

The 2011/12 Annual General Meeting will be held on 
Thursday, July 14 2011 at 1300hrs at Airservices 
Australia, Alan Woods Building, 25 Constitution 
Avenue, Canberra ACT 2601. 

Members who expect to attend are requested to pre-
register via e-mail to George Nikandros by close of 
business Tuesday, July 12, 2011. 

At the last meeting of the 2010/11 fiscal year held May 
25, 2011, the committee re-elected Clive Boughton to 
continue as chairman. 

The current committee members have indicated their 
intention to continue. Any member wishing to nominate 
for committee membership should e-mail to George 
Nikandros by close of business Tuesday, July 12, 2011. 

Policy / Principles 
Draft Guiding Philosophic Principles on the Design and 
Acquisition of Safety-Critical Systems is ready for 
comment from members. Publication is however 
awaiting the update of the aSCSa website. Please 
contact a committee member for a copy if interested. 

The committee is currently establishing a number of 
guiding principles with respect to the development, use 
and maintenance of safety-critical systems containing 
software. 

These principles will build on the policy first established 
in 1997. 

Safety Leadership Course 
After seven years of hosting the Introduction to System 
Safety Engineering and Management course, the 
committee came to the view that it is time to consider 
professional development for practitioners and mangers 
in the safety technology area. The committee has 
initiated the development of a course relating to Safety 
Leadership. The course is intended for managers who 
find themselves in a safety leadership role. The 
envisaged objectives, bearing in mind that this is just 
the initial thinking, are: 

 Making managers aware of the key issues 
associated with leading a safety function within a 
safety critical or safety related organisation; 

 Providing understanding of the fundamental 
components associated with the key issues and 
how these are integrated to ensure safety within an 
organisation; 

 Providing a working knowledge of critical safety 
techniques that assure the effectiveness of a safety 
function within an organisation 

It is envisaged that this would be a two or three day 
course. 

The committee will be seeking feedback of the 
proposed course when the course content is better 
developed. If you are interested in contributing to the 
development of this course, please contact an member 
of the committee. 
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Research Award 
In the December 2006 
Newsletter, the aSCSa 
announced the establishment of 
student research award. The 
rules governing the award and 
associated forms are available 
from the aSCSa website. 

The purpose of this annual 
award is to encourage 
Australian research in the 

science of software/system engineering or the 
application of that science for safety and/or mission 
critical software-intensive systems. At $5000, it is a 
substantial award. 

The nominated closing date requirement has now been 
removed; nominations can now be made any time. 

Editorial 
At the 2011 Australian System Safety Conference, the 
issues of “best practice” and “world’s best practice” 
arose and generated some debate. 

Robert MacDonald published a timely article in the 
Courier Mail on May 31, 2011, arguing that it’s time to 
call an end to “world’s best practice”, not the idea but 
the phrase itself. He goes on to highlight that one 
person's best practice is another's loss of service, or 
worse, their job. Something that management might 
see as having a wonderful effect on the bottom line 
could be seen by customers as something else entirely. 

He cites the federal parliamentary inquiry currently 
under way examining the question of how many cabin 
crew members should be on Australian domestic 
aircraft to highlight his point. The airlines argue the 
present ratio of one crew member for every 36 
passengers should be increased to a ratio of 1:50 on 
the basis, in summary, of world's best practice. 

Canada and Australia are the only major aviation 
markets where the regulations provide for a 1:36 ratio, 
and so, lagging world’s best practice. The Australian 
and International Airline Pilots Association oppose this 
change on the grounds that to suggest that transition to 
the new ratio actually enhances aviation safety and 
therefore “world's best practice” cannot be in relation to 
safety outcomes. 

This prompts MacDonald to opine, from the traveller’s 
perspective on how much harder it is going to be to get 
a drink mid-flight. 

In the safety realm, the goal is to eliminate harm. So 
would “world’s best practice” in relation to safety, is this 
a safety regime that produces the least harm? What 
about practicability? Fortunately society tolerates safety 
risk when the benefits outweigh the harm, albeit with 
diminishing tolerance over time. 

Whilst ICT science continues to evolve, so to will best 
practice in the application of ICT for safety-critical or 
safety-related functions. However what is “world’s best 
practice” at a point in time will forever be a moot point, 
as will debate over the plethora of standards. 

The Editor. 

Bulletin Boards 
ACM Risk Forum On Risks To The Public In Computers 
and Related Systems – http://catless.ncl.ac.uk/Risks. 

Safety-Critical Mailing List Forum hosted by the 
University of York. Need to join using the form located 
at www.cs.york.ac.uk/hise/text/sclist/form.php for 
access. 

APC MAG’S TOP 10 
….TOP COMPUTER OUTAGES OF 2011 – 
SO FAR! 

Source: APC Magazine, June 2011 

1 The Great PSN Outage – Playstation Network down 
for weeks after hackers stole member data. 

2 Sydney Rail Outage – Software running a switch in 
the Sydenham box failed in April, shutting down 40% 
of the Sydney rail network (actually it was hardware). 

3 Amazon Hosting – Prolonged outage in April 
knocked over several major sites and lost some of 
their data forever. 

4 NSW Ambulance Services – A virus knocked out 
the NSW Ambulance Computer-Aided Dispatch 
communications system on a weekend in February. 

5 Alaskan Airlines – Reminiscent of Virgin Blue’s 
computer crash last year, a computer outage brought 
Alaskan Airlines to a standstill. 

6 Belgian Railways – A computer failure meant 
Belgian Railway’s couldn’t issue tickets. 

7 National Australia Bank – Computer system has 
melted down twice already this year preventing 
customers from accessing funds. 

8 Vodaphone Messages – Everyone knew someone 
affected by the text messages fail over Easter 
weekend. 

9 COMMBANKS Cash Handouts – 40 
Commonwealth Bank ATMs started dispensing large 
amounts of cash. 

10 Supermarket Good Friday – Computer glitch 
opened a Hamilton New Zealand supermarket on 
Good Friday with no employees in sight. 

 

Professional Development 
2011 System Safety Conference 

A survey was undertaken at the 2011 System Safety 
Conference to gather feedback from delegates. Some 
30% of the delegates responded to the survey in 
relation to the conference arrangements (location, 
venue, registration process, and conference dinner) 
and the technical content (relevance of topics, quality, 
professional development, and networking benefit). 

The results of this survey are depicted below: 
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Overall Conference Arrangements
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2011 System Safety Conference – Conference 
Arrangements 

Presentations / Networking / Prof Development
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2011 System Safety Conference – Quality of 
Presentations, Networking & Professional Development 

------------------------------------------------------------ 

Introduction to System Safety 

 
For the seventh consecutive year, the aSCSa and the 
ANU facilitated the University of York’s High Integrity 
Systems unit’s 5 day intensive course on Introduction to 
System Safety Engineering and Management.  The 
course is an elective within the ANU Masters of 
Software Engineering program and industry participants 
are encouraged to attend through advertising by 
aSCSa.  

This year there were 15 participants. There were 12 
MSE students (39 in 2010) and 5 industry participants 
(11 in 2010). Over the seven years 242 people have 
undertaken the course. 

Industry support for the course has been waning in 
recent years. Possible explanations are the relatively 
small size of the safety-critical industry and competition; 
Engineers Australia now offer a similar course (see 
advert). The low industry participation makes it difficult 
for our course co-facilitator, the Australian National 
University, to argue their business case. Given the 
costs involved the ANU has advised that they will no 
longer co-host this course. They are however open to 
proposals for a lower cost risk course option. 

Course Participation
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System Safety Engineering Master Class 

Engineering Education Australia (EEA), on behalf of Engineers 
Australia in partnership with AMOG Consulting, offer a System 
Safety Engineering. This five day intensive master class 
delivers the critical aspects of system safety engineering and 
management. The key delivery areas of system safety 
engineering, development and maintenance of the safety 
case, hazard identification/analysis and risk reduction, and 
software safety management, are brought to life by detailed 
case studies, practical trouble shooting and real life worked 
examples. 

For details of future courses see EEA website. 

 

New Australian Standard 
In March 2011, the Council of Australian Standards, on 
the recommendation of the IT-006 committee (Industrial 
Process Measurement, Control and Automation) 
approved the issue of AS 61508 -2011, Parts 1 to 7. 

This suite of standards mirrors the international 
standard IEC 61508. 

The membership of the IT-006 committee includes 
representatives from both the ACS and aSCSa. For 
information regarding the sale and distribution of 
Standards contact: 

SAI Global Limited: 
Email: sales@saiglobal.com, 
Web: www.saiglobal.com 
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Air France 447: What the 
Black Box Tells Us 

 

Air France flight 447 crashed into the Atlantic Ocean on 
May 31, 2009, killing 228 people. 

Below is an explanation of the BEA findings by CNN. 

(CNN) -- The Air France flight from Rio de Janeiro to 
Paris plunged into the Atlantic because the aircraft's 
speed sensors gave invalid readings, France's Bureau 
of Investigation and Analysis (BEA) said Friday. 

The report findings said the aircraft climbed to 38,000 ft 
when "the stall warning was triggered and the airplane 
stalled." 

The report said the speed displayed on the left primary 
flight display were "inconsistent" with those on the 
integrated standby instrument system (ISIS). 

The aircraft experienced some "rolling" before stalling 
and then descending rapidly into the ocean. The 
descent lasted 3 minutes and 30 seconds and the 
engines remained operational, said the report. 

What caused the Air France crash? 

At the time of the descent, the two co-pilots and captain 
were in the aircraft cockpit. 

Richard Quest, CNN's aviation expert, said: "For 
whatever reason the aircraft speed sensors failed and 
the A330 went into a high altitude stall. The pilot's 
actions were unable to recover the aircraft and some 
might say, made the bad situation worse. 

"The actual falling from the sky will have been horrific. 
This plane fell out of the sky." 

All 228 people aboard the Airbus A330 Flight 447 from 
Rio de Janeiro to Paris were killed on June 1, 2009. 

Air crash investigators at the Paris-based BEA have 
been working on the theory that the speed sensors, 
known as pitot tubes or probes, malfunctioned because 
of ice at high altitude. 

The report quotes the pilots - who were not named - 
and reveals that they were aware of the upcoming 
turbulence and storm. 

Two hours and six minutes into the flight, one of the co-
pilots, referred to as PF, called the cabin crew, telling 
them that: "In two minutes we should enter an area 
where it'll move about a bit more than at the moment, 
you should watch out... I'll call you back as soon as 
we're out of it." 

The report said that two hours and 10 minutes into the 
flight, "The autopilot [and] then auto-thrust disengaged," 
and co-pilot PF said: "I have the controls." The report 
said the stall warning sounded twice in a row. 

At two hours and 10 minutes into the flight the other co-
pilot, referred to as PNF said: "So, we've lost the 
speeds." A second later the stall warnings sounded 
again the report said. 

At about this time, "The speed displayed on the left side 
increased sharply," the report said. The aircraft was 
then at an altitude of about 37,500 ft. 

The report said that at this time co-pilot PNF tried 
several times to call the captain back to the cockpit. 

The aircraft then climbed to 38,000 ft and at around two 
hours 11 minutes and 40 seconds into the flight, the 
captain re-entered the cockpit. During the following 
seconds all of the recorded speeds became invalid and 
the stall warning stopped, the report said. 

Co-pilot PF said "I don't have any more indications” and 
the co-pilot PNF said "we have no valid indications". 

About a minute later co-pilot the PF said "We're going 
to arrive at level one hundred". About fifteen seconds 
later, the data recorder indicated "simultaneous inputs 
by both pilots on the sidesticks." 

The recordings stopped at 2 hours 14 minutes and 28 
seconds into the flight. 

Earlier this week French air crash investigators said 
they would be able to identify two bodies recovered this 
month from the crash site. 

AF447 stalled but crew maintained nose-up 
attitude 

French investigators have disclosed that the crew of Air 
France flight AF447 maintained nose-up inputs to the 
aircraft even after the Airbus A330 entered a stall. 

The inquiry has also revealed that the pilots set engine 
thrust variously to go-around power and idle as they 
battled to rescue the jet. 

In an update to the loss of the A330 over the South 
Atlantic two years ago the Bureau d'Enquêtes et 
d'Analyses has detailed the last few minutes of the 
flight. BEA said the aircraft climbed from its cruise 
altitude of 35,000ft towards 38,000ft and stalled, but 
added that the flying pilot "maintained nose-up inputs" 
to the controls. 

BEA confirms that the captain had left the cockpit to 
rest, about eight minutes before the emergency on 1 
June 2009, having discussed with the relief crew 
possible turbulence ahead of the aircraft. 

The pilots altered course slightly, about 12° to the left, 
and as turbulence increased they opted to reduce 
speed to Mach 0.8. 

About 2min later the aircraft's autopilot and auto-thrust 
disengaged, and remained so for the rest of the flight. 
This would have put the jet into 'alternate' law, meaning 
it lost its angle-of-attack protection. 

The aircraft began to roll to the right, and as the pilot 
made a nose-up left input, the A330's stall warning 
sounded twice - an indication that the aircraft had 
exceeded a critical angle-of-attack threshold. 
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The primary flight display on the captain's side showed 
a "sharp fall" in speed from 275kt to 60kt, and the 
aircraft's angle of attack "increased progressively" 
beyond 10°. 

While the jet had initially been cruising at 35,000ft, 
investigators stated that the aircraft climbed, with a 
vertical speed of 7,000ft/min, heading towards 38,000ft. 

The pilot made nose-down inputs as well as inputs for 
left and right roll. The vertical speed fell back to 
700ft/min, the displayed speed "increased sharply" to 
215kt, and the angle of attack reduced to 4°. 

In its update the BEA said the non-flying pilot "tried 
several times to call the captain back". 

There was another stall warning and the BEA said the 
stall warning sounded again. The thrust levers were 
positioned for take-off/go-around power but the flying 
pilot "maintained nose-up inputs". 

Angle of attack continued to increase, it added, and the 
trimmable horizontal stabiliser increased from a 3° 
nose-up position to 13° nose-up - where it stayed for 
the rest of the flight. 

The aircraft reached 38,000ft - its maximum altitude - 
with its angle of attack having increased to 16°. 

AF447's captain returned to the cockpit - just 90s after 
the autopilot had disengaged - by which time the 
aircraft had started its fatal descent. 

As it passed through 35,000ft the angle of attack 
increased to more than 40° and the A330 was 
descending at 10,000ft/min. Its pitch did not exceed 
15°, its engine power was close to 100% of N1, and the 
jet oscillated with rolls of up to 40°. 

"The [flying pilot] made an input on the sidestick to the 
left and nose-up stops, which lasted about 30s," said 
the BEA. 

Just 20s after the captain returned to the cockpit, said 
the BEA, the thrust levers were set to the 'idle' position, 
with the engines delivering 55% of N1. 

Measured angle of attack values, the BEA pointed out, 
are only considered valid when the measured speed is 
above 60kt. It said that the angle of attack, when valid, 
always remained above 35°. 

AF447's had turned almost a three-quarter circle to the 
right during the emergency, and - having descended for 
3min 30s - it struck the ocean surface with a ground 
speed of just 107kt, a nose-up pitch attitude of 16.2°, 
with a heading of 270°. 

BEA stated that the aircraft stalled but that the inputs 
from the flying pilot were "mainly nose-up". It added that 
the engines "were operating and always responded to 
crew commands". 

Ed Note – There continues to be much speculation as 
to the circumstances of the crash; the facts released 
thus far in the official reports seem to raise more 
questions than they answer, if the news articles 
published is any guide. Was the plane’s altitude near its 
maximum for weight and speed? There appears to 
have been some attempt to navigate through around a 

tropical storm. Did they get caught and were forced to 
fly through the storm. Did the plane get caught in an up-
draft and stalled? Hopefully more official information will 
be released which will end speculation and hopefully 
provide valuable learning to ensure there is no 
reoccurrence. 

 

Redundancy and System 
Safety: An Ongoing Debate 
By David M. Clarke, Derby, UK 

Introduction 

Redundancy has long been used as a design technique 
to increase reliability.  While engineers have always 
been aware of limitations associated with redundancy, 
the level of criticism, debate and controversy about its 
effectiveness has intensified over the last two decades.  
Discussions have been driven by differing technical 
opinion and observed failures of redundancies in 
accidents and incidents, such as the railway accident at 
Clapham Junction in the United Kingdom, the crash of 
United Flight 232 in the United States, and the 
computer crash on the International Space Station 
(reported in this newsletter, December 2007). The 
recent nuclear accident at Fukushima in Japan (Figure 
1), where failure of standby back-up power supply 
played an important role, is a further example. 

After providing some brief background on redundancy, 
this article describes the general areas of debate 
concerning its application in design, outlines three 
specific debates focusing on particular forms of 
redundancy, and concludes with some comments on 
appropriate use of the technique. 

 

Figure 1:  Fukushima Daiichi Nuclear Power Station 
(courtesy of Tokyo Electric Power Co., TEPCO) 

Redundancy 

Redundancy may be defined as the provision of more 
than one means of performing a required function.  
Redundancy can be full or partial, active or standby 
(Figure 2), and can be used at component or system 
level. 

Examples of practical uses of redundancy in different 
types of systems (mechanical, software and human 
systems respectively) are: 
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 Two or more redundant pumps, either identical or 
diverse; 

 N-version programming; 

 A supervisor check of an operator action. 

Redundant systems are subject to dependent failures. 
Means of guarding against such failures include 
diversity (dissimilar means of achieving the same 
function) and physical separation of items by distance 
or barriers. 

 
Main unit 

 
Standby 

unit 

 
Figure 2: Standby redundancy 

Areas of Debate 

The debate about redundancy has focused on issues 
such as susceptibility to dependent failures, cost, 
complexity, false sense of security, and the distinction 
between reliability and safety.  Each of these topic 
areas is outlined below. 

Different types of dependent failure represent an 
important limitation on redundant systems.  To 
illustrate, a redundant hardware system may fail as a 
result of loss of a common power supply or a design 
error affecting multiple components.  Critics have 
suggested that redundancy ‘backfires’ through common 
cause failures.  In this view, common cause failures are 
seen as undermining redundancy, which is therefore 
regarded as an ineffective system design technique.  
Hoepfer et al (2009) present an analysis suggesting 
that, while caution about the benefits of redundancy is 
warranted, unqualified criticisms of redundancy are 
inappropriate.  Rather, the value of redundancy should 
be viewed as contingent on the prevalence of common 
cause failures, the level of redundancy considered, and 
cost-benefit.  Where redundant systems are used, a 
key part of the design effort is the identification and 
minimization of common cause failures. 

In hardware systems, redundancy can give rise to a 
variety of costs, including costs of redundant or diverse 
components and of additional power equipment, spares 
and maintenance.    There can also be penalties from 
increased size and weight.  Similarly, in software and 
human systems, extra resources are required to 
develop redundant and diverse system elements.  For 
example, multi-version programming gives rise to costs 
of producing the extra version(s). 

A criticism made of the use of redundancy in design is 
that its use can increase the complexity of the system.  
The concern is that increased complexity may result in 
failures, defeating the purpose of redundancy. 

Another concern is that, when the limitations of 
redundancy are not recognized, its use can lead to a 
false sense of security.  Different groups of people, 

such as managers and operators, may perceive a 
system to be more reliable or safe than it actually is. 

Reliability and safety overlap but they are not identical.  
Redundancy is aimed at increasing reliability.  While 
improving reliability often improves safety, neither 
redundancy nor design for reliability in general can be 
considered a complete solution for system safety. 

Three Specific Debates 

Particular implementations of redundancy that have 
been the subjects of debate include N-version 
programming, redundancy in organizations, and a 
specific implementation of human redundancy in the 
form of pre-specified, routine checks. 

In N-version programming, two or more functionally 
equivalent programmes are developed independently to 
fulfil the same specification.  The N programme 
versions are executed in parallel and results obtained 
by voting on the outputs from the different programmes.  
One view is that N-version programming may result in 
highly reliable software, even in the absence of 
extensive testing (therefore leading to a net cost-
saving), by virtue of the independence of programming 
efforts and uncorrelated errors in results of individual 
programmes. 

However, those with a more cautious perspective point 
to evidence that different teams who generate different 
versions in multi-version programming do not create 
software that fails independently (Leveson, 1995).  For 
example, different programmers tend to make mistakes 
in the same, more difficult parts of a problem.  One 
experiment (Brilliant et al, 1990) found that versions 
using different algorithms and containing different 
programming errors still failed on the same inputs. 

In the 1990s, there was an intense debate among 
social scientists about the value of redundancy in 
organizations.  Researchers with a positive view of 
redundancy in human and technical systems saw it as a 
critical factor in avoiding accidents.  Critics, however, 
pointed to various problems with the technique (Sagan, 
1994), including: 

 Redundancy can increase system complexity and 
opacity and can lead to hidden common cause 
errors; 

 The reliability of individuals may be reduced with 
respect to a given function if they know their errors 
may be caught by another individual; 

 Redundancy in an organization may be built where 
it is unhelpful. This may result from political 
influences, such as the desire to add resources and 
power to an organizational sub-unit. 

Closely related to the discussions within the social 
sciences about redundancy in organizations is the 
debate within the system safety engineering and human 
reliability communities about the value of routine 
checking.  An example of this form of redundancy is a 
supervisor check of work carried out by an operator or 
maintainer.  Typical concerns include: 

 Checks may be neglected for various reasons, 
such as high supervisor workload; 

 An operator’s knowledge that his or her work will be 
checked may reduce human reliability; 
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 The supervisor may have an expectation that work 
will be carried out successfully and so omit checks 
or not carry them out with sufficient thoroughness. 

The effectiveness of checks is influenced by numerous 
factors.  Besides those identified above, others include 
clarity of responsibility for checking, presence or 
absence of alerting factors to indicate success or failure 
of an operator action, and prevalence of common cause 
errors.  Where the net effect of all such factors is 
favourable, a worthwhile (though usually quite small) 
increase in reliability should result.  However, if the 
status of such factors is sufficiently adverse, checks 
may provide little benefit. 

Conclusions 

Redundancy is a simple concept but, as highlighted by 
ongoing debates, there are many pitfalls, costs and 
constraints associated with its implementation in 
practice in different types of systems.  While the 
purpose of this article is not to resolve all questions 
about redundancy, an appropriate general stance is to 
acknowledge the potential for reliability improvement it 
offers, recognize the associated limitations (especially 
dependent failures), and in a given design assess the 
desirability of redundancy as one technique amongst 
others for achieving reliability.  Examples of other 
techniques are over-design, timed replacements, 
testing and debugging of software, and human error 
prevention approaches.  In a safety context, recognition 
of the difference between reliability and safety is crucial.  
While improving reliability through redundancy or 
alternative means is often helpful, other different 
approaches such as inherently safer design should also 
be considered. 
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Don't forget to be afraid, 
managers warned 

Source:  OHS Alert (www.ohsalert.com.au) 

Date:  Wednesday, 08 June 2011 

Employers that have gone a long period of time without 
a major incident must not become complacent or allow 
their safety systems to "deteriorate", a researcher has 
warned in a new study on the Montara oil spill. 

"People can forget to be afraid," says Dr Jan Hayes, of 
the Australian National University School of Sociology, 
in the working paper Operator Competence and 
Capacity – Lessons from the Montara Blowout. 

"If time passes without a safety incident, people can 
lose an appreciation of how company safety systems 
were intended to work and safety controls can 
deteriorate." 

In August 2009 a blowout at the Montara Wellhead 
Platform in the Timor Sea caused what has been 
described as the third largest oil spill in Australian 
history. 

Hayes says decisions made by PTTEPAA (PTT) - the 
company that operated Montara - on well containment 
prior to the incident revealed an astonishing degree of 
overconfidence on the part of all involved, a serious 
lack of understanding of basic well-control 
requirements, and a substantial disregard of the 
hazards involved in well operations. 

"All PTT personnel seemed to be of the view that, if a 
problem were developing, then they would get some 
clear warning which would be obvious even to people 
who were not actively looking for such warning signs," 
she says. 

"In fact, accident analysis usually demonstrates that 
accidents occur for the most banal reasons and that 
warning signs are difficult to spot even for those who 
are actively looking for them." 

Prevailing attitude of "forging ahead" 

Hayes says that even the most experienced and 
diligent individuals make errors on occasions, but 
properly designed and managed systems will identify 
and respond to individual errors so that catastrophic 
consequences can be averted. 

PTT lacked such systems, and the combination of 
many poor individual decisions had "profound 
consequences", she says. 

Hayes found that Montara personnel seemed to have 
"lost touch" with any sense of the dangers they faced.  

Most of them were on the rig at the time of the incident 
and could easily have died as a result of the blowout, 
yet they showed no appreciation of that potential, she 
says. 

"The prevailing attitude was apparently one of forging 
ahead regardless." 

Hayes says that research on high-hazard organisations 
has "highlighted the value of shared stories about past 
failures as a way of keeping alive the level of respect 
that is necessary in order to make effective decisions in 
these circumstances". 
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"It seems likely that a 'fly on the wall' at PTT would not 
have heard such stories, but rather talk of operational 
priorities and cost savings." 

Lack of active supervision key to failure 

The study also found that critical activities were 
conducted on Montara without supervision.  

This was a "key failing on the part of the organisation 
as a whole", Hayes says. 

"The principle of active supervision is that employees 
take their cue as to what is important from what their 
superiors pay attention to," she says. 

"If no one ever asks about well control barriers being in 
place or checks that integrity tests have been done in 
accordance with written requirements, then the 
message given is that these issues are less important 
than other factors that do receive management 
attention." 

Hayes concluded that the PTT lacked an understanding 
of basic safety concepts. 

She says this was revealed by its "failure to appreciate 
the need to separate operational and technical 
assurance functions and the need to supervise staff, 
and the failure to set firm standards that cannot be risk 
assessed away under pressure of cost pressures or 
immediate operating priorities". 

 

NOPSA Issues Safety Alert 
In December 2010, the National Offshore Petroleum 
Safety Authority (NOPSA – www.nopsa.gov.au) issued 
Safety Alert 45 after encountering a number of 
instances, in a diverse range of applications, where 
Operators have introduced equipment or systems that 
have potential weaknesses in the design of their safety-
related control systems. 

They encountered operators who have been unaware 
of the significance of control systems as control 
measures against potentially major dangerous events, 
and have consequently not used appropriate safety 
management techniques in their design and operation. 

The alert goes on to say: 

The use of programmable control devices is 
increasingly prevalent throughout industry 
due to their inherent flexibility and relatively 
low cost. While this flexibility can result in 
risk reduction unachievable by other 

means, without adequate precautions it can 
also introduce other risk factors. These 
other risks may not be as visible, and can 
remain undetected for long periods, until 
manifesting themselves as a Dangerous 
Occurrence or an accident event. 

The alert defines a safety-related system to be one 
where a failure could create a hazard which may result 
in an accident or dangerous occurrence. 

In the alert, NOPSA draws attention to control systems 
where programmable devices are used. Such devices 
include programmable logic controllers, smart 
instruments, computer-based safety management 
systems, motor drives and any other devices containing 
microprocessors. 

To support this safety alert, NOPSA issued a Technical 
Safety Bulletin: “Functional Safety in the Australian 
Offshore Petroleum Industry”, in March 2011. 
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