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ACS Certified? 
But are you 
legal? 

 
Do you consider yourself as an ICT professional? Do 
you develop, modify, test and support computer 
software, hardware and communication technologies? 
Does your work encompass software applications, 
databases, websites, mission critical systems, 
networks, servers, personal computers and peripheral 
devices? If yes, then if you perform this work in 
Queensland or your clients are in Queensland, then 
you may be in breach of Queensland statute law, 
specifically the Professional Engineers Act. 
Both Engineers Australia and Professionals Australia 
have identified this work as an “engineering service”. 
Both are also accredited assessment entities for the 
Board of Professional Engineers of Queensland (the 
Board) in relation to this work. 
The ACS is not an accredited assessment entity with 
the Board. It is unknown if a Certified Professional 
certification by the ACS would be sufficient to satisfy 
the assessment requirements for registration in the 
area of Information, Telecommunications and 
Electronics by Engineers Australia or in the area of 
Information Technology and Telecommunications by 
Professionals Australia. Some pathways to CP may be 
sufficient. In any case the minimum 30 CPD hours to 
retain CP accreditation is well short of the 150 hours 
over three years required for engineering registration. 
The Act prohibits the provision of an “engineering 
service” in Queensland or for Queensland by other 
than someone who is registered in accordance with the 
Act, or is directly supervised by someone who is so 
registered. 
The Act allows for the prosecution for performing 
“engineering” work whilst not registered for that work. 
The Act also allows prosecution of those registered 
who fail to act professionally in undertaking this work. 
This can result in significant monetary fines and/or jail 
terms if the prosecution is successful. The penalties 
are considerably harsher than the sanctions imposed 
on CP’s by the ACS. 
Both the Victorian and Western Australian state 
governments are currently considering adoption of a 
professional engineering registration scheme modelled 
on the Queensland legislation. 
The ACS Professional Standards Board, the ACS 
Computer Systems and Software Engineering Board 
and the ACS Telecommunications Board need to 
perhaps revisit the ACS certification scheme with 
respect to statute law. If being ACS certified limits 

ability to practice, then it is unlikely to become and 
remain the pre-eminent recognition for ICT 
professionals. The involvement of the aSCSa in the 
ACS proposal (see article ACS Certification & SFIA) to 
extend their certification scheme to system safety will 
hopefully address this anomaly. 

 

6th Australian System Safety 
Conference a success! 
The sixth two-day Australian System Safety 
Conference and the 21st conference hosted by the 
aSCSa, was held in May 2016 at the Crowne Plaza 
Hotel in Adelaide. The conference attracted an 
attendance of 45 and included representatives from the 
USA and Germany. 

 
ASSC 2016 – Crowne Plaza, Adelaide 

The theme of the conference was Safety and Security 
in Critical Infrastructure and Systems. Critical 
infrastructure and systems are expected to manage 
complex and uncertain environments, containing both 
natural and man-made hazards, to ensure a high level 
of continued service. The intrinsic hazards range from 
natural disasters to terror and cyber-attack, as well as 
system design hazards. Developers, owners, operators 
and maintainers of such infrastructure and systems are 
expected to apply an integrated approach that 
combines safety, security, resilience and operability 
disciplines; with a particular focus on prevention, 
mitigation and recovery of adverse system 
occurrences, all while meeting challenging 
performance targets.  

Continues Page 2 
 

http://www.legislation.qld.gov.au/LEGISLTN/CURRENT/P/ProfEnginA02.pdf
https://www.engineersaustralia.org.au/chartered/RPEQ
https://rpeng.org.au/
http://www.bpeq.qld.gov.au/
http://www.bpeq.qld.gov.au/
https://www.acs.org.au/__data/assets/pdf_file/0019/26416/acs_cp_chart2_3.pdf
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From the Chair 
The association is proud of another successful and engaging 
conference. The attendance numbers may have been at a low 
point in the cycle, but the content quality, interest levels and 
above all the community sharing was as high as it has ever 
been. With the crossroads of safety and security as the focus - 
we found that the knowledge, standards and awareness are 
accessible with the challenges becoming more pressing with 
increasing integration of systems, data and levels of 
automation. Nonetheless the industrial maturity and practice of 
system security engineering in Australia perhaps leaves a lot 
of room for improvement.   

Thus the timing is more than ripe for the commissioning of the 
ACS safety-critical systems certified professional framework 
and perhaps thereafter cyber security. As described herein, 
the foundation elements are already well formulated but there 
are complexities to the path ahead and the utility of the 
resultant certification. Your association will be deeply invested 
in this process. 

Finally I’ll acknowledge the dedication and service of our 
retiring past committee members Kevin Anderson and Rob 
Worthington, who’ve both contributed valuably for many years. 
Kevin in particular since the earliest days of the association. 
The rest of the committee know what dedication is required to 
keep this up and moving forward. 

I commend the reading, information and thoughts presented in 
this biannual newsletter, and encourage your continued 
support for the Australian Safety Critical Systems Association 
through contributions to the annual conferences, training 
opportunities and sharing with your professional community. 
Remember - volunteers and committee associates are always 
welcome to help do more in furthering understanding and 
ideas in the application of this profession. 

BJ Martin 
Chairman aSCSa 
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Association Matters 
National Committee 
BJ Martin Chairman (ACT) 
Clive Boughton Immediate Past Chairman (ACT) 
Luke Wildman Secretary (QLD) 
George Nikandros Treasurer (QLD) 
Drew Rae (QLD) 
Holger Becht (QLD) 
Tariq Mahmood (VIC) 
Derek Reinhardt (NSW) 
Web Site www.safety-club.org.au 

 

The term of the current committee expires 30 June 
2016 but will remain in place until the 2016 Annual 
General Meeting to be held later in the year. 
Nominations are now open. The Chairman for 2016-17 
was elected by the outgoing Committee at the 
Committee meeting held on May 25, 2016 in 
accordance with the Constitution; BJ Martin will 
continue as the 2016-17 Chairman. The committee 
members will be confirmed at the 2016 Annual General 
Meeting. 

Committee retirements 

Rob Worthington advised prior to the January 18 
Committee Meeting & AGM that he could not continue 
as a committee member due to unforeseen work 
commitments. 

Kevin Anderson joined the then ACS National 
Technical Committee on Safety Critical Systems in 
1998, chaired that committee between 2000 and 2002, 
and took on the Secretary role when the aSCSa was 
formed in 2002. Kevin formally “retired” from the 
committee at the January 18 Committee Meeting & 
AGM. 

 

Research Award 

 

In the December 2006 
Newsletter, the aSCSa 
announced the establishment of 
student research award. The 
rules governing the award and 
associated forms are available 
from the aSCSa website. 

The purpose of this annual award is to encourage 
Australian research in the science of software/system 
engineering or the application of that science for 
safety and/or mission critical software-intensive 
systems. At $5000, it is a substantial award. 

The nominated closing date requirement has now been 
removed; nominations can now be made any time. 

http://www.safety-club.org.au/
http://www.safety-club.org.au/content/view/14/17/
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Bulletin Boards etc 
ACM Risk Forum on Risks to the Public in Computers 
and Related Systems – http://catless.ncl.ac.uk/Risks. 

Safety-Critical Mailing List Forum formerly hosted by 
the University of York is now hosted by the University of 
Bielefeld. Need to join using the form located at System 
Safety Info Page for access. 

For more information about the Society for Risk 
Analysis please visit: 
 http://www.acera.unimelb.edu.au/sra/ 
 
Drew Rae’s Podcast DisasterCast.co.uk 

2016 System Safety 
Conference 
From Page 1 

The aim of the conference was to explore the harmony 
and conflicts in making systems safe and secure. 
These two domains are often treated as separate 
domains but incidents are increasingly occurring which 
requires safety and security to be considered together. 

According to John Barnes, AdaCore, Safety and 
security are intertwined through communication. An 
interesting characterization of the difference is: 

• Safety – the software must not harm the world 
• Security – the world must not harm the software 

Jens Braband (Siemens) highlighted in his keynote 
address that “Security” and “Safety” translate to the 
same word sécurité in French, and sicherheit in 
German. 

There was representation from a broad cross section of 
the safety-related industry; procurers, developers, 
safety assurance, government, academia, and private 
industry, associated with the defence, aerospace, civil 
aviation, and rail transport. 

Following up on a suggestion from last year’s 
conference for a workshop activity involving the 
audience, an exercise based on Google’s driverless car 
functions was included. A report on the exercise is 
included in this newsletter. 

The conference was supported by four sponsor 
organisations with seven sponsorships: 

• RGB Assurance 
• Nova Systems 
• Department of Defence (Capability Acquisition 

and Sustainment Group) (4) 
• Australian Computer Society (ACS) 

As had been the norm for conferences since 2002, this 
conference was supported by four keynote speakers 
from USA, Germany, UK and Australia, namely: 

• Dr. Patrick Graydon, ASA Langley Research 
Center, USA 

• Prof. Jens Braband, Siemens AG, Germany 
• Mr. Stephen Mellor, Industrial Internet Consortium, 

UK 

• Prof. Jill Slay, UNSW Canberra @ ADFA 

The conference was also supported by two pre-
conference tutorials: 

• IT Security based on IEC 62443 - Prof. Jens 
Braband, Siemens AG, Germany 

• What Every System Safety Engineer Should Know 
About Cryptography - Dr. Phil Cook, RGB 
Assurance, Australia 

More information about the conference, the papers and 
the tutorials can be found in the conference program. A 
number of the presentations are now accessible. 

The conference papers will be published under the 
CRPIT banner in due course. 
The aSCSa acknowledges the administrative support of 
ACS National Office and the ACS South Australia 
Branch. 
 

Professional Development 
Introduction to System Safety 

 
The now biennial University of York Course in 
conjunction with the ANU was held held in April, 2016. 

This year there were 49 participants. There were 28 
MSE students and 21 industry participants. Over the 
twelve courses since 2005, there have been a total of 
415 participants; 259 students, 156 from industry. 

 
Note that there was no ANU course in 2015. The 
aSCSa facilitated a course in Brisbane in September / 
October 2015. 

The next ANU course is in 2018. The aSCSa will 
consider hosting the course in 2017 and is seeking 
expressions of interest. For the course to proceed there 
would need to be at least 8 registrations, although this 
very much depends on the venue. 

The registration GST inclusive cost is expected to 
remain unchanged at $2970 (ACS and aSCSa 
members) and $3300 (non-members). 

http://catless.ncl.ac.uk/Risks
https://lists.techfak.uni-bielefeld.de/mailman/listinfo/systemsafety
https://lists.techfak.uni-bielefeld.de/mailman/listinfo/systemsafety
http://www.acera.unimelb.edu.au/sra/
http://disastercast.co.uk/
http://www.adacore.com/uploads_gems/Ada_Safe_and_Secure_Booklet.pdf
http://www.asssc.org/2016/program.htm
http://www.assc2016.org/program.htm
http://crpit.com/
http://www.anu.edu.au/
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ACS Certification and SFIA 
In June 2016, the ACS launched an advertising 
campaign for its Certified Professional scheme. At 
ASSC2016, Prof Paul Bailes, the ACS Vice President 
(Academic Boards) spoke about a proposal under 
consideration to include CP coverage to the safety and 
mission critical operational technology (OT) domains. 

According to the ACS Website, certification is official 
recognition of an ICT professional. It is intended to 
provide recognition as afforded to other professional 
disciplines such as accounting, engineering and law, 
bringing the rewards of global job opportunities and 
better remuneration. Certification also provides official 
recognition of one’s competencies to potential 
employers, rather than relying only on references. 

The Skills Framework for the Information Age (SFIA) 
has been adopted by the ACS as the foundation for the 
professional grades, accreditation and programs of the 
ACS. It is a common framework which allows an 
international understanding of what an ICT role actually 
involves and identifies the skills required. The pathways 
of attaining CP status are based on SFIA. 

The following is sourced from the SFIA Website. 

What is SFIA? 
SFIA is a practical resource for people who manage or 
work in information systems-related roles of any type. It 
provides a common reference model in a two-
dimensional framework consisting of skills on one axis 
and seven levels of responsibility on the other. It 
describes professional skills at various levels of 
competence. It also describes generic levels of 
responsibility, in terms of Autonomy, Influence, 
Complexity and Business Skills.  

A common language for skills in the digital world 

SFIA gives individuals and organisations a common 
language to define skill, abilities and expertise in a 
consistent way. Clear language, avoiding technical 
jargon and acronyms, makes SFIA accessible to all, 
including Human Resources and Learning and 
Development professionals. It can solve some of the 
common translation issues that hamper communication 
and effective partnerships within organisations and 
mixed teams. 

It helps describe business needs and to assess your 
workforce’s ability to meet those needs.  

By defining core competencies as professional 
standards, SFIA helps organisations create roadmaps 
and development plans where both they and their 
employees can recognise a pathway to success and 
improvement. 

With the widespread use of SFIA today, this consistent 
approach aligns the way recruitment seeks talent with 
the way an individual can demonstrate the right fit for 
the right role. 

And consistency means that SFIA works well for both 
large and small organisations: they share an approach, 
a vocabulary, and a focus on skills and capability. 

Who is it for? 
Individuals can map their current skills and 
experience, identify their goals, and plan their 
professional development journey. The mapping of 
higher-education courses, qualifications, professional 
memberships, and training courses helps individuals 
and their managers to choose the right actions and 
activities to support the development they need. SFIA 
can help in the creation of Job/Position Descriptions 
and in advertising vacancies, and helps individuals to 
identify opportunities which match their skills and 
experience. 

Organisations use SFIA for overall resource 
management. It can be used to quickly provide a 
baseline of the capability of the organisation, specific 
departments, teams, professional communities or 
individuals, and to identify skills gaps. SFIA describes 
the skills and levels of competency needed to operate 
effectively – ensuring that individuals can do their jobs 
properly, supporting the achievement of business and 
customer outcomes. Organisation structures, salary 
banding and benchmarking can be aligned to SFIA, 
facilitating a link to the skills and experience, focusing 
on the required capabilities and the value delivered. 

During Recruitment SFIA helps employers to more 
accurately describe what they need, in language that 
potential employees understand. It helps move away 
from an over-reliance on certificates and qualifications 
that often only confirm a theoretical understanding of 
the relevant areas, and towards specifying competency 
based on having the right skills and an appropriate level 
of experience and responsibility. 

SFIA-based role profiles and job descriptions reduce 
business risk, increasing the chances of recruiting and 
developing individuals with the optimum mix of skills, at 
the right level. This is good for the organisation and the 
individual – it reduces the churn risk when individuals 
feel ‘the job is not what they thought it would be’, or the 
organisation discovers they haven’t got the right set of 
skills to do the job effectively. 

Education bodies, universities, colleges and training 
providers map their offerings to SFIA, to ensure the 
most appropriate courses and certifications are 
selected for individuals, providing the knowledge they 
need, so they can apply it to help develop the skills they 
require at the right level. 

Professional bodies and membership organisations 
map SFIA to their membership levels, certifications, 
professional development and mentoring programmes. 
SFIA is used to identify suitable mentors, supporting 
knowledge and experience sharing and coaching 
activities. 

Conference and event organisers can identify the 
target audience by mapping to SFIA levels of 
responsibility, skill categories or individual skills and 
levels – so individuals can select the sessions which 
best match their development needs. 

ACS CP Accreditation 
To be accredited as a CP, the applicant needs to 
achieve SFIA level 5 in one of the defined 
specialisations for a period of time commensurate with 
academic qualifications and years of experience. 

http://findacp.acs.org.au/
https://www.acs.org.au/sfia-certification/acs-professional-standards-scheme
https://www.acs.org.au/sfia-certification
https://www.acs.org.au/__data/assets/pdf_file/0019/26416/acs_cp_chart2_3.pdf
http://www.sfia-online.org/en
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Of the 93 specialisations specified in the ACS CP 
pathway where SFIA level 5 is required, those 
considered specifically relevant to safety-related OT 
(Operational Technology), are “safety engineering” and 
“safety assessment”. 

Safety engineering 

Safety engineering is the application of appropriate 
methods to assure safety during all lifecycle phases of 
safety-related systems developments, including 
maintenance and re-use. These include safety hazard 
and risk analysis, safety requirements specification, 
safety-related system architectural design, formal 
method design, safety validation and verification, and 
safety case preparation. The defined SFIA levels for 
Safety engineering are 3, 4, 5, and 6; level 5 is the 
minimum for ACS CP certification. 

For SFIA Level 5, the competency requirements are: 

• Identification and analysis of hazards; 

• Ability to contribute to the identification and 
evaluation of risk reduction measures, ensuring 
these are adequately documented; 

• Able to specify safety-related systems 
architectures up to the highest safety integrity 
levels; 

• Able to develop and maintain project safety 
assurance plans, monitor compliance and ensure 
that safety assurance evidence is gathered for 
safety case preparation. 

For Level 6, the competency requirements are: 

• Take full responsibility for hazard analysis and risk 
assessment, safety-related system architectural 
design, safety assurance planning and 
compliance and safety case preparation on 
systems up to the highest safety integrity levels; 

• Take responsibility for the safety-related aspects 
of multiple complex or high safety integrity level 
projects, providing effective leadership to team 
members. 

Safety assessment 

Safety assessment is the assessment of safety-related 
software systems to determine compliance with 
standards and required levels of safety integrity. This 
involves making professional judgements on software 
engineering approaches, including the suitability of 
design, testing, and validation and verification methods, 
as well as the identification and evaluation of risks and 
the means by which they can be reduced. It requires 
the establishment, maintenance and management of an 
assessment framework and practices. The defined 
SFIA levels for safety assessment are 5 and 6; level 5 
is the minimum for ACS CP certification. 

For SFIA Level 5, the competency requirements are: 

• Participation in assessments up to IEC 61508 
Safety Integrity level 3 (or equivalent standard); 

• Undertake safety analyses on initial designs using 
HAZOPS, FMEA or similar methods. 

For Level 6, the competency requirements are: 

• Lead assessments up to IEC 61508 Safety 
Integrity level 4 (or equivalent standard) or 
participate in any level of assessment; 

• Determine assessment methods, techniques and 
tools that are to be used as appropriate to the 
integrity levels of the assessments undertaken. 

Retaining Certification 
A person must be an ACS Member before applying for 
certification. ACS membership is conditional on abiding 
to the ACS Code of Ethics. The rules of the ACS 
includes disciplining of members for failing to comply 
with, whether intentionally or unintentionally, any 
ethical, professional or technical standards published 
by the Society. The ACS certification guideline includes 
sanctions for those who fail to maintain or falsely claim 
CPD activities. However the penalties are limited to a 
loss of membership and/or certification. 

 

ACS & Cyber Security 

 
Prior to the July 02, 2016 Federal Election, the ACS 
asked our political parties in a Federal Election 
Manifesto to focus on five issues which the ACS 
believed are pivotal if Australia is to capture the benefits 
of digital disruption and ensure current and future 
generations do not get left behind. In each of these 
policy areas the ACS made a number of 
recommendations. 

The five key areas were: 
1. Digital skills and digital literacy 
2. Diversity 
3. Cyber security 
4. NBN (National Broadband Network) 
5. Policy framework 

Of particular interest to the aSCSa is cyber security. 
The ACS manifesto stated:  

“This area represents perhaps the biggest single threat 
to Australia fully capturing the opportunities of the 
information age. A more connected world means 
greater incentives to exploit and steal online information 
and with this, increased concerns around privacy and 
security. Key initiatives to combat this threat include 
ensuring we have the appropriate quantity of skilled IT 
cyber security specialists coming through our education 
and training systems, and also raising the awareness 
amongst Australians about the potential risks of the 
internet and educating them on ways they might protect 
themselves online.” 

The ACS Manifesto refers to the Australian 
government’s recently released cybersecurity strategy 
which notes: 

“As people and systems become ever more 
interconnected, the quantity and value of information 
held online has increased. So have efforts to steal and 
exploit that information, harming our economy, privacy 
and safety. Cyberspace, and the dynamic opportunities 
it offers, is under persistent threat.” 

https://www.acs.org.au/__data/assets/pdf_file/0005/7835/Code-of-Ethics.pdf
http://www.acs.org.au/__data/assets/pdf_file/0019/105607/ACS-June-2016-Election-Manifesto-FINAL.pdf
http://www.acs.org.au/__data/assets/pdf_file/0019/105607/ACS-June-2016-Election-Manifesto-FINAL.pdf
https://cybersecuritystrategy.dpmc.gov.au/assets/img/PMC-Cyber-Strategy.pdf
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The strategy document makes reference to “critical 
infrastructure”. 

“It is estimated that spending on cyber security of 
critical infrastructure in the Asia-Pacific region will reach 
US$22 billion by 2020, presenting a growing opportunity 
for Australia’s cyber security industry.” (Page 17)  

“Australia will continue to promote peacetime norms for 
acceptable state behaviour in cyberspace, which 
include that states should prevent and refrain from 
online activity that damages or impairs critical 
infrastructure.” (Page 42) 

ACS’s recommendations to the Federal Government 
with respect to cybersecurity are: 

• Address the shortage of cyber security professionals in 
the workforce through a series of targeted actions at all 
levels of the education system and in particular 
establishing centres of cyber security excellence in 
universities; 

• Implement a cyber security education and awareness 
campaign to help ensure all Australians understand the 
potential risks as well as the benefits of the internet and 
take appropriate action to protect themselves online; 

• Establish a Cyber Security Growth Centre with the 
private sector to promote cutting edge cyber security 
research and innovation and establish Australia as a 
world leader in the field. 

Professor Jill Slay, Director of the Australian Centre for 
Cyber Security, in her keynote speech at the 2016 
Australian System Safety Conference, spoke on the 
centres activities and the government’s strategy. It was 
clear that in relation to critical infrastructure and OT 
(Operational Technology) generally, much needs to be 
done. The preoccupation on privacy information 
security, identify theft, cyber bullying and cybercrime 
(ransoming) has left the topic of OT systems security 
largely ignored. STUXNET demonstrated that even 
systems not directly connected to the outside world can 
be attacked, albeit it this case by a sophisticated 
government agency. 

 

Cyber Security in Rail 
Source: Progressive Railroading Rail News article 
“Perspective: Cyber Derailed? Elements of a Sustainable 
Cyber Security Approach for Rail Systems” posted March 
2016 by Tom Poulsen. 

With the Internet enabling an increasingly connected 
world, protecting trains from cyber-attack is a 
challenging task. Becoming knowledgeable on the 
threats to rail systems, as well as achieving a good 
understanding of all cyber assets and data flows, is 
essential for protecting the complex and safety-certified 
systems in the rail industry from cyber-attacks. 

As reported in the June 2015 newsletter, in late 2014, a 
steel mill in Germany suffered massive damage as the 
result of a cyber-attack. Cybersecurity threats are very 
real, and anyone can become a target without apparent 
reason. 

Cyber-attacks on industrial automation and control 
systems have been recorded; the STUXNET computer 
virus that had targeted Iranian nuclear facilities is but 
one, although the most widely reported. 

Protecting trains from cyber-attacks is potentially a 
more challenging task than securing business 

information systems, as there are control systems 
collaborating on many levels and in different geographic 
locations. Train systems include SCADA applications 
controlling the power and the track side of things, and 
they usually involve long distances and complex 
interlocking scenarios with multiple operators. There 
are also on-board train applications controlling the train, 
local infotainments, and train-to-track and track-to-train 
data transfer applications. 

The article continues with discussion concerning safety 
system vulnerabilities, and cyber security knowledge 
and skills. 

So how do you protect complex and safety-certified 
systems from cyber-attacks? Security-related standards 
have been around for decades now, but the critical 
infrastructure (the operational technology) domain has 
been largely spared from cyber incidents. STUXNET 
was a compelling event to start paying attention. 
Standards regarding cyber security for all industries, 
including rail, are emerging from an impressive number 
of already existing security standards. IEC 62443 is one 
such standard which was the subject of a tutorial by 
Prof. Jens Braband, Siemens AG, Germany at the 2016 
Australian System Safety Conference. 

Standards aside, railroad asset owners must step up 
and invest in cyber security knowledge and skills. 

Tom Poulsen is Director of Rail Vertical – Americas for 
Westermo, a maker of Ethernet infrastructure solutions and 
network devices for trains, trackside, building automation and 
more. Westermo’s WeOS software provides a suite of Internet 
Protocol (IP) networking standards that allow resilient and 
flexible networks to be created, as well as multiple layers of 
security to provide protection against cyber-attacks at the 
network edge. 

 

Driverless Car Exercise 
During the 2016 Australian System Safety Conference, 
a “facilitated discussion” in the form of three mini-
workshops involving all conference delegates was 
hosted by Kevin Anderson (Kevin J. Anderson & 
Associates) and Clive Boughton (Software 
Improvements). The facilitated discussion, in keeping 
with the conference theme, related to safety and 
security of driverless cars. 

Scenario: The Driverless Car (DLC) – ISO 26262 Road 
vehicles – functional safety 

 
The picture has been copied from the Concept Car website: 
http://www.conceptcaronline.com/technology/google-
driverless-car-the-basics/ 

http://www.progressiverailroading.com/rail_industry_trends/article/--47546?utm_source=PRRailProductNews&utm_medium=emailAd&utm_campaign=PR2016RailProductNews-3/10/2016
http://www.conceptcaronline.com/technology/google-driverless-car-the-basics/
http://www.conceptcaronline.com/technology/google-driverless-car-the-basics/
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Introduction: The Press looks to conditional 
automation within five to ten years and eventual full 
automation (no steering wheel). There are many issues: 
collision algorithms, lane keeping, adaptive cruise 
control, active queue assist, electronic stability control, 
regulations, licensing, cloud control, mapping, time-
sensitivity, other users and transition to full systems.  
Can technology outperform humans? 

Approach: The facilitation covered three main phases of 
participation in three corresponding sessions: 

• Concept and scope – we reached a common 
understanding of DLC safety and security subject matter 
sufficient to meet the due diligence test of causation 

• Hazard and risk analysis – forming eight teams, the 
group addressed credible threats /vulnerabilities of DLC 
assets and simultaneously countered these through 
identification of controls (sensible precautions) so as to 
meet tests of foreseeability and preventability, where 
applicable, using HAZOP methodology to focus on the 
particular question of collision avoidance 

• Requirements – Finally, a group consensus was reached 
as to what must reasonably be done to reduce DLC risks 
‘So Far As Is Reasonably Practicable’ (SFAIRP), 
considering the ethical questions raised below. 

Ethical Questions 
• Could a dutiful unexpected stop cause a rear end 

collision? 

• Is it fair to hold manufacturers /programmers to a higher 
standard than humans? Humans are responsible for 
instinctive but bad split-second decisions. Programmers 
and designers have time to get it right and therefore 
bear some responsibility. 

• The runaway trolley (truck) is a classical dilemma.  
Would you let one person die to save a school bus? 
Programmers may face no-win situations and have to 
choose the lesser evil.  But can they kill to achieve such 
a trade-off? 

• Are autonomous cars obligated to save their 
passengers? Or should the car swerve off-road to avoid 
greater consequence?  Does the duty vary between 
public and private vehicles? 

• Will there be mega-accidents due to hacking?  Just 
about every other computing device has been hacked.  
How does the car respond to an attack – drive away, 
alert police, remain at scene? 

• Where are our privacy rights in the face of ubiquitous 
tracking and sensors? 

• Will we continue to kill 30,000 people in the US alone 
(Australia 1,100 fatalities)? 

 

Stakeholders: Following group discussion of 
causation, the conference delegates formed eight small 
teams of five persons each to document foreseeability 
and preventability. 

• Two persons represented the users (Devil’s 
Advocate/s) to focus on credible threats /hazards 
(red pens) 

• Two persons represented the providers (White 
Knight/s) to raise options for sensible precautions 
/controls (yellow pens)  

• One assessor (the Scribe) /reported judgements 
as to SFAIRP (green pen). 

Workshop 1 - Concept and scope 
Understanding the Driverless Car (DC) 
Inputs: Odometry, GPS, RADAR, LIDAR, image 
processor 
Process: Mission computer, Knowledge base, AI 
Digital network infrastructure, traffic commands, and 
updates 

 
Functional model used for the workshops 

Workshop 2 - Hazard and risk analysis 
Users (credible threats) 
Providers (sensible precautions) 

Due to the limited time each group considered only one 
credible threat relating to one particular functional part 
of the driverless car system. 

Workshop 3 – Requirements 
Assessors (decide and document) 

The facilitated workshops, produced some interesting 
and useful perspectives surrounding future 
safety/security considerations of driverless cars, and 
certainly raised more questions than answers about the 
practicability of DLCs.  Both facilitators were pleased 
that a very significant portion of the conference 
audience willingly took part in the workshops. The 
aSCSa Committee would like to see discussions 
continue surrounding the topics of safety and security in 
DLCs and to identify an effective way to inform 
manufacturers of such vehicles of the hazards that they 
must treat in order for their products to be acceptable in 
practice.  To that end some next steps are in order. 

Next Steps:  The aSCSa committee is keen to take a 
lasting output from the facilitated discussion.  The idea 
then is for the Committee to publish a Discussion Paper 
on Driverless Car safety and security and seek a wider 
audience - Engineers Australia (EA), Standards 
Australia IT006 Committee, Centre for Automotive 
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Safety Research, University of Adelaide, ARRB 
Australian Driverless Vehicle Institute, National 
Transport Commission, UK Motor Industry Research 
Institute, Motor Industry Software Reliability Association 
(MISRA), Safety-Critical Systems Club (SCSC), 
Institution of Engineering and Technology (IET). 

 

Tesla Autopilot Fatality 
On June 30, 2016 (USA time), Tesla Motors disclosed 
the first known death by self-driving car after learning 
that the US National Highway Traffic Safety 
Administration (NHTSA) announced that it was opening 
up an evaluation of Tesla’s Autopilot fitted to the Model 
S. 

 
The accident occurred on May 07, 2016 in Florida, 
USA. CleanTechnica provide a timeline and details of 
the accident. 

In summary the Model S whilst in Autopilot mode 
crashed into the side of an 18-wheeler tractor-trailer 
making a left hand turn across the path of the Model S. 

 

The car passed under the trailer and continued 
travelling. It went off the road to the south, hit two fence 
sections, and hit a power pole before coming to a stop. 
The driver was apparently killed instantly when the car’s 
roof was sheared off when passing under the trailer. 
The truck driver was uninjured. 

The car’s autopilot did not treat the tractor-trailer as a 
threat or obstacle to be avoided. Tesla indicated in 
subsequent remarks that the high and wide side of the 
truck was interpreted by the system as an overhead 
sign. 

The driver did not see it either; some suggestion he 
was fiddling with the DVD player. 

According to Tesla’s disclosure, “neither Autopilot nor 
the driver noticed the white side of the tractor trailer 
against a brightly lit sky, so the brake was not applied. 
The high ride height of the trailer combined with its 
positioning across the road and the extremely rare 
circumstances of the impact caused the Model S to 
pass under the trailer, with the bottom of the trailer 
impacting the windshield of the Model S.” 

 

 

System Safety Engineering Courses 

Engineering Education Australia (EEA), on behalf of Engineers 
Australia in partnership with AMOG Consulting, offer a System 
Safety Engineering. This five day intensive master class 
delivers the critical aspects of system safety engineering and 
management. The key delivery areas of system safety 
engineering, development and maintenance of the safety 
case, hazard identification/analysis and risk reduction, and 
software safety management, are brought to life by detailed 
case studies, practical trouble shooting and real life worked 
examples. 

Management Master Class 
Application Master Class 

For details and future course dates see AMOG 
Consulting or EEA website 

 

 

 

 

 

 

 

We thank our 2016 System Safety Conference Sponsors   

 

  
 

 

https://www.teslamotors.com/blog/tragic-loss
https://cleantechnica.com/2016/07/02/tesla-autopilot-fatality-timeline-facts/
http://www.eeaust.com.au/system-safety-engineering-management
http://www.eeaust.com.au/system-safety-application-master-class
http://www.amogconsulting.com/amog/index.php/training/system-safety-engineering-course
http://www.amogconsulting.com/amog/index.php/training/system-safety-engineering-course
http://www.eeaust.com.au/Engineering-Courses-Category.html
http://www.rgbassurance.com.au/
http://www.novasystems.com/
http://http/www.defence.gov.au/casg/
http://www.acs.org.au/
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