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The ever-increasing use of software-controlled 
systems in applications that have the potential to cause 
harm either directly or indirectly has resulted in the 
publication by the Australian Safety Critical Systems 
Association (aSCSa) of a set of philosophic principles 
that are intended to guide the design, development and 
acquisition of safety-related complex systems. 

Google’s driverless car project is one of many 
envisaged software applications. Imagine if half of all 
cars were driverless – would the roads really be safer? 
How many accidents have occurred because people 
relied on GPS navigation devices? 
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We have become so dependent on software 
technology that we increasingly take it for granted; it 
has pervaded modern life. As a result it is now more 
than likely that we would not be aware that our safety 
depends on such technology. But should we trust such 
systems so easily? Is there an application which would 
make us sit back and ask ‘is it safe?’ 

This is a newsletter of the Australian Safety Critical Systems Association. The opinions expressed within are not necessarily 
those of the Association or of the Editor.  Copyright for material included in this Newsletter remains with the Association and 
authors unless otherwise indicated. 

In the case of the Google car, it is not so much that the 
car itself is unsafe – albeit it is a complicated and as 
yet uncertified device – but rather that when embedded 
in a traffic system composed of human drivers, 
experiencing all types of weather and in the presence 
of adaptive traffic control systems, there is the potential 
for unpredictable patterns of vehicle behaviour to 
emerge. It is these emergent system properties that 
are difficult to predict and which provide conditions 
where software-controlled systems could fail. 

Google’s driverless car largely relies on GPS 
navigation. The vulnerability of GPS was spectacularly 
tested in June 2013, when a radio navigation research 
team from the University of Texas managed to take 
control of a ship’s sophisticated navigation system in a 
planned experiment. By feeding counterfeit radio 
signals to the yacht, the University of Texas team was 
able to drive the ship far off course, steer it left and 
right, potentially take it into treacherous waters, even 

put it on a collision course with another ship. All the 
time, the ship’s GPS system reported the vessel was 
calmly moving in a straight line, along its intended 
course. There were no alarms, no indication that 
anything was amiss. 

Whilst this highlights the vulnerability of GPS, it is the 
vulnerability of the software-based navigation system 
that is the more important issue. It would seem that the 
designers of that navigation system assumed that GPS 
was sufficiently trustworthy and as such provided no 
defences for such a threat. 
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There is no doubt that the yacht involved in the 
experiment – an $80 million, 210-foot super-yacht – 
would have other supporting navigation systems such 
as compass and maybe inertial navigation guidance. It 
would seem that any unintended course deviation 
could have easily have been detected and a warning 
issued at the very least. 
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CPD Events 

ASSC2014 
Melbourne Australia 28 - 30 May 2014 

Australian System Safety Conference 2014 - details of 
the conference, including the call for papers, 
registration and sponsorship opportunities can be 
found at www.assc2014.org. 

 

 

Systems and Software Safety 

The aSCSa is again hosting the University of York’s 
Introduction to System Safety at the Australian 
National University in April 2014. See Page 11 for 
details. Registration is now open. 

 

 

www.railsafetyconference.com.au 
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From the Chair 
Well!  The long awaited election is over, but not 
necessarily to everyone’s relief or outlook regarding 
business and other environment ‘improvements’!  My 
last report mentioned different influences concerning 
having time to ‘scratch myself’.  You may be interested 
to know, that only very recently have I had time to do 
so!  

Not a lot has happened since the last aSCSa 
newsletter, but a lot has been going on to prepare for 
2014! 

Firstly, you may be pleased to know that the joint 
aSCSa, Australian National University (ANU) and 
University of York (UoY) masters course on “Systems 
Safety Management” will be occurring for the tenth year 
in a row in 2014.  So, if you are interested in receiving 
some very good initial training on managing safety 
systems, then please put aside the week of April 7, 
2014. 

Secondly, arrangements for the Australian Systems 
Safety Conference (ASSC 2014) are well underway.  
This annual conference, jointly run by aSCSa and the 
Australian Chapter of SSS has been an unmitigated 
success for the past three years, and the program 
committee for ASSC 2014 is clearly looking to maintain 
that success.  The conference will be held in Melbourne 
at the RACV Club on 29-30 May, and a pre-conference 
tutorial day will occur on May 28 at the same venue.   

The theme of the conference is “Software safety: New 
challenges and solutions”.   

The call for papers has gone out, so please get your 
(virtual) pens and minds working and seriously think 
about putting (virtual) pen to (virtual) paper and either 
individually, or jointly, write a paper that will benefit not 
only the safety profession, but also the wider 
community.   

The great line-up of keynote speakers includes:  

 Nancy Leveson from MIT, 
 Dines Bjorner from DTU,  
 Colin O’Halloran From Oxford, and  

 Peter Lindsay from UQ. 

Nancy Leveson and Dines Bjorner will each be giving a 
half-day tutorial on May 28. 

Please go to http://www.asssc.org/conf2014/papers.htm 
to find out what you need to do to submit a paper, and 
also peruse other conference details.  

I’m really looking forward to 2014, and I hope you 
are too. 

Please have a Merry Christmas and Happy New 
Year for 2014. 

Dr Clive Boughton 
Chairman aSCSa 

 

Association Matters 
Annual General Meeting 
The 2013/14 Annual General Meeting was held on 
Wednesday, July 03, 2013 at the Australian Computer 
Society’s Victoria offices, at South Melbourne. There 
were six aSCSa members in attendance and five 
apologies. 

At the meeting it was announced that Clive Boughton 
was elected by the outgoing committee to continue as 
chairman. The only nominations for the 2013/14 
committee received were those of the outgoing 
committee members. The nominations for the 2013/14 
committee were accepted. 

The date for the next AGM was not set. 

National Committee 
Clive Boughton Chairman (ACT) 

Kevin Anderson Secretary (VIC) 

Chris Edwards Treasurer (ACT) 

Tony Cant (SA) 

George Nikandros (QLD) 

BJ Martin (ACT) 

Tariq Mahmood (VIC) 

Derek Reinhardt (NSW) (currently in the UK) 

Anthony Acfield (ACT) 

Luke Wildman (QLD) 

Allan Coxson (VIC) 

Web Site www.safety-club.org.au 

The term of the current committee expires 30 June 2014. As 
per the constitution the 2013/14 chairman will be elected by 
the outgoing committee and all other committee positions are 
declared vacant. 

Policy / Principles - UPDATED 
The committee has established a number of guiding 
principles with respect to the development, use and 
maintenance of safety-critical systems containing 
software. The December 2013 issue of the document 
titled Guiding Philosophic Principles on the Design and 
Acquisition of Safety-Critical Systems is now available 
on the aSCSa Website. 
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Research Award 
In the December 2006 
Newsletter, the aSCSa 
announced the establishment of 
student research award. The 
rules governing the award and 
associated forms are available 
from the aSCSa website. 

The purpose of this annual 
award is to encourage 
Australian research in the 

science of software/system engineering or the 
application of that science for safety and/or mission 
critical software-intensive systems. At $5000, it is a 

een 
moved; nominations can now be made any time. 

substantial award. 

The nominated closing date requirement has now b
re

 

Become a member and 
save $$$$ 
Becoming a member of the aSCSa is a great way to 
keep in touch and participate in the Australian safety 
critical systems community and save on event 
registration fees. 

You can apply on line for the modest fee of $44 (incl. $4 
GST). Membership is free for ACS members. 

Continued from Page 1 

 

 
The ship’s navigation system probably caters for the 
loss of GPS by deferring to other navigation devices, 

when determining system and 

e found 

tial harm of the systems we develop and 

never does anything else. We can only do this by the 

but not the “spoofing” of GPS. 

One can only ponder as to how well driverless cars, for 
example, cope with their inherent limitations due to 
assumptions made 
design requirements. 

In Australia there have been numerous instances of 
system failures resulting in the loss of life, property and 
public money. Examples come from various domains 
including civil aviation, rail and road transport, defence 
and government administration. Many of these are 
discussed in aSCSa’s newsletters, which can b
at www.safety-club.org.au/content/view/31/54/. 

Such instances will only increase unless we appreciate 
the poten
deploy. 

We are increasingly re-using software – for example, 
software libraries – with an increasing use in 
applications beyond which the developer intended. We 
are getting good at verifying that a product does what it 
is intended to do; we are not so good at ensuring that it 

application of rigorous processes by appropriately 
competent people. 

The philosophic principles 

The aSCSa has become aware of the need to articulate 
a set of overarching guiding principles, which we call 
The Philosophic Principles, over the last decade or so. 

This awareness has evolved from the fragmentation of 
safety concepts embodied in many safety standards. 
Thus while one safety standard may espouse the 
importance of a risk-based approach to safety, another 
may emphasise the importance of reliability concepts 
based on the availability of statistical data. 

The truth is that most standards have been developed 
within a particular environment and thus underlying 
assumptions in that standard reflect the demands of a 
particular environment. 

A safety-critical system is one that provides functionality 
that contributes to the safe operation of a human 
environment, including any workplace as defined under 
the Workplace Health and Safety Act 2011. A system 
will normally be regarded as safety-critical if it includes 
physical equipment; monitors or controls physical 
equipment; or provides information to guide in the 
monitoring or control of physical equipment. 

When systems are developed in ignorance of safety 
issues, there is increased potential for death, injury or 
harm to the environment resulting from unintended 
system behaviour. System suppliers, customers and 
end users must be appropriately aware of safety issues 
when systems are procured, and they must take 
measures to assure that systems are appropriately safe 
throughout their lifecycle. 

 

The implementation of system functions by software (or 
digital hardware) represents some unique risks to 
safety. First, the flexibility of programming languages 
and the power of computing elements such as current 
microprocessors mean that a high level of complexity is 
easily introduced; thus making it harder to predict the 

http://www.safety-club.org.au/content/view/14/17/
http://www.safety-club.org.au/content/view/32/37/


 

behaviour of equipment under software control. 
Second, software appears superficially easy and cheap 
to modify. Third, the interaction of other elements of the 
system is often poorly or incompletely understood. 

The complex nature of software and digital hardware 
means that conventional engineering methods are 
usually inadequate to establish the necessarily high 
levels of assurance that such components will behave 
correctly with respect to their safety requirements. In 
particular, this question of correctness assumes a 
heightened importance, even in the absence of 
equipment failure. The complexity of such systems 
means that it is not feasible to address correctness by 
empirical testing alone. Advanced correctness 
techniques are needed to develop assurance in such 
systems. 

 

The future 

As system complexity increases and system boundaries 
become ever more blurred, the importance of 
continuing the development of the philosophic principles 
will increase. There is certainly no claim that the extant 
version of the principles is complete. For example, the 
concept of system robustness or fault-tolerant systems 
has not been completely addressed and discussion on 
this issue is continuing. 

The December 2013 version of the philosophical 
principles is now available. 

 

 

Jury Finds Toyota's 
Firmware Guilty 

 
Based on Article: Toyota's killer firmware: Bad design 
and its consequences by Michael Dunn - October 28, 
2013, EDN Network – an electronics community for 
engineers, by engineers. 

On Thursday October 24, 2013, an Oklahoma court 
ruled against Toyota in a case of unintended 
acceleration of a 2005 Camry that resulted in an 

accident that killed one woman and seriously injured 
another on an Oklahoma highway off-ramp in 
September 2007. Central to the trial was the Engine 
Control Module's (ECM) firmware. 

 

In an EE Times article, Acceleration Case: Jury Finds 
Toyota Liable, the verdict delivered by an Oklahoma 
County jury found Toyota's in-car technology liable for 
the crash. 

The Associated Press reports that the jury awarded 
$1.5 million in monetary damages to the driver of the 
car, who was injured in the crash, and $1.5 million to 
the family of the person who died. The jury also decided 
Toyota acted with "reckless disregard" for the rights of 
others. 

It's important to note, however, that Toyota's electronics 
throttle control system had already been the subject of 
a NASA investigation that reportedly found no electronic 
causes of unintended acceleration. After the US space 
agency's 10-month investigation, the National Highway 
Traffic Safety Administration closed its probe of Toyota 
models in February 2011. 

 

ECM Schematic - NASA Report 

So what went wrong? 

For the bulk of this research, EDN consulted Michael 
Barr, CTO and co-founder of Barr Group, an embedded 
systems consulting firm. As a primary expert witness for 
the plaintiffs, the in-depth analysis conducted by Barr 
and his colleagues illuminates a shameful example of 
software design and development, and provides a 
cautionary tale to all involved in safety-critical 
development. Barr is an experienced developer, 
consultant, former professor, editor, and author. 

Barr's ultimate conclusions were that: 

 Toyota’s electronic throttle control system 
(ETCS) source code is of unreasonable 
quality. 

 Toyota’s source code is defective and contains 
bugs, including bugs that can cause 
unintended acceleration (UA). 

 Code-quality metrics predict presence of 
additional bugs. 
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 Toyota’s fail safes are defective and 
inadequate (referring to them as a “house of 
cards” safety architecture).  

 Misbehaviours of Toyota’s ETCS are a cause 
of UA.  

A damning summary to say the least! Let's look at what 
lead him to these conclusions: 

Hardware 

Although the investigation focused almost entirely on 
software, there is at least one HW factor: Toyota 
claimed the 2005 Camry's main CPU had error 
detecting and correcting (EDAC) RAM. It didn't. EDAC, 
or at least parity RAM, is relatively easy and low-cost 
insurance for safety-critical systems. 

Software 

The ECM software formed the core of the technical 
investigation. What follows is a list of the key findings. 

 Mirroring (where key data is written to 
redundant variables) was not always done. 
The most important bytes of all, the 
TargetThrottleAngle global variable were not 
mirrored. 

 Stack overflow. Toyota claimed only 41% of 
the allocated stack space was being used. 
Barr's investigation showed that 94% was 
closer to the truth. On top of that, MISRA-C 
rule-violating recursion was found in the code, 
with no memory protection to guard against 
stack overflow. 

 Toyota's electronic throttle control system 
used a version of OSEK, which is an 
automotive standard real time operating 
system application interface. For some reason, 
though the vendor-supplied version was not 
certified compliant. 

 Unintentional real time operating system task 
shutdown was heavily investigated as a 
potential source of the unintended 
acceleration. As single bits in memory control 
each task, corruption due to HW or SW faults 
will suspend needed tasks or start unwanted 
ones. Vehicle tests confirmed that one 
particular dead task would result in loss of 
throttle control, and that the driver might have 
to fully remove their foot from the brake during 
an unintended acceleration event before being 
able to end the unwanted acceleration.  

A litany of other faults was found in the code, including 
buffer overflow, unsafe casting, and race conditions 
between tasks. 

Barr’s findings contrast in part with those from NASA’s 
investigation on behalf US National Highway Traffic 
Safety Administration into Toyota Unintended 
Accelerations. NASA’s examination of the code found 
that throttle control variables were protected from 
corruption by storing multiple copies. 

Definitions 

OSEK (Offene Systeme und deren Schnittstellen für die 
Elektronik in Kraftfahrzeugen; English: "Open Systems and 
their Interfaces for the Electronics in Motor Vehicles") is a 

standards body that has produced specifications for an 
embedded operating system, a communications stack, and a 
network management protocol for automotive embedded 
systems. OSEK was designed to provide a standard software 
architecture for the various electronic control units (ECUs) 
throughout a car. 

MISRA C is a software development standard for the C 
programming language developed by MISRA (Motor Industry 
Software Reliability Association). Its aims are to facilitate code 
safety, portability and reliability in the context of embedded 
systems, specifically those systems programmed in ISO C. 

Editors Note 

Barr’s findings suggest that the development of 
Toyota’s Engine Control Module’s software did not 
adhere to the accepted standards and practices for 
design, coding, and testing for safety-critical 
applications that certainly existed in 2005 when the 
Camry was manufactured. 

NASA’s findings however suggest otherwise. NASA 
concluded that the electronic throttle control system 
architecture had a tiered fail-safe approach with a prime 
system and a monitor system. The NASA team 
identified five fail-safe modes that range from limited 
pedal control to complete engine shutdown if one or 
more failures was detected. NASA however concludes 
their report with the following caveat: 

“Because proof that the ETCS-i [Electronic Throttle 
Control System Intelligent] caused the reported UAs 
[Unintended Accelerations] was not found does not 
mean it could not occur”. 

NASA’s approach was to review reported instances of 
unintended accelerations and attempt to recreate them 
using actual vehicles of varying year of manufacture. It 
would seem that NASA did not delve into the actual 
code. Barr however did get into the detailed code. 

NASA’s approach does not seem unreasonable. The 
fact that they did not find the particular code level 
issues identified by Barr should not detract from the 
validity of the NASA investigation. It does however 
confirm that high level process reviews, simulations and 
target testing does not guarantee that all is well. The 
depth of the investigation by NASA would most likely 
have been limited by both the scope of work and 
budget. 

 

OFF THE RAILS! 

         

July 2013 was not a good month for the rail transport 
industry. There were four major rail accidents resulting 
in a total of 133 deaths and many injuries; all incidents 
were widely and prominently reported by the world’s 
media. 

 At around 1.15 am local time on July 6 in Lac-
Mégantic, Quebec, a runaway train petroleum fuel oil 
train derailed and exploded into a huge fireball causing 
the deaths of 47 members of the public and significant 
property damage – some 30 buildings in the town's 
centre, roughly half of the downtown area, were 
destroyed. 
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Major rail accident in Lac-Mégantic, Quebec -06-Jul-2013 

 On July 12, the 17.14 Paris Austerlitz – Limoges train 
with 385 passengers on board derailed as it 
approached Brétigny-sur-Orge at 137km/h resulting in 
six fatalities. The rear part of the train derailed, mounted 
the platform and came to rest on parallel tracks. 

 

 At 8.42pm local time on July 24 all eight carriages of 
a high-speed train derailed and crashed into a concrete 
retaining wall, just outside the city of Santiago de 
Compostela in the region of Galicia in the country's 
north, killing 79 of the passengers on board. 

 

Train derailment in Santiago de Compostela, Spain. 
Source: AFP 

 At around 18:50 on July 29, two regional passenger 
trains collided head-on in Granges-pres-Marnand in 
Vaud canton, about 50km (30 miles) south-west of the 
Swiss capital, Bern, resulting in the death of one driver. 

 

Granges-pres-Marnand,Switzerland, 29-Jul-2013 

Official reports as to the circumstances of these four 
accidents will no doubt emerge over time. However 
media reporting of statements by company officials give 
good insight as their immediate cause. 

Lac-Mégantic, Canada 

The Transportation Safety Board of Canada has 
published the time line of what happened when a unit 
train carrying petroleum crude oil operated by Montreal, 
Maine & Atlantic Railway (MMA) rolled away and 
derailed numerous cars in Lac-Mégantic, Quebec. 

At about 2300 on July 05, the train stopped at Nantes (a 
train crossing location prior to Lac-Mégantic) as the 
hours for the driver was required to take a rest break 
due to exceeding the maximum hours of work. The train 
had been left unattended adjacent to a public road with 
one locomotive still powered up to maintain the train’s 
air braking system. 

At 2350, a fire was reported and about midnight the 
locomotive was shut down, and the fire extinguished. At 
around 0056 (July 06), the train started to roll away, 
down the approximately 1.2% grade into the centre of 
Lac-Mégantic. 

There were no signals or track circuits, so the rail traffic 
controller would have no indication of a runaway train – 
in railway parlance this is commonly referred to as “dark 
territory” where the movement of trains is controlled by 
procedure and the train location is reported by the 
driver. 

So why did the train roll away. Whilst the train is being 
driven, the brakes are applied using air-pressure. As 
long as there is a compressor to keep the brake 
cylinders charged, the brakes remain applied until the 
driver releases them. When a train is “parked” for a 
period of time, it is usual rail industry practice to 
manually apply the hand brakes for a sufficient number 
of wagons (cars in Nth American parlance). 

The driver kept at least one locomotive running whilst 
he took his rest break. Ordinarily this would maintain 
the air brakes. However the subsequent fire and shut-
down of the locomotive meant that there was no longer 
a compressor running to maintain the air pressure. 
Without the compressor, air would bleed away, thus 
releasing the brakes. The 1.2% track down gradient is 
more than sufficient to overcome the train’s inertia once 
the brakes were released. 

aSCSa Newsletter – Dec 2013  6 

http://www.tsb.gc.ca/eng/enquetes-investigations/rail/2013/R13D0054/R13D0054.asp


 

Brétigny-sur-Orge, France 

The derailment of the 17.14 Paris Austerlitz – Limoges 
train on July as it approached Brétigny-sur-Orge had a 
more direct cause.  

According to FRENCH National Railways (SNCF) a 
detached switch fishplate (a metal bar used to join 
segments of rail) is the likely cause of the derailment. 
The loose bare appears to have been dragged by the 
train such that it wedged open the points switch (the 
moveable segment of rail) causing the train wheels to 
lift above the rail head and thus lose “guidance”. 

 

Fishplate in switch 
Brétigny-sur-Orge, France, 12-Jul-2013 

French authorities acknowledge that a loose fishplate 
was the direct cause of the derailment, but have yet to 
determine whether it was a maintenance or materials 
failure. 

Santiago de Compostela, Spain 

A high-speed passenger train from Madrid to Ferrol in 
the north-western province of Galicia was nearing 
Santiago de Compostela, the provincial capital.  It was 
evening (20:41 local time) and the train was full of 
visitors to the annual festival of St James. 

On the approach to Santiago there is a tight left-hand 
bend in a cutting, at the junction between a new stretch 
of high-speed railway and the historic route.  The train 
exited the high-speed line into the bend far too fast.  All 
10 vehicles derailed, four carriages overturned, 
crashing into cutting wall, and one of them caught fire 
through leaking diesel fuel.  Nearly everybody on board 
was either injured or killed. 

 

 

There is no doubt that excessive speed was the primary 
cause. This was confirmed by the Spanish Transport 
Minister in a radio broadcast. Reports variously suggest 
the train speed was between 153 and 192kph at the 
point of derailment, where the permitted line speed is 
80kph. 

The driver has been arrested and charged with 79 
counts of “homicide by professional recklessness.” He 
has admitted driving too fast through the curve. 

The train involved was of the S-730 Class, a high speed 
diesel-electric hybrid. It is equipped with train protection 
systems, namely ETCS, LZB, and digital ASFA. ETCS 
provides track speed over-speed protection, LZB and 
ASFA do not; they only protect signals at stop. 

The accident occurred in the transition section between 
ETCS Level 1, which is used on the 87km Ourense – 
Santiago high speed line over which the train had 
travelled, and the standard Spanish ASFA system used 
on the conventional network; one of dozens such 
transition points on the Spanish network. 

According to an IRJ article, that while ETCS is operable 
on the Ourense – Santiago high-speed line, class 730 
sets of the type involved in the derailment operate 
exclusively on ASFA on this route despite the fact that 
they are equipped with ETCS. All other passenger 
trains operating on this line operate on ETCS. The 
reasons for this have not yet been firmly established. 

Even if a train is equipped with ETCS track speed limit 
supervision is only afforded if the track is equipped with 
ETCS. From a track fitment perspective, ETCS ends 
some 4km from the derailment site i.e. ETCS would not 
have enforced the 80km track speed restriction. 

The safety of the train was totally dependent on the 
train driver doing the right thing. Why did such an 
experienced driver fail to control the train? There has 
been much speculation in the media; from being 
distracted by a phone call so as to lose situational 
awareness to being reckless as he allegedly previously 
boasted his penchant for speeding on social media. 

Granges-pres-Marnand,Switzerland 

The head-on collision between two regional trains that 
occurred just outside the station in Grangespres-
Mornand, was due to driver passing a signal at stop. 

One train had been travelling from the town of Payerne 
to the lakeside city of Lausanne, 38km to the south, 
while the other one, a faster regional service, was 
travelling north from Lausanne. 

Granges-Marnand is a small station on the Swiss 
Federal Railways (SBB) line from Lausanne to Payenne 
in the French-speaking canton of Vaud.  The line is 
single track, with a passing loop at the station. At 
around 18:50 in the early Monday evening a 
southbound local passenger train to Lausanne stopped 
at Granges-Marnand, while a northbound train was 
routed to cross without stopping. The local train 
appears to have departed the station prematurely 
without authority. The two trains collided almost head-
on at the junction points where the loop and platform 
roads converge. There was extensive damage to the 
two leading cabs but the rest of the trains were 
relatively undamaged, perhaps owing to the low 
collision speed (~40kph each).  The driver of 

aSCSa Newsletter – Dec 2013  7 

http://www.railjournal.com/index.php/track/detached-fishplate-cited-as-likely-cause-of-french-derailment.html
http://www.railjournal.com/index.php/europe/etcs-not-operable-on-santiago-crash-train.html
http://www.railjournal.com/index.php/europe/etcs-not-operable-on-santiago-crash-train.html
http://www.railjournal.com/index.php/europe/etcs-not-operable-on-santiago-crash-train.html
http://www.railjournal.com/index.php/europe/etcs-not-operable-on-santiago-crash-train.html
http://www.railjournal.com/index.php/europe/etcs-not-operable-on-santiago-crash-train.html


 

northbound train was killed and around 35 passengers 
injured. 

This appears to be a typical “ding-ding, and away” 
accident. To move off immediately is a natural action of 
a driver after the doors have closed, without conscious 
checking of the signal.  

The collision happened despite there being a train stop 
type protection system. It is the widely-used Signum 
system which dates from 1933. This system only stops 
a train after it has gone past a signal at stop, albeit, in 
this case, foul of the opposing train. 

And the train accidents continue….. 

New York Derailment 
Source: ABC News 02-Dec-2013 (North American 
Correspondent, Michael Vincent 

At least four people were killed and more than 60 
people injured 11 seriously, when a Metro North train 
derailed in New York's Bronx district on Sunday 
December 01, 2013. 

The Metro-North passenger train was travelling from 
Poughkeepsie to Grand Central with about 150 
passengers on board when it left the tracks. The 
accident happened on a large curve just near the 
Hudson River and one of the carriages came to rest 
metres from the water. 

 

The train was the 05:54 from Poughkeepsie, due to 
arrive at Grand Central Terminal at 07:43. 

Passenger accounts suggest that the train appeared to 
be going "a lot faster'' than normal as it approached the 
bend coming into the station, Spuyten Duyvil. 

 

The US National Transportation Safety Board is 
investigating the accident. It is too early to speculate on 
the cause. According to the NTSB, Preliminary 
information from MTA Metro-North Railroad event 
recorders show the train that derailed was travelling 
about 82 mph as it entered the 30 mph curve in the 
Bronx. 

About six seconds before the rear engine came to a 
stop, the train's throttle went to idle. About five seconds 
before the engine came to a stop, pressure in the brake 
pipe dropped from 120 pounds per square inch to zero, 
which resulted in maximum braking. Investigators do 
not yet know the reasons for those occurrences or why 
the train was travelling at speeds above the curve's 30 
mph limit, but the evidence is pointing to human error 
by the train driver. 

The train made nine station stops before it derailed, and 
investigators are not aware of any prior issues with the 
brakes. 

 

  

 

System Safety Engineering Master Class 

Engineering Education Australia (EEA), on behalf of Engineers 
Australia in partnership with AMOG Consulting, offer a System 
Safety Engineering. This five day intensive master class 
delivers the critical aspects of system safety engineering and 
management. The key delivery areas of system safety 
engineering, development and maintenance of the safety case, 
hazard identification/analysis and risk reduction, and software 
safety management, are brought to life by detailed case 
studies, practical trouble shooting and real life worked 
examples. 

For details of future courses see EEA website. 

 

French Court Extends 
Safety Assessor Liability 
 

Source: ABC News – 15-Nov-2013 by Europe correspondent 
Mary Gearin. 

In the article titled “Faulty breast implants: French court 
rules German safety standards firm TUV should pay 
compensation”, a French court has ruled a German 
company should pay compensation to about 1,700 
women who received faulty breast implants. 

The implants from manufacturer Poly Implant Prothese 
(PIP) were inserted in about 300,000 women across 65 
countries, including Australia. 
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TUV Rheinland was meant to ensure the implants 
conformed to European standards, but instead they 
were found to contain substandard silicone gel, causing 
a global scare. 

The scandal emerged in 2010 after doctors noticed 
abnormally high rupture rates in PIP implants. About 
500 Australian women have reported their implants 
have ruptured.  

 

Photograph: Reuters: Carlos Garcia Rawlins 

TUV Rheinland has been ordered to pay more than 
$4,000 to each of the women to have their implants 
removed. 

The French court is waiting for individual medical or 
financial assessments to be conducted on each plaintiff 
before determining the final amount to be paid out. 

Victims' advocates hope the ruling opens the door to 
further claims, but the company says it will appeal 
against the decision.  

Civil proceedings against TUV took place in March, and 
a high-profile criminal court case was launched in April 
and May in Marseille against PIP founder Jean-Claude 
Mas and four other executives. All five are charged with 
aggravated fraud and a ruling on that case is expected 
next month. 

Case prompts new inspection rules 

In the TUV case, lawyers for the distributors and victims 
have condemned the German firm for not having 
checked the implants despite all the means at their 
disposal, such as unannounced inspections or sample 
testing. 

But lawyers for TUV retorted that it was never the 
German firm's job to check the implants, and their task 
was only to inspect the manufacturing process. 

Cecile Derycke, who was defending TUV, said the 
company was "shocked by the judgment". "TUV had 
strictly conformed to the regulations in force," she said. 

The case prompted the European Commission to set 
out new rules in September saying inspection bodies 
will now have to randomly carry out unannounced 
factory audits and check for the substitution or 
adulteration of raw materials. 

Mas, a former life insurance salesman, founded PIP in 
1991 to take advantage of the boom in cosmetic 
implants and built the company into the third-largest 
global supplier. 

But he came under the spotlight when plastic surgeons 
began reporting an unusual number of ruptures in his 
products, and health authorities later discovered he was 
saving millions of euros by using the industrial-grade 
gel in 75 per cent of the implants. 

PIP - which has since been liquidated - had exported 
more than 80 per cent of its implants, with about half 
going to Latin America, about a third to other countries 
in Western Europe, about 10 per cent to Eastern 
Europe and the rest to the Middle East and Asia. 

 

Report: IET System Safety 
Conference 2013 
The Institution of Engineering and Technology (IET) 
held the 8th International System Safety Conference, 
incorporating the Cyber Security Conference 2013, at 
the Radisson-Blu Hotel, Cardiff UK, 15-17 October 
2013. The conference was once again chaired by Carl 
Sandom, of iSys Integrity, who said: “There is much in 
common between the disciplines of System Safety and 
Cyber Security and practitioners from each discipline 
can benefit immensely from an enhanced 
understanding of the other”. The conference was 
structured as two parallel streams, usually (but not 
always) with one devoted to System Safety and the 
other to Cyber Security. Quite a few talks addressed 
common aspects of both topics, as will be seen. 

The conference was supported with a series of tutorials 
held on 15 October. These tutorials were aimed at 
giving less experienced participants a basic introduction 
to aspects of system safety and cyber security, often 
using exercises and group discussions.  

Three parallel tutorials were held in the morning. Carl 
Sandom presented a tutorial entitled  “An Introduction to 
System Safety”, covering functional safety, terminology, 
safety standards and management, safety cases, 
human factors etc. Derek Fowler’s tutorial on “Deriving 
Functional Safety Requirements for Safety-Related 
Systems” discussed the success and failure 
approaches to system safety in detail, using first the 
example of a car airbag and later the EUROCONTROL 
view of air traffic control and other examples of 
transport safety. Tony Cant presented a tutorial on 
“System Safety Assurance”, which discussed first the 
general technical notion of assurance, and then focused 
on safety assurance using the structure of MIL STD 
882E and DEF(AUST)5679 as illustrative examples.  

In the afternoon, Carl Sandom continued with a tutorial 
on Software Systems Safety. Mike St-John Green and 
Richard Piggin presented a general introduction to 
Cyber Security. Finally, Hugh Boyes gave a tutorial on 
Cyber Security in the Built Environment, in which he 
discussed intelligent buildings. 

Keynote speakers at the conference were: 

 Les Hatton (CEO, Oakwood Computing Associates 
and Professor of Forensic Software Engineering, 
Kingston University) addressed practical issues in 
computer software security, especially for open 
embedded systems that are increasingly vulnerable to 
sophisticated attacks such as the Stuxnet virus. Les 
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also discussed the rapidly growing overlap between 
software system safety and software system security, 
by reference to the NHS systems. 

 Ian Bryant (Technical Director of the United 
Kingdom’s Trustworthy Software Initiative (TSI)) talked 
about stovepipes in organisations, stressing that a more 
holistic approach to trustworthiness (safety, reliability, 
availability, resilience and security) is preferable. 

 Ivan Lucic (Professional Head of System Safety, 
London Underground) talked about the factional 
conflicts that can arise in delivering a safe system in a 
complex environment coupled with commercial 
pressures. He pointed to the need for all players to 
understand the needs and drivers of others in the 
organization. 

 Richard Jones (Oversight Programme Manager, 
CAA Gatwick) talked about enhancing the safety 
performance in the UK civil aviation domain. He gave 
an overview of aviation safety, discussed measures of 
risk and performance and described the challenges 
currently faced by the CAA. 

 Tony Cant (formerly of DSTO Australia) spoke about 
problematic aspects of system safety as a discipline. He 
discussed issues with safety cases and standards, and 
presented the idea of a structured document as a 
means of understanding these issues. He also 
discussed the HiVe approach to structured documents, 
and the notion of safety protocol as a better concept 
than that of a hazard. 

Other conference speakers included: 

 Richard Piggin (Atkins) gave a talk on the 
convergence of process safety and cyber security. 
Process safety is generally concerned with non-
malicious faults, and how these can be avoided or 
mitigated by considering the likelihood that an event will 
occur and the severity of the resulting incident. 
Conversely, security addresses the malicious attacks to 
a system, by identifying the threat actors and sources, 
compromise methods and vulnerabilities that may be 
exploited. Recent research has examined the potential 
of cyber security issues to affect safety systems and 
business performance [1]. The closer integration of 
control and safety functions across networks in vendor 
solutions has prompted the US Department of 
Homeland Security and members of the oil and gas 
industries to reduce cyber risks introduced by the 
integration of safety systems. Specific cyber security 
best practice for industrial control systems is still 
emerging with the development of standards and 
guidance, including the first cyber security standard for 
this sector: ISA99. The ISA99 committee is now 
considering security of safety systems.  

A similar theme was taken up by Oates et al (Rolls-
Royce) in a paper on extensions of safety engineering 
to provide security for industrial processes. The 
demand for distributed monitoring and management 
functionality has driven an increase in the connectivity 
of safety critical systems. As a result, cyber risks have 
increased. This work presents a first step at creating a 
combined framework for both security and safety design 
considerations: this has a number of benefits. The 
approach involves a novel combination of SysML 
profiles to address safety and security under the 
separation of concerns paradigm. Particular attention is 

given to the practicality of sharing information (directly 
or through transformation) from one system view to 
another.  

 Ireri Ibarra (MIRA) discussed cyber security as an 
attribute of active safety systems (such as Antilock 
Braking Systems) in the context of vehicle automation. 
Active safety systems are perceived as enablers for 
reducing road fatalities significantly, as they can 
improve the vehicle performance in critical situations 
where the driver may not otherwise be able to react in 
time. Such systems have higher degrees of automation. 
The talk addressed challenges in the design of active 
safety systems with an emphasis on addressing safety 
and cyber-security concerns.  

Also in the vehicle safety domain, Sexton et al (Ricardo) 
discussed their experiences using formal requirements 
and their role in the overall workflow, in the context of 
ISO 26262. First the software requirements are 
expressed in formal notation: they can then be used as 
the basis for several high-assurance verification 
activities including analysis and testing.  The approach 
uses patterns expressed using Büchi-Automaton charts. 

Nick Tudor (D-RisQ Ltd) presented a paper written with 
Colin O’Halloran on the certification of an autonomous 
vehicle. The aim of the work is to show that it is 
possible to automate the system design validation as 
well as the verification of the implementation in 
software. There is considerably reduced time and cost, 
while the certification requirements can still be met. The 
techniques can be used to meet the highest assurance 
requirements of any domain, e.g. DAL A for DO178C in 
aerospace. Modelworks, along with the language 
known as Communicating Sequential Processes (CSP) 
are used for the modeling. Model-checking is carried 
out using the FDR tool. 

 Richard Johnson (AWE) gave a talk on the use of 
visual propositional calculus to derive safety critical 
functions. The application is to a high voltage working 
procedure. First a given solution is expressed in the 
form of a finite state machine. Then the concept of 
interacting Safety Sub-systems is introduced to avoid 
having to verify the safety of every state. These are 
then decomposed into safety critical functions using a 
visual form of propositional calculus. This analysis 
approach is particularly appropriate for two application 
domains: access security and arming chain safety.  

 Delafield (EDF Energy) discussed safety cases for 
the use of smart devices, such as sensors, controllers 
and valve actuators, in nuclear power stations. Such 
devices provide many advantages but there are 
difficulties in providing evidence to support the 
associated safety cases. The talk addressed the use of 
engineering judgement in safety cases for installing 
smart devices.  

 Eastwood (University of York) gave a talk on safety 
cases for runtime risk and uncertainty management. 
Many safety-critical systems have a human-in-the-loop 
for some part of their operation, and rely on the higher 
cognitive abilities of the human operator for fault 
diagnosis and risk-management decision-making. 
These operators may sometimes misjudge situations or 
make poor decisions, and can benefit from Safety 
Decision Support Systems (SDSS). Such SDSS could 
help operators more accurately assess the system’s 
state along with any associated risk and uncertainty. 
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However, such a system supporting a safety critical 
operation inevitably attracts its own safety assurance 
obligations. 

This is a five-day intensive course with lectures and 
practical sessions. 
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The conference was very successful, with around 120 
attendees. The IET provided three members of its staff 
to support the conference throughout. Each of the 23 
regular speakers provided a paper that was distributed 
to attendees on a CD-ROM. Some of these papers 
could perhaps benefit from further revision, but it is 
nevertheless an impressive achievement given the 
deadlines imposed on authors. The parallel streams 
optimized the amount of time available. They allowed 
for two conferences to be held at once, but it was 
refreshing to see a number of papers address both 
cyber security and system safety issues together. Cyber 
security concerns are driving the view that all logic 
components of systems (software, FPGA etc) should be 
regarded as sources of malicious as well as non-
malicious hazards. Thus we can expect to see more 
convergence of system safety and cyber security 
attributes of systems in future. 

Ed Note:  Tony Cant’s attendance at the 2013 IET System 
Safety Conference was sponsored by the aSCSa. 

 

Bulletin Boards 
ACM Risk Forum On Risks to the Public in Computers 
and Related Systems – http://catless.ncl.ac.uk/Risks 

Safety-Critical Mailing List Forum hosted by the 
University of York. Need to join using the form located 
at www.cs.york.ac.uk/hise/sc_list.php for access. 

 

Professional Development 

 

Systems and Software Safety 

For the 10th consecutive year, the aSCSa in conjunction 
the Australian National University will be running the 
highly successful Systems and Software Safety a 
course based on the Systems Safety and Engineering 
Management Course developed by the University of 
York.  

The course is presented by lecturers from the High 
Integrity Systems Engineering group at the University of 
York and is sponsored by both the Australian Computer 
Society (as a professional development course 
engineers working in safety critical areas) and for the 
ANU’s College of Computer Science and Engineering 
(as a graduate course for software and systems 
engineers). 

The venue for this course will be at the Australian 
National University, Canberra. 

This course will be held 07 to 11 April 2014. 

The non-member course fee will be $3190 (incl. $290 
GST) per participant; for ACS and aSCSa members the 
fee will be $2860 (incl. $260 GST) per participant. 

For more details and registration, please visit ACS 
Events. Registration is now open. 

The course has been popular since its launch in 2005. 
Over the nine years 325 people have undertaken the 
course. 

Course Participation
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Prerequisite knowledge 
There are no prerequisites for this course for industry 
participants undertaking the course for professional 
development. An introductory book such as Aircraft System 
Safety (Kritzinger, 2006) before hand may be helpful to look at 
prior to the course. 

Course Content 
This course will cover the major issues surrounding the 
determination of safety criticality and how such a determination 
affects the various systems and/or software project activities. 

Techniques for determining the existence and potential impact 
of hazards and how to deal with them, together with 
techniques for establishing the existence of safety faults within 
system/software designs will be described and demonstrated. 

Teaching Materials 
Copies of all lecture slides, case studies and exercises will be 
provided. 

 

 

 

 

 

We thank our 2013 System Safety Conference Sponsors 
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