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Spain: Fatal A400M crash -  
Missing files blamed 
On May 09, 2015 at around 1.00 pm local time, an 
Airbus A400M Atlas cargo plane on a test flight 
crashed, catching fire on impact at La Rinconada, less 
than 5 kilometres from Seville Airport. The aircraft was 
on its pre-delivery test flight before being delivered to 
the Turkish Air Force. 

 
Picture:  Airbus A400 (BBC News) 

The aircraft was carrying six people: four died and two 
were taken to hospital with serious injuries.  
The A400M, a $22.5 billion plane has four engines and 
each engine is run by a separate computer, called an 
Electronic Control Unit (ECU). According to recent 
media reports, the suspected cause of the crash was 
the accidental deletion of computer files containing the 
aircraft engine’s "torque calibration parameters" for 
three of the four engines. 
According to an Aerotime article, the Airbus Chief 
Strategy Officer, Marwan Lahoud confirmed on May 29 
“that incorrectly installed engine control software 
caused the fatal crash.” According to that same article, 
Airbus said that investigators had confirmed that 
engines one, two and three experienced power freeze 
“after lift-off and did not respond to the crew's attempts 
to control the power setting in the normal way.” 
One of A400M’s safety features was that if an engine 
did not receive “vital data parameters,” then it was to 
automatically shut down. This was a deliberate design 
choice meant to stop “out-of-control engines” from 
powering back up and causing other problems. 
However, for some reason, engine data problem 
warnings were not issued to the pilots until the plane 
was 400 feet in the air.  
The theory that files known as "torque calibration 
parameters" had been accidentally deleted during a 
software installation process ahead of the plane's first 
flight had also been confirmed by BBC News.  

Continues Page 2 

 aSCSa Course 

Introduction to System Safety 
The Introduction to System Safety course is a five-day primer in 
system safety engineering. The course contains a mix of lectures, 
discussions and small group exercises, supported by Australian and 
international examples.   
Whilst the course touches on broader issues in theorizing risk and 
managing safety within organisations, its main focus is to equip safety 
practitioners with the practical understanding necessary to engage 
with safety activities. 

Content: 
The course is structured according to the engineering lifecycle of a 
service or physical system, and covers: 
• Concepts and terminology for safety 
• Overview of the engineering lifecycle from a safety perspective, 

including the role and intent of key safety activities 
• Hazard identification and setting of safety requirements 
• Techniques for safety analysis to support design, including: 

 Failure Modes and Effects Analysis (FMEA) 
 Functional Failure Analysis (FFA 
 Hazard and Operability Studies (HAZOP) 
 Fault Tree Analysis (FTA) 

• Safety cases, including notations for recording arguments and 
evidence 

• Specific issues in safety analysis, including, Human Factors, 
Software and Data Safety. 

Presenter: 
The course will be presented by Dr Drew Rae, Program Director of the 
Graduate Certificate in Safety Leadership at Griffith University. Drew is 
an experienced safety engineering researcher and practitioner. From 
2009 until 2014 Drew led the Safety Management Systems and 
Through Life Safety elements of the MSc in Safety Critical Systems 
Engineering at University of York, and has extensive experience in 
designing and presenting safety engineering courses. 

(Venue to be advised) 

BRISBANE 

28-Sep to -03-Oct 2015 

GST Inclusive Fees 
$2750 (Member), $3080 (Non-Member) 

Register your interest now! 
The course is subject to a minimum enrolment of 7 participants. If 

the course has an enrolment less than 7 individuals by the 
registration deadline it will be subject to cancellation. 

Drew Rae George Nikandros 

 
 

http://www.bbc.com/news/technology-33078767
http://www.aerotime.aero/en/commercial-aviation/commercial-aviation-news/other/17749-missing-files-blamed-for-a400-crash-in-spain
http://www.bbc.com/news/technology-33078767
mailto:d.rae@griffith.edu.au?subject=Introduction%20to%20System%20Safety%20Course%20-%20Sep-2015
mailto:george_nikandros@accslink.net.au?subject=Introduction%20to%20System%20Safety%20Course%20-%20Sep-2015
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From the Chair 
The year 2015 seems to be veiled in change in many domains 
- politically, socially, climatically (but hopefully not 
climactically).  The year did not start as slowly as the previous 
two, and certainly the air of confidence seemed more evident.  
Registrants for the 5th Australian System Safety Conference 
started to appear quite early and continued to grow steadily - 
the programming committee was certainly able to breathe a 
big sigh of relief by mid-April.  The conference topic of Unifying 
Safety Management: Shared Challenges and Solutions 
attracted both a broad set of speakers and a broad audience, 
which hopefully enabled an exposure of the different aspects 
of safety that need to be considered concerning the creation, 
operation and maintenance of various types of 'systems'. 

The report later in this newsletter shows just how well the 
ASSC 2015 was received, together with a few suggestions 
that were offered for improving future ASSC events. 

Special thanks go to the four keynote speakers, all of whom 
left the audience with several new aspects/nuances to 
consider concerning system, and work and health safety.  
Other speakers added further ideas and experiences to the 
mix.  I left the conference thinking that there's a lot of long-
term research to be done to isolate fact from fiction/belief. 

Whilst I did close the conference with a thank you to all, I do 
not recall mentioning the representatives of three sponsors 
who presented.  Each outlined their organisation's capabilities 
and (importantly) also gave some interesting/compelling 
background facts and professional values, and some, together 
with one or two project/product successes. Dr Nick Tate 
(Immediate Past President of the ACS) provided some candid 
views on professionalism and how the ACS is moving to 
support IT professionals. Dr Leighton Brough (BCI 
Technology) gave a stirring talk on the need for software 
engineering to adopt more of the disciplined attitudes and 
approaches evident in the safety and systems engineering 
disciplines.  He clearly demonstrated the success that BCI 
Technology had managed in undertaking more formal and 
systems methods/approaches on several significant projects.  
Dr Neil Robinson and Dr Tim McComb presented the SiG-IT 
online tool for protecting handwritten signatures - recently 
launched by RGB Assurance and Streten Mason Lawyers.  
SiG-IT is designed to protect against signatures being copied 
and misused which should be of interest to engineers and 
safety professionals, when (very often) the culmination of a job 
is a handwritten signature on a document/certificate.  I would 
like to thank these sponsors for their insights and 
(implicit/explicit) encouragement for aSCSa to help to continue 
to promote a high level of professionalism/competency within 
the safety domain and its associated cross-domains. 

Please see more about ASSC 2014 elsewhere in this edition 
of the newsletter. 

So, what other aSCSa activities might be of interest?  Please 
read on. 

As mentioned at ASSC 2015, the joint aSCSa, Australian 
National University (ANU) and University of York (UoY) 
masters course on “Systems Safety Management” will 
henceforth be conducted at ANU in April of each even 
numbered year.  For the odd numbered years, an agreement 
has been confirmed between aSCSa and Dr Drew Rae 
(Griffith University) to conduct (largely the same) course in 
Brisbane.  This latter course will begin this year in September 
and (for now) only be run for industry attendees.  Please see 
the advertisements for both courses elsewhere in this 
newsletter. 

The time has come for me to step down as Chair of aSCSa.  
I've occupied the position for the last 6 years, the last two of 
which I've been encouraging others to stand for Chair.  I finally 
obtained commitment from Brett Martin who is not only 
younger and well known, but also well respected within (at 
least) the systems safety industry.  Brett has many years of 

practical experience working in various roles with Nova 
Systems (a company that has provided long-time support and 
sponsorship to aSCSa).  Over the past 4-5 years Brett himself 
has been heavily involved making ASSC events work.  In fact, 
the first ASSC event (ASSC 2011) was the brainchild of Brett 
(aSCSa) and Holger Becht (then Chair of the Australian 
chapter of SSS).  With Brett as Chair there should be greater 
advancement of aSCSa and the strong safety principles that 
aSCSa tries hard to convey.  I personally look forward to 
remaining part of the aSCSa committee under Brett's 
leadership. 

Kevin Anderson, long-time and still current aSCSa secretary, 
will also be stepping down, as will Allan Coxson who has 
decided to take up a risky retirement sailing from port to port 
around the oceans.  Tony Cant our long-time program 
committee chair has now retired and moved to Brazil has 
(reluctantly) decided to give up his aSCSa committee role.  
These guys will all be sorely missed.  Kevin and Tony, in 
particular, have been stalwarts of aSCSa in its various forms 
for more than 20 years.  In fact we celebrated Tony's 20th year 
at ASSC 2012. 

So, as of June 30, 2015, aSCSa will have no secretary or 
program committee chair.  I invite/implore all aSCSa members 
to seriously consider being part of the ongoing success that is 
aSCSa and to participate in the annual general meeting (AGM) 
by (at least) nominating to be members of the committee, 
especially for the positions of secretary and program 
committee chair. The AGM will be advertised to all aSCSa 
members and is likely to occur sometime in October 2015. 

So, continuing the theme of the last paragraph, I invite all 
aSCSa members to seriously consider being part of the 
ongoing success that is aSCSa and to participate in the annual 
general meeting (AGM) by (at least) nominating to be 
members of the committee, including the position of Chair.   
The AGM will be held in conjunction with the next (regular) 
aSCSa Committee meeting.  Date, time and location for the 
AGM can be found later in this newsletter. Nominations from 
financial members are welcomed. 

Dr Clive Boughton 
Chairman aSCSa 
 
 

 

Spain: Fatal A400M crash -  
Missing files blamed 
From Page 1 

Each of the ECUs optimises each engine’s output 
based on the pilot's input. 
The parameter files are used by the ECUs to interpret 
sensor readings about the turning force generated by 
each engine - the torque - which is used to make the 
attached propellers spin. Without the files, the ECUs 
cannot make sense of this data. 
This would explain why three of the plane's four 
engines did not respond properly to the crew's attempts 
to adjust their power settings shortly after take-off. 
Airbus confirmed that its pilots had tried switching the 
malfunctioning engines into "flight idle" mode - their 
lowest power setting - in an attempt to tackle the 
problem. The pilots were unable to bring three of the 
engines back out of "idle mode" due to the deliberate 
design to prevent “out of control” engines” from re-
powering an causing other problems. 
 

http://www.sig-it.co/
http://www.sig-it.co/
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Picture:  Airbus A400 (BBC News) 
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Association Matters 
National Committee 
Clive Boughton Chairman (ACT) until 30-Jun-15 

Kevin Anderson Secretary (VIC) 

Chris Edwards Treasurer (ACT) until 31-Dec-14 

Tony Cant Conference Technical Chair (SA) 

George Nikandros (QLD) Treasurer from 01-Jan-15 

Anthony Acfield (ACT) 

BJ Martin (ACT) Chairman from 01-Jul-15 

Tariq Mahmood (VIC) 

Derek Reinhardt (NSW) (currently in UK) 

Luke Wildman (QLD) 

Allan Coxson (VIC) 

Rob Worthington (VIC) 

Holger Becht (QLD) 

Drew Rae (QLD) 

Web Site www.safety-club.org.au 

The term of the current committee expires 30 June 
2015 but will remain in place until the 2015 Annual 
General Meeting to be held later in the year. 
Nominations are now open. The Chairman for 2015-16 
was elected by the outgoing Committee at the 
Committee meeting held May 27, 2015 in accordance 

with the Constitution; BJ Martin was elected as the 
2015-16 Chairman. The committee members will be 
confirmed and the 2015 Annual General Meeting. 

Committee retirements 

Tony Cant, after 23 years, has decided not to re-
nominate for the committee; he has set up home in 
Brazil. Tony was a foundation member of the then ACS 
National Technical Committee on Safety Critical 
Systems which evolved into the aSCSa. Tony was the 
Conference Program Chair and Editor since 2003. 

Kevin Anderson joined the then ACS National 
Technical Committee on Safety Critical Systems in 
1998, chaired that committee between 2000 and 2002, 
and took on the Secretary role when the aSCSa was 
formed in 2002. 

Chris Edwards joined the then ACS National Technical 
Committee on Safety Critical Systems in 2000 and was 
aSCSa Treasurer from 2003 until December 2014. 

Allan Coxson joined the aSCSa committee in 2002 
and stayed until 2010. Allan re-joined the committee in 
2013. 

Anthony Acfield joined the committee in 2011 
continuing the committee representation from 
Airservices. Anthony has now passed the baton on to 
Rob Worthington who re-joined the committee last year. 

Research Award 

 

In the December 2006 
Newsletter, the aSCSa 
announced the establishment of 
student research award. The 
rules governing the award and 
associated forms are available 
from the aSCSa website. 

The purpose of this annual award is to encourage 
Australian research in the science of software/system 
engineering or the application of that science for 
safety and/or mission critical software-intensive 
systems. At $5000, it is a substantial award. 

The nominated closing date requirement has now been 
removed; nominations can now be made any time. 

Bulletin Boards etc 
ACM Risk Forum on Risks to the Public in Computers 
and Related Systems – http://catless.ncl.ac.uk/Risks. 

Safety-Critical Mailing List Forum hosted by the 
University of York. Need to join using the form located 
at www.cs.york.ac.uk/hise/text/sclist/form.php for 
access. 

For more information about the Society for Risk 
Analysis please visit: 
 http://www.acera.unimelb.edu.au/sra/ 
 
Drew Rae’s Podcast DisasterCast.co.uk 

http://www.bbc.com/news/technology-33078767
http://www.safety-club.org.au/
http://www.safety-club.org.au/content/view/14/17/
http://catless.ncl.ac.uk/Risks
http://www.cs.york.ac.uk/hise/text/sclist/form.php
http://www.acera.unimelb.edu.au/sra/
http://disastercast.co.uk/
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5th Australian System Safety 
Conference a success! 
The fifth two-day Australian System Safety Conference 
and the 20th conference hosted by the aSCSa, was held 
in May 2015 at the historic Customs House in Brisbane. 
The conference attracted an attendance of 65 and 
included representatives from the UK and Sweden. 

 
ASSC 2015 – Customs House, Brisbane 

The theme of the conference was Unifying Safety 
Management: Shared Challenges & Solutions. The 
aim of the conference was to explore the system safety 
(process safety) and workplace health and safety 
domains. These two domains are often treated as 
separate domains both in respect to research and 
management. Whilst the specific hazards and controls 
vary, the systems and organisational challenges are 
very similar. Many organisations have, or are seeking, a 
single safety management system covering the safety 
of their people, the safety of their installations and the 
safety of the products. 

There was representation from a broad cross section of 
the safety-related industry; procurers, developers, 
safety assurance, government, academia, and private 
industry, associated with the defence, aerospace, civil 
aviation, and rail road transport. 

 
ASSC 2015 Conference Dinner at  
Madame Wu Restaurant, Brisbane 

The conference was supported by a record 7 sponsor 
organisations and 10 sponsorships: 

• RGB Assurance 
• Nova Systems 
• Hyder Consulting 
• Defence Materiel Organisation (4) 
• AdaCore 
• BCI Technology 
• Australian Computer Society (ACS) 

Feedback from the delegates indicated that the 
conference achieved its aims to share research, 
government and industry knowledge and practice in the 
field of systems and software safety. 

 
Feedback– Arrangements (venue, AV, catering etc.) 

 
Feedback – Content (speakers, topics, CPD value etc.) 

The feedback from the delegates included some 
suggestions for consideration for future conferences. 
The suggestions included: 

• A panel discussion segment or a topic related 
to the conference theme or more generally 
system safety; 

• A workshop type session where the audience 
is sub-divided into groups to consider a topic 
and present back to the conference; 

• A conference program that is not all 
computer/software, but also covers other 
disciplines and subjects; 

• Less “abstract” presentations – more concrete 
practical papers. 

As had been the norm for conferences since 2002, this 
conference was supported by four keynote speakers 
from USA, UK and Australia, namely: 

• Prof. Chris Johnson, University of Glasgow, 
Scotland 

http://www.customshouse.com.au/
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• Assoc. Prof. Johan Bergström, Lund University, 
Sweden 

• John Green, Laing O'Rourke, Australia 
• Paul Caseley, Defence Science & Technologies 

Laboratory, UK 

The conference was also supported by two pre-
conference tutorials: 

• Improving the Cybersecurity of Safety Critical Systems - 
Prof. Chris Johnson, University of Glasgow, Scotland 

• Two cognitive revolutions and a bunch of sociologists: The 
path dependence of system safety Assoc. Prof. Johan 
Bergström, Lund University, Sweden 

 

More information about the conference, the papers and 
the tutorials can be found in the conference program. 

The conference papers will be published under the 
CRPIT banner as Volume 169, ISBN: 978-1-921770-
19-7, in due course. Conference delegates will be 
provided with a link to access pre-publication versions 
and the presentation slides. The conference papers for 
the 2014 conference have been published as Volume 
156 under CRPIT – however not yet available on the 
website at time of publication. 
The aSCSa acknowledges the administrative support of 
ACS National Office and the Queensland Branch. 
 

Professional Development 
Introduction to System Safety 

As announced in the December 2014 newsletter, the 
annual University of York Course in conjunction with the 
ANU was not held in 2015 and as the ANU to run this 
course every two years from 2014. In that 
announcement the aSCSa advised that it was 
investigating alternative options for those other years. 

The aSCSa has reached an agreement with Drew Rae, 
Program Director of the Graduate Certificate in Safety 
Leadership at Griffith University to present an 
Introduction to System Safety course (see advert on 
Page 1). Unlike the ANU course, this course is not a 
Griffith University course. 

The course content is very similar to University of York 
course facilitated by the aSCSa and the ANU. 

The aSCSa is seeking interest in attending this course. 
The aSCSa however reserves the right to not run the 
course if the number of registrations received make it 
uneconomic to do so. It is estimated that at least 7 
registrations will be needed; it depends on the venue 
costs etc. 

Systems and Software Safety1 

 
The aSCSa and the ANU will in April 2016, facilitate the 
University of York’s High Integrity Systems unit’s 5 day 
intensive course on systems and software safety. The 
course is an elective within the ANU Master of 
                                                      
1 ANU College of Engineering and Computer Science, Course 
COMP8180 

Engineering and Master of Computing program and 
industry participants are encouraged to attend through 
advertising by aSCSa. 

The course will be at the ANU in Canberra from 04 to 
08 April, 2016. 

The registration GST inclusive cost is expected to be 
$2970 (ACS and aSCSa members) and $3300 (non-
members). 

German Steel Mill Meltdown – 
Attack causes 'massive damage' 
The German Federal Office for Information Security 
report “The State of IT Security in Germany 2014” 
revealed a disturbing cyberattack on a steel mill that 
resulted in “massive damage” to the foundry. 

According to the report, the attacker used sophisticated 
social engineering and spear-phishing tactics to gain 
initial access to the steel mill’s office network. Individual 
industrial control components were compromised, 
which prevented the blast furnace from being shut 
down. The technical capabilities of the attacker were 
very advanced, demonstrating a familiarity not only with 
conventional IT security, but also with the specific 
applied industrial control and production processes. 

 
Steel Blast Furnace 

According to BBC News, the German government’s 
cyber-security (BSI) report stated that the attackers 
used booby-trapped emails to steal logins that gave 
them access to the mill's control systems leading to 
parts of the plant failing thus preventing normal shut-
down. 

In its report, BSI said the attackers were very skilled 
and used both targeted emails and social engineering 
techniques to infiltrate the plant. In particular, the 
attackers used a "spear phishing" campaign aimed at 
particular individuals in the company to trick people into 
opening messages that sought and grabbed login 
names and passwords. 

Once inside the steel mill's network, the "technical 
capabilities" of the attackers were evident, said the BSI 
report, as they showed familiarity with both 
conventional IT security systems and the specialised 
software used to oversee and administer the plant. 

From the obvious familiarity, it is reasonable to infer the 
attacker was likely an insider — or worked with an 
insider — or was familiar with industry-standard 
protocols used in the operation of the mill. As the attack 
was via the office network it is reasonable to assume 
that the mill’s office network had to be connected to the 
industrial control system. 

http://www.asssc.org/2015/program.htm
http://crpit.com/
http://crpit.com/
http://www.anu.edu.au/
http://cs.anu.edu.au/student/comp8180/
http://cs.anu.edu.au/student/comp8180/
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Securitysituation/IT-Security-Situation-in-Germany-2014_pdf.pdf?__blob=publicationFile
http://www.bbc.com/news/technology-30575104
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However this case and the Stuxnet attack used by the 
USA and Israeli governments to attack the Iran’s 
nuclear facility in 2010 show that systems not directly 
connected to the internet are also vulnerable to attack. 
One can no longer assume that being isolated from the 
internet is an adequate defence. The increasing use of 
open source software provides a gateway for attack as 
vulnerabilities in that software can be easily identified 
and exploited. Also the increasing reliance on external 
contractors means that they too can facilitate an attack 
path. 

 

18 Wheeler gets 
autonomous USA license  

Source: Network World 

The U.S. state of Nevada approved the first 
autonomous license which will allow Daimler’s self-
driving Freightliner Inspiration to drive on U.S highways. 

According to Daimler, the big rigs however will not be 
driverless; there still needs to be an attentive driver i.e. 
no texting, no napping etc. while in motion. 

 
The technology is expected to reduce the driving stress 
on the driver. 

The system only works on the highway; there still needs 
to be a driver in the driver's seat to handle surface-
street driving to get the rig on and off the highway. 

As soon as the Freightliner Inspiration Truck is safely 
on the highway, the driver can activate the Highway 
Pilot system. The Highway Pilot system uses a complex 
stereo camera and radar systems with lane-keeping 
and collision-prevention functions. It regulates the 
speed, applies the brakes and steers. The Highway 
Pilot system does not initiate autonomous passing 
manoeuvres. These have to be executed by the driver. 
The same is true for leaving the highway and changing 
lanes. The driver can deactivate the Highway Pilot 
manually and is able to override the system at any time. 

According to the press release for the unveiling of the 
"first licensed autonomous" semi at Hoover Dam the 
Freightliner Inspiration Truck is equipped with sensors 
and computer hardware fully certified to meet all U.S. 
Federal Motor Vehicle Safety Standards.  

 
The Highway Pilot links together a sophisticated set of 
camera technology and radar systems with lane 
stability, collision avoidance, speed control, braking, 
steering and other monitoring systems. This 
combination creates a Level 32 autonomous vehicle 
operating system that can perform safely under a range 
of highway driving conditions. 

The camera mounted above the dashboard has a range 
of 328 feet (100 meters) which can recognize pavement 
markings and keeps the truck in its lane. Radar 
monitors the road up to 820 feet (250 meters) ahead to 
spot other vehicles and the truck also automatically 
complies with any speed limits. 

The truck beeps an alert when the driver needs to take 
over the driving such as during bad weather, at the right 
exit, and when it needs to change lanes and pass other 
vehicles. If the driver does not respond to the beeped 
alert, then the truck slows down and eventually stops 
altogether. 

 

 
The driver receives a visual prompt  

“Highway Pilot available” 

 

 
The driver receives the confirmation message  

"Highway Pilot active." 

 

 

                                                      
2 NHTSA: Level 3 - Limited Self-Driving Automation: Vehicles 
at this level of automation enable the driver to cede full control 
of all safety-critical functions under certain traffic or 
environmental conditions and in those conditions to rely 
heavily on the vehicle to monitor for changes in those 
conditions requiring transition back to driver control. 

http://www.networkworld.com/article/2920687/microsoft-subnet/self-driving-18-wheel-semi-truck-gets-first-autonomous-license-for-us-roads.html
http://www.freightlinerinspiration.com/newsroom/press/inspiration-truck-unveiled/
http://www.nhtsa.gov/search?q=Level+3+-+Limited+Self-Driving+Automation&x=18&y=1
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Accident Site – Amtrak derailment 12-May-2015 

 

Amtrak train derails at twice 
the speed limit 
The following text is from the Testimony Before the 
Committee on Transportation and Infrastructure United 
States House of Representatives on Oversight of the 
Amtrak Accident in Philadelphia made by Christopher 
A. Hart, NTSB on June 2, 2015. 

 
On May 12, 2015, Amtrak Northeast Regional Train 
188, operating northbound from Washington to New 
York, departed Philadelphia’s 30th Street Station on 
time at 9:10 p.m. bound for New York’s Penn Station.   

At 9:21 p.m. the entire train derailed while traveling 
through a four-degree left curve at Frankford Junction.  
Maximum speed through the curve is 50 miles-per-hour 
(mph), but NTSB’s preliminary data analysis 
determined, that moments before the derailment, the 
train was traveling at 106 mph when the engineer 
applied the emergency brake system.  Three seconds 
later, when the data to the recorders terminated, the 
train’s speed was approximately 102 mph. The train 
consisted of one electrically powered locomotive and 
seven passenger cars.  There were 250 passengers 

and 8 Amtrak employees on board.  Eight people were 
killed and more than 200 were injured. 

The accident train was equipped with an electronic 
alertness device (also known as an alerter or dead 
man’s switch).  The alerter is designed to monitor 
engineer activity and applies the train brakes should the 
device fail to detect activity for a predetermined period 
of time. 

Amtrak’s PTC (Positive Train Control) system in the 
Northeast Corridor is called the Advanced Civil Speed 
Enforcement System (ACSES).   

ACSES, a transponder-based system approved by 
FRA, enforces maximum track speed limits, permanent 
and temporary speed limits, and positive stop at 
interlocking and controlled point signals displaying stop.  
While ACSES is installed and operational in portions of 
the Northeast Corridor that are owned by Amtrak, the 
area of track where the derailment occurred is not yet 
equipped with ACSES. 

This area is equipped with automatic train control 
(ATC), an older automatic braking system.  ATC is 
designed to enforce restrictive and stop signals by 
applying a penalty brake application to slow or stop the 
train to prevent or mitigate the results of a train-to-train 
collision. The system can be configured to permanently 
display a restrictive signal that would apply a penalty 
brake application if the train exceeds a pre-set speed 
limit.  This particular ATC system configuration was in 
place on the southbound tracks where a greater speed 
reduction was required; there were no automatic 
systems in place to enforce the 50 MPH permanent 
speed restriction at the curve on the northbound tracks 
where the accident occurred.  

Amtrak has indicated it hopes to have ACSES 
operational in this area by the end of 2015, if possible. 

http://www.ntsb.gov/news/speeches/CHart/Pages/hart_20150602.aspx
http://www.ntsb.gov/news/speeches/CHart/Pages/hart_20150602.aspx
http://www.ntsb.gov/news/speeches/CHart/Pages/hart_20150602.aspx
http://www.ntsb.gov/news/speeches/CHart/Pages/hart_20150602.aspx
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The locomotive was built by Siemens and delivered to 
Amtrak in 2014 specifically for its Northeast Corridor 
service. The train's speed was captured on the "black 
box" that records data on the operation of the train. The 
device was recovered from the wreckage site and was 
being analysed at the Amtrak operations centre in 
Wilmington, Delaware. The device also records 
information relating to signalling and contains images 
from a video facing forward in the locomotive. 

The Amtrak derailment has much similarity to the 
Spanish high-speed passenger train derailment near 
Santiago de Compostela on July 29, 2013 and reported 
on in the December 2013 Newsletter. The train was 
equipped with ETCS (European Train Control System) 
but the section of track where the derailment occurred 
was not. Like the Amtrak train, the high speed train 
derailed on a 50 mph (80kph) curve at a speed of 
around 110mph (170kph). 

Whilst we have to await the publication of the NTSB 
report before commenting on the findings and 
conclusions of their investigation, the decision process 
regarding funding for the deployment of technologies 
such as ACSES and ETCS, particularly where there is 
already some deployment, should be included in the 
investigation. In Amtrak’s case, much of its funding is 
government and presumably there is some government 
influence into investment priorities. It is noted that 
Amtrak has told the U.S. Committee on Transportation 
and Infrastructure, in response to the derailment, that it 
will now fast-track deployment of ACSES in the 
Philadelphia area. 

Compliance with track speed limits without technology 
such as ACSES and ETCS is totally reliant on the train 
driver’s knowledge of the route and situational 
awareness. Large speed reductions are inherently high 
risk because if the driver errs, the result is usually 
catastrophic. High speed capable trains operating on 
speed limited track is risky without technology such as 
ACSES and ETCS. 

------ 

According to a June 25, 2015 Progressive Railroading 
article, the United States Federal Railroad 
Administration will enforce the Dec. 31, 2015, deadline 
for railroads to implement positive train control (PTC), 
and will assess fines against railroads that are not in 
compliance, despite many railroads indicating they will 
not meet the deadline. 

Nationally the Association of American Railroads (AAR) 
estimates that by the end of 2015, 39 percent of the 
required locomotives will be fully equipment with PTC 
technology; 76 percent of the required wayside 
interface units will be installed; 67 percent of the 
required base station radios will be installed; and 34 
percent of required employees will be trained. 

Congress required railroads to implement PTC by the 
end of 2015 as part of the Rail Safety Improvement Act 
of 2008. The technology is required on Class I railroad 
main lines where toxic hazardous materials are 
transported, as well as on main lines that host intercity 
or commuter-rail passenger service. 

Sarah Feinberg, Acting FRA Administrator, Feinberg 
acknowledged talk in Congress earlier this year of 
extending the deadline, but "frankly, that was before the 
Amtrak derailment." 

 

 

System Safety Engineering Courses 

Engineering Education Australia (EEA), on behalf of Engineers 
Australia in partnership with AMOG Consulting, offer a System 
Safety Engineering. This five day intensive master class 
delivers the critical aspects of system safety engineering and 
management. The key delivery areas of system safety 
engineering, development and maintenance of the safety 
case, hazard identification/analysis and risk reduction, and 
software safety management, are brought to life by detailed 
case studies, practical trouble shooting and real life worked 
examples. 

Management Master Class 
Application Master Class 

For details and future course dates see AMOG 
Consulting or EEA website 

 

Late News 
Taipei: The latest report by Taiwan’s Aviation Safety 
Council into the February 4 2015 crash of TransAsia 
Airways Flight GE235 killing 43 people, confirms that 
the captain of the ATR 72-600 turboprop aircraft 
mistakenly throttled down a still-running engine 
following a glitch with the other engine. 

 
 

Deep Water Horizon Settlement: Five years on from 
the Deepwater Horizon accident and spill in 2010, BP 
announced that it has reached agreements in principle 
to settle all federal and state claims arising from the 
event. The US Justice Department has reached an 
$18.7 (US) billion agreement with BP to settle civil 
claims arising from the 2010 Deepwater Horizon oil spill 
in the Gulf of Mexico – the worst oil spill in US history. 

 
 

http://www.progressiverailroading.com/federal_legislation_regulation/news/Feinberg-FRA-is-sticking-to-PTC-deadline-will-assess-fines--44878?email=george.nikandros@qr.com.au&utm_medium=email&utm_source=prdailynews&utm_campaign=prdailynews06/25/2015
https://www.fra.dot.gov/Page/P0167
http://www.eeaust.com.au/system-safety-engineering-management
http://www.eeaust.com.au/system-safety-application-master-class
http://www.amogconsulting.com/amog/index.php/training/system-safety-engineering-course
http://www.amogconsulting.com/amog/index.php/training/system-safety-engineering-course
http://www.eeaust.com.au/Engineering-Courses-Category.html
http://www.usatoday.com/story/news/world/2015/07/02/transasia-pilot-described-as-hasty/29612169/
http://www.bp.com/en/global/corporate/press/press-releases/bp-to-settle-federal-state-local-deepwater-horizon-claims.html
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UK MOD Software Safety 
Standards 
In his keynote speaker presentation at the 2015 
Australian System Safety Conference, Paul Caseley, 
Defence Science & Technologies Laboratory, UK, 
spoke on the recent updates to UK DefStan 00-055 
(Interim Issue 3, 12-Dec-2014) and 00-056 (Issue 6, 15-
Apr-2015). The revised standards now include 
cybersecurity requirements. 

DefStan 00-056, Section 3 “Safety Engineering” has a 
requirement that the Contractor should ensure that 
cyber security is considered where security breaches 
may be a contributory cause of a hazard or a failure 
mode. 

The following is from DefStan 00-56, Annex D 
“Integrity”: 

9 Cyber Security and Data Integrity 
9.1 The Complex Electronic and PE (Programmable 

Elements) Integrity clauses refer to common 
concerns with regard to PE, but there are two further 
issues which relate to PE, both of which are of 
growing concern with modern systems: cyber 
security and data integrity. 

9.2 It is important that Contractors consider cyber 
security issues as potential credible causes of failure 
modes contributing to a hazard, and produce and 
implement appropriate mitigations based on this 
analysis. 

9.3 Standards and guidelines for security diverge from 
those for safety both in terms of treatment of risk, 
and in detailed guidance, e.g. on techniques for 
developing and assessing PE. The Contractor will 
need to address the issue in the SMP (Safety 
Management Plan) and agree the approach with the 
MOD. 

9.4 There is an increased dependence on data in PSS 
(Products, Services and Systems), due to PSS 
processing critical data, e.g. target coordinates, 
complex data, e.g. terrain maps, or configuration 
data, e.g. defining the capabilities of a multi-role 
system. Errors in any of these classes of data can 
have a safety impact, thus there is a need to manage 
data integrity. 

 

Constitution Change 
The last change to the Constitution of the aSCSa was 
in August 2009. As the aSCSa is a national special 

interest group within the Australian Computer Society 
(ACS), the constitution needs to comply with the ACS 
rules and regulations. 

ACS issued revised rules and regulations in November 
2010 and April 2011 respectively. These changes 
require change to the Constitution of the aSCSa. 
However the change does not materially change 
Constitution. The most significant change is the change 
from “ACS Council” which to the “ACS Management 
Committee” to reflect the change in the ACS 
management structure. 

The committee decided to use this opportunity to revise 
the constitution to better reflect the structure and 
working of the aSCSa. 

The current constitution allows for the formation of 
chapters under the oversight of the National 
Committee. Since the inception of the aSCSa in 2002, 
there has no chapter established or any interest 
expressed for the establishment of one. Removing the 
clauses relating to the establishment of chapters greatly 
simplifies the constitution. The committee is proposing 
that clauses relating to the establishment of chapters be 
removed. 

Removing the chapter provisions, also removes the 
need for an Executive Committee, Executive Council 
and aSCSa Council. 

Currently membership is subject to the payment of a 
membership fee. Collecting this fee has been 
problematic as the ACS membership system is not able 
to support membership lists for special interest groups. 
Membership fees for the aSCSa have been “collected” 
to date via the ACS Events system; the aSCSa has to 
create an “event” every year and ask members to 
“register” for the event. Suffice to say many don’t 
bother. It has been difficult for the aSCSa Secretary to 
keep track of currently financial members and to seek 
outstanding prior year fees. The committee is proposing 
to remove the requirement for members to pay a 
membership fee. 

Whilst a request for membership will remain a 
requirement, it is also proposed that delegates at 
aSCSa events be offered membership. 

The proposed changes to the constitution will be issued 
with the notice of the next Annual General Meeting to 
be voted on by the members attending the meeting. 

 

 

 

 

We thank our 2015 System Safety Conference Sponsors   

 

  
 

  
 

 

http://www.rgbassurance.com.au/
http://www.novasystems.com/
http://www.adacore.com/
http://www.acs.org.au/
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