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Risky Business 

 

In April 2009, a 6.3 magnitude quake occurred in the 
medieval hill towns of the mountainous Abruzzo region 
east of Rome. The deaths and damage was centred in 
L’Aquila, a picturesque fortress town at the epicentre, 
but more than 26 nearby villages were also affected, 
some seriously. The earthquake struck around 3:30 
a.m. Monday and could be felt as far away as Rome. 

In October 2012, seven prominent Italian earthquake 
experts were convicted of manslaughter and 
sentenced to six years in prison for failing to give 
adequate warning to the residents of a seismically 
active area in the months preceding an earthquake that 
killed more than 300 people. The defendants, who said 
they would appeal the decision, will also have to pay 
court costs and damages of $10.2 million. 

Earthquakes are natural random events which are 
generally accepted to be difficult to predict with any 
certainty. So what led to the seven prominent experts 
to be convicted of manslaughter? 

According to a Reuter’s article at the time, an Italian 
scientist predicted a major 
earthquake around L'Aquila 
weeks before disaster 
struck the city, but was 
reported to authorities for 
spreading panic. The first 
tremors in the region were 
felt in mid-January and 
continued at regular 
intervals, creating mounting 
alarm in the medieval city, 
about 100 km (60 miles) 

gency said in a 
statement on the eve of that meeting.  

east of Rome. 

"The tremors being felt by 
the population are part of a typical sequence ... (which 
is) absolutely normal in a seismic area like the one 
around L'Aquila," the civil protection a

It added that the agency saw no reason for alarm but 
was nonetheless affecting "continuous monitoring and 
attention." Enzo Boschi, the head of the National 
Geophysics Institute, said the real problem for Italy 
was a long-standing failure to take proper precautions 
despite a history of tragic quakes. 

The seven, most of them seismologists and geologists, 
were members of the National Commission for the 
Forecast and Prevention of Major Risks, which met on 
March 31, shortly before the quake struck — after 
weeks of frequent small tremors — but did not issue a 
safety warning. The intent of the meeting was to 
reassure the townspeople. 

According to a New York Times article published on 
October 26, 2012, the verdicts jolted the international 
scientific community, which feared they might open the 
way to an onslaught of legal actions against scientists 
who evaluate the risks of natural hazards. “This is the 
death of public service on the part of professors and 
professionals,” said Luciano Maiani, the current 
president of the risks commission. The legal and media 
pressure prompted by the trial have made it impossible 
to carry out professional consultancies for the state, he 
said, adding, “This doesn’t happen anywhere else in 
the world.” Continues Page 5 

CPD Events 

ASSC2013 
Adelaide Australia 22 - 24 May 2013 

Australian System Safety Conference 2013 - details of 
the conference, including the call for papers, 
registration and sponsorship opportunities can be 
found at www.assc2013.org. 

 

 

Systems Safety and Engineering Management 

The aSCSa is again hosting the University of York’s 
Introduction to System Safety at the Australian 
National University in April 2013. See Page 7 for details. 

 

 

The aSCSa is again a supporter of annual rail safety 
conference. For details of the conference please see 
the conference website (use the aSCSa promotion 
code for a 10% discount): 

www.railsafetyconference.com.au 

http://www.anu.edu.au/�
http://www.reuters.com/article/2009/04/06/us-italy-quake-warning-sb-idUKTRE5352AH20090406
http://www.nytimes.com/2012/10/23/world/europe/italy-convicts-7-for-failure-to-warn-of-quake.html?_r=0
http://www.assc2013.org/
http://www.railsafetyconference.com.au/
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From the Chair 
As for 2011, 2012 has been another busy year for aSCSa and 
all the members of the committee.  Once again, as Chair, I 
would like to thank all committee members for their efforts with 
helping achieve yet another year of successes for aSCSa. 

Firstly I would like to repeat here what I conveyed in the last 
newsletter, and that is to thank and praise the same core Joint 
Conference team who very successfully brought off ASSC 
2011, for bringing off yet another very successful conference 
(ASSC 2012) in May this year.   Brett Martin, Derek Reinhardt, 
Tony Cant (aSCSa) and Holger Becht (SSS) worked hard to 
ensure a great event - this time without having to suffer any 
pilfering of speaker awards.  The success of ASSC2012 was 
helped along by the capable Glen Larsen and Nigel Hulse who 
conducted lots of 'behind-the-scenes' aid.  I was perhaps silly 
to think that at least Brett and Holger might have given up 
enough of their valuable time to their respective safety 
associations.  But no!  They're both putting in a third 
performance as organisers for ASSC2013.  A really great 
effort guys.  Members of both aSCSa and ASSSC need to 
thank you sincerely, as do all who attend ASSC2013.  I believe 
it is my responsibility to produce a little surprise - perhaps 
during the conference! 

Secondly, as mentioned at ASSC2012, Tony Cant, our 
stalwart Program Chair (PC), has been a member of aSCSa 
(and its past guises) for 20 years - I don't believe anyone else 
associated with aSCSa can claim membership of such 
longevity.  However, contrary to what I said at ASSC2012, he 
has not been PC for all that time, but rather 'only' since 2003, 
from which time he has maintained the high standards of 
refereed conference papers and industry presentations set by 
his predecessor Peter Lindsay.  So, It was a bit of a shock 
when Tony recently announced that he was not only retiring 
from DSTO, but also stepping down as PC for ASSC2013.  
Nonetheless, he has promised to remain involved as an 
aSCSa committee member and help out whenever he can.  
Tony has been an active and stolid committee member, never 
shying away from the responsibilities associated with ensuring 
innovative, interesting and high quality keynote speakers and 
conference papers.   A fantastic effort Dr Cant!  Members of 
both aSCSa and ASSSC need to thank you very sincerely, as 
do all who've attended aSCSa conferences since 2003.  Dare I 
say that I feel another little surprise coming on for ASSC2013! 

The advertised AGM was held on August 21, 2012 in 
Canberra.  The essential outcome of the meeting was that all 
then current committee members agreed to continue in their 
respective positions for the next 12 months.  The 'new' 
committee then agreed that the financial position of aSCSa 
was very sound, and so endorsed the move to begin 
organising and preparing cost estimates for ASSC2013, noting 
that such costs needed to be kept within a total of $40,000.  

The costs would be shared with ASSSC on an equal basis.  
The 'new' committee also endorsed funding to be put aside for 
the System Safety Management course to be run by High 
Integrity Systems group from University of York as part of the 
Masters in Computing at the Australian National University in 
April 2013. 

Obviously some of the current events within the economy are 
affecting many organisations and resulting in some substantial 
cutbacks.  Of particular note are the cutbacks that have been, 
or are being made within Defence and that directly affect 
safety programs.  These actions are worrying given the 
increasing importance for producing safe systems.  aSCSa 
and ASSSC alike will need to think seriously about creating 
strategies that help promote increased acknowledgement of 
the importance/necessity of systems safety throughout the 
industry and government.  I believe Holger Becht (ASSSC) 
and myself should work on this matter over the next few 
months and present a synopsis of our thoughts at ASSC2013. 

That's all from me for 2012.  A Merry Christmas and Happy 
New Year to all from all members of the aSCSa Committee. 

PS:  What does Santa suffer from when he gets stuck in a 
chimney?  Claustraphobia! 

Dr Clive Boughton 
Chairman aSCSa 

 

Association Matters 
Annual General Meeting 
The 2012/13 Annual General Meeting was held on 
Thursday, August 21, 2012 at the Australian National 
University, Canberra. There were six aSCSa members 
in attendance and three apologies. 

At the meeting it was announced that Clive Boughton 
was elected by the outgoing committee to continue as 
chairman. The only nominations for the 2012/13 
committee received were those of the outgoing 
committee members. The nominations for the 2012/13 
committee were accepted. 

The date for the next AGM was not set. 

National Committee 
Clive Boughton Chairman (ACT) 

Kevin Anderson Secretary (VIC) 

Chris Edwards Treasurer (ACT) 

Tony Cant (SA) 

George Nikandros (QLD) 

BJ Martin (ACT) 

Tariq Mahmood (VIC) 

Derek Reinhardt (NSW) (currently in the UK) 

Anthony Acfield (ACT) 

Luke Wildman (QLD) (to be confirmed) 

Web Site www.safety-club.org.au 

The term of the current committee expires 30 June 2013. As 
per the constitution the 2012/13 chairman will be elected by 
the outgoing committee and all other committee positions are 
declared vacant. 
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Research Award 
In the December 2006 
Newsletter, the aSCSa 
announced the establishment of 
student research award. The 
rules governing the award and 
associated forms are available 
from the aSCSa website. 

The purpose of this annual 
award is to encourage 
Australian research in the 

science of software/system engineering or the 
application of that science for safety and/or mission 
critical software-intensive systems. At $5000, it is a 

een 
moved; nominations can now be made any time. 

substantial award. 

The nominated closing date requirement has now b
re

 

Editorial 
Assessing risk, particularly for rare catastrophic events is very 
much a matter of judgement. Predicting when catastrophic 
events will occur with any certainty is mostly near impossible. 

Predicting the timing and magnitude of an earthquake such as 
the April 2009 quake centred on L’Aquila, Italy is impossible 
with any certainty. The certainty that Hurricane Katrina will hit 
New Orleans increased the closer Katrina approached landfall. 
Whether or not the warnings to the public were sufficient for 
people to take appropriate action is a matter of debate. 

Of course warnings are only effective if people take 
appropriate action. Too many falls alarms leads to “cry wolf” 
syndrome, where people become complacent that they will be 
spared from the predicted catastrophic event. If warnings are 
fail to predict the ensuring catastrophe, then authorities are 
blamed for poor advice. 

As was the case in Brisbane on the November 19, 2012, when 
a severe morning storm struck. The Bureau of Meteorology 
was castigated by the press because there was no warning 
issued as to the storm’s severity despite the radar information 
indicating that it was. The bureau’s response was that they 
had predicted severe storms for the weekend earlier in the 
week; the issue was that the warning was not timely, 
particularly that morning storms are relatively rare events. 

The conviction in Italy of the members of the National 
Commission for the Forecast and Prevention of Major Risks for 
failing to issue “appropriate” assessment of the magnitude and 
likely damage of the earthquake before the event sets a 
potentially dangerous precedent on the expectations of risk 
assessment professionals; it could lead to extremely 
conservative assessments of the risk. 

When there is uncertainty, there is the expectation to “err on 
the side of caution”. However to be overly pessimistic is also 
counter-productive; too many “cry wolf” warnings make people 
complacent. 

------------------------------------------------------------------------ 

Best wishes for the festive season and a happy, healthy 
and safe 2012 - The Editor. 

 

 

Bulletin Boards 
ACM Risk Forum On Risks to the Public in Computers 
and Related Systems – http://catless.ncl.ac.uk/Risks 

Safety-Critical Mailing List Forum hosted by the 
University of York. Need to join using the form located 
at www.cs.york.ac.uk/hise/sc_list.php for access. 

Policy / Principles 
The committee has established a number of guiding 
principles with respect to the development, use and 
maintenance of safety-critical systems containing 
software. The document titled Guiding Philosophic 
Principles on the Design and Acquisition of Safety-
Critical Systems which is available on the aSCSa 
Website. These principles will build on the policy first 
established in 1997. 

 

Computer Viruses Are 
"Rampant" on Medical 
Devices in Hospitals 
MIT Technology Review article by David Talbot on 
October 17, 2012 

A meeting of government officials reveals that medical 
equipment is becoming riddled with malware. 

 

Health scare: Much hospital equipment uses software that can be 
vulnerable to viruses. 

Computerized hospital equipment is increasingly 
vulnerable to malware infections, according to 
participants in a recent government panel. These 
infections can clog patient-monitoring equipment and 
other software systems, at times rendering the devices 
temporarily inoperable. 

While no injuries have been reported, the malware 
problem at hospitals is clearly rising nationwide, says 
Kevin Fu, a leading expert on medical-device security 
and a computer scientist at the University of Michigan 
and the University of Massachusetts, Amherst, who 
took part in the panel discussion. 

Software-controlled medical equipment has become 
increasingly interconnected in recent years, and many 
systems run on variants of Windows, a common target 
for hackers elsewhere. The devices are usually 
connected to an internal network that is itself connected 
to the Internet, and they are also vulnerable to 

http://www.safety-club.org.au/content/view/14/17/
http://www.abc.net.au/news/2012-11-19/storm-clean-up-brisbane-south-east-queensland/4378726
http://catless.ncl.ac.uk/Risks
http://www.cs.york.ac.uk/sc_list.php
http://www.safety-club.org.au/images/stories/pdf/ascsa_philosophic_principles%20-%204%20december%202012.pdf
http://www.safety-club.org.au/images/stories/pdf/19991020_policy.pdf
http://www.technologyreview.com/news/429616/computer-viruses-are-rampant-on-medical-devices-in-hospitals/
http://www.technologyreview.com/contributor/david-talbot/


 

infections from laptops or other device brought into 
hospitals. The problem is exacerbated by the fact that 
manufacturers often will not allow their equipment to be 
modified, even to add security features. 

In a typical example, at Beth Israel Deaconess Medical 
Center in Boston, 664 pieces of medical equipment are 
running on older Windows operating systems that 
manufactures will not modify or allow the hospital to 
change—even to add antivirus software—because of 
disagreements over whether modifications could run 
afoul of U.S. Food and Drug Administration regulatory 
reviews, Fu says. 

As a result, these computers are frequently infected 
with malware, and one or two have to be taken offline 
each week for cleaning, says Mark Olson, chief 
information security officer at Beth Israel.  

“I find this mind-boggling,” Fu says. “Conventional 
malware is rampant in hospitals because of medical 
devices using unpatched operating systems. There’s 
little recourse for hospitals when a manufacturer 
refuses to allow OS updates or security patches.” 

The worries over possible consequences for patients 
were described last Thursday at a meeting of a 
medical-device panel at the National Institute of 
Standards and Technology Information Security & 
Privacy Advisory Board, of which Fu is a member, in 
Washington, D.C. At the meeting, Olson described how 
malware at one point slowed down foetal monitors used 
on women with high-risk pregnancies being treated in 
intensive-care wards. 

“It’s not unusual for those devices, for reasons we don’t 
fully understand, to become compromised to the point 
where they can’t record and track the data,” Olson said 
during the meeting, referring to high-risk pregnancy 
monitors. “Fortunately, we have a fall-back model 
because they are high-risk [patients]. They are in an IC 
unit—there’s someone physically there to watch. But if 
they are stepping away to another patient, there is a 
window of time for things to go in the wrong direction.” 

The computer systems at fault in the monitors were 
replaced several months ago by the manufacturer, 
Philips; the new systems, based on Windows XP, have 
better protections and the problem has been solved, 
Olson said in a subsequent interview. 

At the meeting, Olson also said similar problems 
threatened a wide variety of devices, ranging from 
compounders, which prepare intravenous drugs and 
intravenous nutrition, to picture-archiving systems 
associated with diagnostic equipment, including 
massive $500,000 magnetic resonance imaging 
devices. 

Olson told the panel that infections have stricken many 
kinds of equipment, raising fears that someday a patient 
could be harmed. “We also worry about situations 
where blood gas analysers, compounders, radiology 
equipment, nuclear-medical delivery systems, could 
become compromised to where they can’t be used, or 
they become compromised to the point where their 
values are adjusted without the software knowing,” he 
said. He explained that when a machine becomes 
clogged with malware, it could in theory “miss a couple 
of readings off of a sensor [and] erroneously report a 
value, which now can cause harm.”  

Often the malware is associated with botnets, Olson 
said, and once it lodges inside a computer, it attempts 
to contact command-and-control servers for 
instructions. Botnets, or collections of compromised 
computers, commonly send spam but can also wage 
attacks on other computer systems or do other tasks 
assigned by the organizations that control them (see 
“Moore’s Outlaws”). 

In September, the Government Accountability Office 
issued a report warning that computerized medical 
devices could be vulnerable to hacking, posing a safety 
threat, and asked the FDA to address the issue. The 
GAO report focused mostly on the threat to two kinds of 
wireless implanted devices: implanted defibrillators and 
insulin pumps. The vulnerability of these devices has 
received widespread press attention (see “Personal 
Security” and “Keeping Pacemakers Safe from 
Hackers”), but no actual attacks on them have been 
reported. 

Fu, who is a leader in researching the risks described in 
the GAO report, said those two classes of device are “a 
drop in the bucket”: thousands of other network-
connected devices used for patient care are also 
vulnerable to infection. “These are life-saving devices. 
Patients are overwhelmingly safer with them than 
without them. But cracks are showing,” he said. (Fu was 
Technology Review’s Innovator of the Year in 2009.)  

Malware problems on hospital devices are rarely 
reported to state or federal regulators, both Olson and 
Fu said. This is partly because hospitals believe they 
have little recourse. Despite FDA guidance issued in 
2009 to hospitals and manufacturers — encouraging 
them to work together and stressing that eliminating 
security risks does not always require regulatory 
review—many manufacturers interpret the fine print in 
other ways and don’t offer updates, Fu says. And such 
reporting is not required unless a patient is harmed. 
“Maybe that’s a failing on our part, that we aren’t trying 
to raise the visibility of the threat,” Olson said. “But I 
think we all feel the threat gets higher and higher.” 

Speaking at the meeting, Brian Fitzgerald, an FDA 
deputy director, said that in visiting hospitals around the 
nation, he has found Beth Israel’s problems to be widely 
shared. “This is a very common profile,” he said. The 
FDA is now reviewing its regulatory stance on software, 
Fitzgerald told the panel. “This will have to be a gradual 
process, because it involves changing the culture, 
changing the technology, bringing in new staff, and 
making a systematic approach to this,” he said. 

In an interview Monday, Tam Woodrum, a software 
executive at the device maker GE Healthcare, said 
manufacturers are in a tough spot, and the problems 
are amplified as hospitals expect more and more 
interconnectedness. He added that despite the FDA’s 
2009 guidance, regulations make system changes 
difficult to accomplish: “In order to go back and update 
the OS, with updated software to run on the next 
version, it’s an onerous regulatory process.”  

Olson said that in his experience, GE Healthcare does 
offer software patches and guidance on keeping 
devices secure, but that not all manufacturers have the 
same posture. He added that the least-protected 
devices have been placed behind firewalls. But to do 
that with all a hospital’s software-controlled equipment 
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would require more than 200 firewalls—an unworkable 
prospect, he said. 

John Halamka, Beth Israel’s CIO and a Harvard 
Medical School professor, said he began asking 
manufacturers for help in isolating their devices from 
the networks after trouble arose in 2009: the Conficker 
worm caused problems with a Philips obstetrical care 
workstation, a GE radiology workstation, and nuclear 
medical applications that “could not be patched due to 
[regulatory] restrictions.” He said, “No one was harmed, 
but we had to shut down the systems, clean them, and 
then isolate them from the Internet/local network.” 

He added: “Many CTOs are not aware of how to protect 
their own products with restrictive firewalls. All said they 
are working to improve security but have not yet 
produced the necessary enhancements.”  

Fu says that medical devices need to stop using 
insecure, unsupported operating systems. “More 
hospitals and manufacturers need to speak up about 
the importance of medical-device security,” he said after 
the meeting. “Executives at a few leading 
manufacturers are beginning to commit engineering 
resources to get security right, but there are thousands 
of software-based medical devices out there.” 

David Talbot Chief Correspondent  

MIT Technology Review’s chief correspondent, keeping an eye 
most often on the world of information and communication 
technologies 

 

Making e-Health Safe(r) 
Article by Dr Farah Magrabi published in Engineers 
Australia, July 2012 

Health informatics or e-health has the potential to 
enhance the quality effectiveness and safety of health 
services and as such is attracting significant 
investment. 

Yet e-health implementations, whilst bringing much 
benefit have introduced risk so as to increase concern 
about the safety and quality of e-health itself. 

While the potential for patient harm in implementing an 
e-health system is generally acknowledged, the 
underlying causes, according to Dr Magrabi are not well 
documented. 

Researchers at the University of NSW, Centre for 
Health Informatics, are working on a program to ensure 
the safety of e-health. They have reviewed incidents 
from state-wide incident reporting systems, as well as 
comparable international databases such as the US 
Food and Drug Administration, and identified 36 
categories of problems relevant to e-health. 

The researchers intend to work with the Australian 
Patient Safety Information to form the basis for a new 
international classification system for e-health related 
safety incidents. 

According to the article this research was cited by the 
US Institute of Medicine’s 2011 report about the impact 
of e-health on patient safety. 

The article cites an e-health incident where an 
electronic system did not display medication doses in 

milligrams and this led to a patient being given three 
times the maximum dose of a painkiller in 24 hours, 
resulting in sudden kidney failure and death. 

The Centre for Informatics is developing and evaluating 
a multi-state critical incident database to track e-health 
incidents nationally in hospitals and in general practice. 

Providing timely analyses and response to the growing 
volume of reports about critical incidents in hospitals is 
an urgent challenge e.g. in NSW alone more than 
120,000 patient safety incidents were reported in 2009. 

According to the article, “the software used by 
Australian doctors is not independently evaluated, 
regulated or built to any common safety standard”. 

The Centre for Health Informatics in collaboration with 
Flinders University has undertaken a national 
evaluation of the decision support components of 
commonly used prescribing software in general 
practice. An evidence-based standard was developed 
and used to test the performance of the top four 
prescribing packages in detecting the most safety-
critical prescribing errors. This work is expected to lead 
to evidence-based recommendations to guide national 
standards for software safety and user training. 

In Australia clinical software has not been the subject to 
regulation. A survey of six countries found significant 
gaps in the safety governance of e-health; the 
European Union and Canada have revised their 
regulations to include diagnosis and treatment software. 
The Centre for Health Informatics has a goal to guide 
the implementation of regulations and develop effective 
strategies for e-health in Australia. 

Dr Farah Magrabi is a senior research fellow at the 
Centre for Health Informatics within the Australian Institute for 
Health Innovation at the University of NSW. 

 

  

 

System Safety Engineering Master Class 

Engineering Education Australia (EEA), on behalf of Engineers 
Australia in partnership with AMOG Consulting, offer a System 
Safety Engineering. This five day intensive master class 
delivers the critical aspects of system safety engineering and 
management. The key delivery areas of system safety 
engineering, development and maintenance of the safety case, 
hazard identification/analysis and risk reduction, and software 
safety management, are brought to life by detailed case 
studies, practical trouble shooting and real life worked 
examples. 

For details of future courses see EEA website. 
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Risky Business (cont) 
(From Page 1) 

According to the New York Times, Thomas H. Jordan, a 
professor at the University of Southern California, led a 
commission that after the disaster advised the Italian 
government about better ways to communicate 
earthquake risks to the public. He described the 
verdicts as incredible, “given that they have just 
convicted scientists for basically doing their job during a 
time of crisis.” 

“I’m afraid it’s going to teach scientists to keep their 
mouths shut,” he added. 

Scientists said the case raised the issue of when a 
public warning is appropriate. While predicting the exact 
time and location of an earthquake is not possible, 
seismologists are increasingly able to forecast the 
likelihood that a quake might occur in a certain area 
within a certain time. But if the likelihood is very low — 
as it was in this case, despite the increased seismic 
activity in the weeks before — a warning may do more 
harm than good. Lawyers for the defendants were 
unanimous on Monday in their condemnation of the 
sentence, which exceeded the prosecution’s request of 
four years in prison, and vowed to appeal. 

 
An aerial view of the destruction in L'Aquila: The earthquake 
knocked down whole blocks of buildings as residents slept. 
Photo: Guardia Forestale/Associated Press 

A defence lawyer described the ruling as one of the 
most erroneous that he had encountered in his long 
career. Another stated that the trial should not have 
been held in L’Aquila because the emotional impact of 
the quake is still felt so strongly in the city. 

In his closing arguments the prosecutor cited a United 
States court ruling that blamed the Army Corps of 
Engineers for “monumental negligence” for some of the 
flooding from Hurricane Katrina. That case, the 
prosecutor said, demonstrates that it is possible to fall 
short of preventing and predicting a risk, according to 
ANSA (Italian News Agency). 

The court did not rule on whether earthquakes can be 
predicted. But according to a civil lawyer, who 
represents the relatives of more than a dozen victims, 
the sentence showed that it is possible to have a 
“culture of prevention”, and that it is possible to predict 
a risk and to adopt measures that mitigate that risk. The 
National Commission for the Forecast and Prevention 
of Major Risks should have taken city’s seismic history 
into account. 

Apology for Road Chaos 
 

Dear Melbourne 
motorists……. 

On 3 October a “system issue” forced the closure of the 
Domain and Burnley tunnels in Melbourne from 4:00AM 
until 10:40PM, resulting in severe traffic disruption. The 
affected systems are primarily designed to make it 
possible for CityLink to respond to safety incidents in 
the tunnels, and on the day both the primary system as 
well as the backup failed. The road operator, 
Transurban CEO apologised in an official statement, 
promising that this kind of event would not happen 
again. 

About 120,000 vehicles daily travel through the tunnels, 
which pass under the Yarra River to bypass the CBD, 
but the closure was felt throughout Melbourne in the 
morning peak. 

 

The closure of the tunnels occurred was because the 
road operator lost the ability to communicate with its 
incident detection and safety systems; the road 
operator deemed it an unacceptable risk to allow traffic 
through the tunnels without these systems. 

According to ABC News (Vic), Transurban said the 
independent investigation has confirmed the problem 
was caused by a computer network switch failure, 
which stopped the tunnel safety systems and a backup 
system from working. 

The head of Transurban, Scott Charlton, said the switch 
failure prevented messages being sent across the 
network. 

"We have operated this system for quite some time and 
in the past where we've had network switch issues, the 
backups have always performed according to the 
design," he told ABC local radio. 

"We're making changes and have put some operations 
in place to deal with the issue so that it won't happen in 
the future." 

Mr Charlton said the incident cost Transurban $2 
million, including $1.4 million in lost tolls. 

He said because the sprinkler and smoke extraction 
systems were not working, they could not open even 
one lane in the tunnels. 

"If there was any way we could've opened those tunnels 
earlier, one lane, we would've done that. But we put 
safety first," he said. "We shut the tunnels because we 
would not jeopardise one person's life." 
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http://www.citylink.com.au/home.asp�
http://www.nytimes.com/2012/10/23/world/europe/italy-convicts-7-for-failure-to-warn-of-quake.html?_r=0
http://www.nytimes.com/2009/04/14/science/14quak.html?_r=0
http://www.nytimes.com/slideshow/2009/04/06/world/0406-QUAKE2_8.html
http://www.nytimes.com/2009/11/19/us/19orleans.html
http://www.nytimes.com/2009/11/19/us/19orleans.html
http://www.ansa.it/web/notizie/rubriche/english/english.shtml
http://www.citylink.com.au/4210.asp
http://www.abc.net.au/news/2012-10-30/computer-switch-blamed-for-tunnel-closures/4341170
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Professional Development 

 

Systems Safety and Engineering Management 

For the 9th consecutive year, the aSCSa in conjunction 
the Australian National University will be running the 
highly successful System Safety and Engineering 
Management developed and delivered by the University 
of York.  

This five day University of York course is offered as 
graduate coursework by the ANU College of 
Engineering and Computer Science and to industry 
through the aSCSa. 

The course has been popular since its launch in 2005. 
Over the eight years 276 people have undertaken the 
course. 

Course Participation
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The venue for this course will be at the Australian 
National University, Canberra. 

This course will be held 08 to 12 April 2013. 

The non-member course fee will be $3080 (incl. $280 
GST) per participant; for ACS and aSCSa members the 
fee will be $2530 (incl. $230 GST) per participant. 

For more details and registration, please visit ACS 
Events. Registration will open in January 2013. 

Prerequisite knowledge 
There are no prerequisites for this course. An introductory 
book such as Aircraft System Safety (Kritzinger, 2006) before 
hand may be helpful to look at prior to the course. 

Workload 
The teaching for this module combines traditional lectures with 
a number of exercises and case studies which will be tackled 
in small groups. 

Formative Feedback 
Formative feedback is given in the form of answers to 
questions in class, comments from case study demonstrators, 

model answers for case studies where available and individual 
written feedback on the assessment paper. 

Description 
 This module provides an introduction to system safety 

engineering. It is intended to provide a basic 
understanding of safety processes and of certification 
which are required by all engineers. This module is an 
introduction to the principles of system safety and 
dependability by design, including risk, basic terminology, 
and the main types of hazard and safety assessment 
techniques employed within a control system 
development project. 

Learning Outcomes 
On completion of this module, students will be able to: 

 Understand (safety) risk, and the factors influencing 
perception and acceptability of risk;  

 Be able to give definitions of safety-related terminology, 
and discuss how the use of terminology varies between 
countries and industrial sectors;  

 Have an understanding of typical control system safety 
lifecycles, and the roles of the major groups of safety and 
dependability techniques within the lifecycle, including 
their roles in driving and evaluating designs and design 
alternatives;  

 Understand the approach to certification in domains such 
as civil aerospace, and the role of safety analysis 
techniques in certification. 

Content 
 Introduction and Concepts (Introduction to accidents, 

hazards and risk; Formal definitions of terminology; 
Accident and incident analysis; Introduction to system 
safety lifecycles; Preliminary Hazard Identification; Basic 
risk concepts; Role of safety process in certification.)  

 Safety Requirements (Types of safety requirement, 
including derived requirements; Setting of safety 
requirements, including role of FFA; Systematic Failure 
and DALs; Introduction to dependability and 
dependability data; Reliability, availability and 
dispatchability.)  

 Analysis of Dependability (Overview of analysis 
techniques (FMEA, FMECA, FTA, common cause 
analysis); FMECA for mechanical elements, and links to 
safety cases; Role of Markov analysis; Preliminary 
System Safety Assessment (PSSA) process.)  

 Design to Achieve Safety (Strategies and priorities for 
controlling risk; Technical approaches to controlling risk 
such as fault tolerance; Value and drawbacks of different 
classes of architecture; Relationship between 
maintenance and availability.)  

 Management of Safety (Safety Cases: safety argument 
and evidence; Certification processes and practices; 
Safety management overview; Overview of continued 
airworthiness issues.) 

Teaching Materials 
Copies of all lecture slides, case studies and exercises will be 
provided. 

 
 

 

Risk 
Reliability 
Resilience 
Contact:   kevin.anderson@hyderconsulting.com  
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